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Foreword

Security comes as a second thought, or even a nice-to-have add-on? At least
you can get this impression thinking about when security is considered in
the development of many devices, systems and applications. Have a look at
the evolution of cars. In the first place the purpose of a car was to transport
you from one location to another. Having solved this somehow, the engineers
started to think about safety – especially because vulnerabilities caused severe
problems. Some of the “additional” car features were safety belts, ABS and
airbags. At least some car manufacturers have seen these as extra features for
a long time. This is where I start to be really puzzled. Security as an extra
feature? Is it so irrelevant that we can neglect it?

This would support my initial hypothesis – security comes as an af-
terthought. Considering modern IT networks, IT systems and IT applica-
tions, we can see no difference. The primary goal is to enhance functionality
and performance but not to mitigate risk. Security and dependability comes
later if at all.

In contrast to traditional engineering domains it is, however, very diffi-
cult to add security features seamlessly as a new “module.” Adding security
afterwards is difficult if not impossible. Ad hoc security solutions usually in-
troduce new, unforeseen problems and you suddenly find yourself in a vicious
circle.

Somehow new technologies such as Wireless LAN, Internet Telephony or
Instant Messaging seem to follow that way. We can identify severe flaws – both
in design and implementation – that inevitably lead to severe vulnerabilities.
This can’t be the right way. We can’t always try to catch up with the wily
hacker and think about security after an incident has occurred.

Based on our experience in teaching, research and development in the
areas of digital watermarking, copyright protection in wide-area video-on-
demand, firewalls, security in media gateways, vulnerabilities in Internet
Telephony, the Darmstadt Hacker Contest and public key infrastructures,
I must emphasize: it is time for a new security paradigm. Security must be a
mandatory feature, considered from the very first line on the drawing board.
Certainly, there is no (and will never be) 100 percent security. Nevertheless,
a user should be able to take security for granted, i.e., it should be possible
to operate a system with an acceptable residual risk.
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VI Foreword

A common counterargument is that such a proactive security approach is
too expensive. I don’t believe this. Certainly, the development process and
the resulting product will be more complex. Certainly, developers have to
have a broad knowledge in several engineering domains (including security).
In the sense of quality of service, we have to determine whether a system
works or not. And only a secure system can work as intended. Thus I think
that the initial efforts on behalf of security are more than compensated for,
as a proactive approach will stop the repair-service behavior observed today.

Recently a very promising solution toward such a way of engineering se-
curity has been developed: Security Patterns capture proven solutions for
recurring security problems in a structured way. Due to an organized peer-
review process the quality of such solutions can be taken for granted. As
security patterns are best practices that are codified by security experts and
refer to related problems, the user can also be sure to proactively solve the
overall problem – not only parts, no longer in a repair-service mode.

Dr. Markus Schumacher is already known as the driving force of and a
leading worldwide authority on security patterns. In this book he provides
a thorough introduction to security patterns. Due to his profound security
knowledge he has been able to establish security patterns as a complementary
approach for seamless security engineering. Based on his model for security
patterns, security novices are now in a position to understand how experts
solve problems and can basically act like them.

Once again: Does security come as a second thought? It shouldn’t. How-
ever, I cannot answer this question once and for all. Nevertheless, security
must and will be mandatory for all modern IT systems. Second-class solu-
tions will always be offered and used. Hence, first-class hackers will carry
out successful attacks. The earlier we start to treat security as an equiva-
lent requirement with a high priority, the quicker our know-how and skills
with seamless security solutions will evolve. This would considerably reduce
the residual risk involved in using IT systems in more and more sensitive
environments. I believe that this is a feasible approach. We can have secure
systems and we have to do it without patchwork – security patterns are a
very important step in this direction.

Darmstadt, June 2003 Ralf Steinmetz



Preface

To improve on the unsatisfactory security level we can observe today, we
have to close a gap between the theory and the code of security practice. We
also have to close a gap in the security knowledge process and make proven
solutions available in a suitable way before an incident occurs. This book is
considered as a contribution to this problem.

Abstract

We develop a systematic security improvement approach based on the pat-
tern paradigm. Security Patterns can be used especially when the people in
charge of security have no security expertise or when security aspects are not
considered as primary requirements. The basic idea of patterns is to capture
expert knowledge in documents with a particular structure. Basically, they
contain proven solutions for recurring problems in a given domain.

Using patterns as a means of improving security, we first examine a set of
commonly used security techniques. The result is that a pattern-based secu-
rity approach features many advantages compared to the other approaches,
e.g., side-effects can be considered appropriately and the expertise required
to use patterns is rather low. Furthermore, patterns can be found at different
levels of abstraction and for different life-cycle phases. Thus, they can also be
integrated into the regular engineering process serving as a complement to
other security techniques. A requirement when using patterns as a security
engineering tool is a thorough understanding of security patterns. Thus, we
clarify the key concepts of security patterns, define their semantics as well as
their syntax, and show how they can be used. This approach is summarized
in the following paragraphs.

We introduce the structure of security patterns and their distinguishing
features in comparison to traditional patterns in the software domain. In
particular, we conclude that the problem statement of security patterns deals
with threats and attacks whereas the solution provides the corresponding
countermeasures. We also discuss security-related forces and how they are
resolved when a particular pattern is applied. Hereby we see that security
always has an impact on other, perhaps contradictory requirements. The
solution has to balance such forces according to the code of practice. Based



VIII Preface

on that, we identify basic approaches for capturing security knowledge with
patterns.

Having introduced the meaning of security patterns, we derive a theoret-
ical model for them. Hereby we rely on definitions of key security concepts
and relations between them, which builds an extensible security core ontol-
ogy. Based on the definitions of security patterns and their relations, we are
in a position to prove that the application of a security pattern leads to a
state of security. Specifying the intuitive and commonsense knowledge, we
clarify the internals of the security patterns, i.e., the theoretical model con-
tributes to an intersubjective understanding of security patterns within the
community. Furthermore, such a model is an important prerequisite for any
kind of tool support. The theoretical model defines the syntax of the security
patterns and security pattern systems. With this rather loosely structured
meta-information model we are, however, able to make the advantages of
security patterns usable.

In order to show the conclusiveness of our approach, we develop a pro-
totype of a security pattern search engine. That way we can present new
applications of security patterns, e.g., simulating how potential flaws in the
implementation of a pattern affects other patterns, or maintaining a secu-
rity pattern system. This proof of concept shows that our theoretical model
makes patterns useful as a security engineering approach. All applications of
security patterns described in the thesis are codified with an ontology and
can be used via a Web interface.
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1. Introduction

“If anything can go wrong, it
will.”

Murphy’s Law

“Murphy’s law is wrong.”

Bob Colwell

1.1 Motivation

Since the breakthrough of the Internet as virtual backbone for electronic
commerce and similar applications, security is recognized as an elementary
requirement. Before we step into this book we briefly want to discuss what
security in the context of a more and more networked world means and why
anyone, not only from the academic world, but also from industries, should
pay attention to it.

Commonly used definitions of security can be found in dictionaries. For
example the Oxford Advanced Learner’s Dictionary defines security as “free-
dom or protection from danger or worry”. A look-up in WordNet, a database
that allows the user to explore a dictionary on the basis of semantics revealed
that security is “the state of being free from danger or injury”. Although these
are rather general definitions, they cover two important aspects of security
that can be adapted to the world of computers:

1. Danger. Security is a condition of safety from threats and any threat-
ening event can lead to worry. Neglecting natural threats to computers
such as earthquakes or fire, usually accidental and intentional threats to
information systems are distinguished. The former means that for exam-
ple a legitimate user accidently deleted a file. The latter means deliberate
actions intended to misuse a computer. Typically such actions are called
attacks. Note that if you don’t know what threats could be posed against
your systems, you perceive false security: not knowing a threat doesn’t
mean that there is no threat.
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2 1. Introduction

2. Protection. Security is achieved by a set of safeguards and countermea-
sures applied to maintain the condition of being safe from threats. Here
we can basically distinguish between actions that prevent, detect or react
to threatening events. The overall question is what happens if a specific
measure to protect a system will be omitted? In that case you implicitly
express that a threat will not lead to worry, i.e. you are going to accept
such a risk.

Using these definitions would mean if we have countermeasures against
each threat, we would achieve security. The exponential growth of the number
of incident shows, however, that we still need quite some time and effort to
reach sufficient security levels in the digital world (see figure 1.1 which shows
the number of incidents reported to the international CERT/CC [38]).

Figure 1.1. CERT/CC statistics: number of incidents reported.

We briefly examine some reasons for this menacing situation in the fol-
lowing. We do this by a comparison of the “traditional” (technical) world and
the new digital realm. In the traditional world the threats are well-known,
typically we know the likelihood how often they occur, we apply counter-
measures and can accept the remaining risk accordingly. For uncertain cases
there are insurances which cover the loss in case of a damage. As technicians,
engineers and users can rely on hundreds of years of experience, we can rely
on traditional technologies. Nevertheless, errors and accidents always occur.
In fact such situations are a chance for improvement. Ideally, “traditional”
engineers go through a certain learning process: making errors, learning from
them, improve the technology and using the better version. In the digital
world such a learning process has not yet been established in a sufficient way,
especially when we consider the security of today’s IT landscape. We discuss
this by a brief analysis of two typical examples:



1.1 Motivation 3

Point-to-Point Tunneling Protocol. The Point-to-Point Tunneling Protocol
(PPTP) as specified in RFC 2637 is considered to be secure. During the
implementation for the Windows NT platform some basic mistakes were made
though [192]. The establishment of an encrypted link requires a shared secret
between both Virtual Private Networks (VPN) endpoints. Unfortunately, the
chosen shared secret was based on the Windows password scheme which is
known to be breakable and insecure. Even worse, this secret was the basis
for both authentication and encryption of the tunnel. As a consequence, the
overall implementation of PPTP was insecure and the endpoints could be
attacked as well.

Melissa Macro Virus & Co. In March 1999, the Melissa macro virus within
a Microsoft Word document having been distributed via the email program
Microsoft Outlook, caused severe damage (about 80 million dollars). The
reason was that Microsoft Word was able to (mis)use the e-mail interface of
Microsoft Outlook. In March 2000, the Love Letter virus caused a damage
of 10 billion dollars. This virus used almost the same methods as the first
one, i.e. the e-mail functions of Microsoft Outlook could be used to spread
all around the world.

Both scenarios have one thing in common: the reason for the vulnera-
bility can be traced back to well-known problems. One should have known
that a user-selected password is not a good starting point for a VPN system.
Furthermore such a “secret” must not be shared for both authentication
and encryption. As this key was initially transmitted in plain-text, the over-
all implementation was doomed to failure from the very beginning. On the
other hand we had the Melissa incident and should have learned. We haven’t.
Although the newer attacks were more sophisticated in so far as they social-
engineered the user (hiding a malicious script as a apparently harmless text
file) we could observe several viruses and worms which exploited similar prin-
ciples of attack since then.

Often, security mechanisms are not installed or turned off because they
are too expensive or affect efficiency. Thus, it might be sometimes reasonable
to have “insecure” systems. However, this obviously doesn’t hold for the
above examples. We conclude that there is obviously no mechanism or process
established which enables us to learn from errors which are made over and
over again (in fact there are many more examples as discussed before). Thus,
we understand this book as a step toward such a learning process. We show
a way how to capture such knowledge and make it available to both security
professionals and novices.
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1.2 Problem Statement

As the core of the problem we see two aspects. First, security is less a technical
but human problem. Second, security is often considered as an afterthought.
We will sketch out these statements in the following.

One of the quotes at the beginning says that Murphy’s law is wrong.
Related to the digital world this means that security breaches are not nec-
essarily random accidents. Both professionals and novices are in a situation
where errors will inevitably occur (as in the traditional world): the IT world
is complex, dynamic, intransparent. In such scenarios it is difficult to con-
sider all side-effects and time-dependencies appropriately. Although solutions
for well-known problems should be available, many approaches for security
improvement seem to be alien concepts to many software practitioners and
users: they are not applied in a satisfying way - if at all.

The other part of the problem is that security is not well integrated in
regular engineering and work processes. Unfortunately, security becomes of-
ten important after an incident, i.e. when it is basically too late. However,
security should be considered at the early stages of the life-cycle of any dis-
tributed software application or system. Especially during the design of a
system it is important to avoid conceptual errors as it is very difficult (and
expensive) to fix such problems in a system that has been developed without
security in mind.

As a consequence a solution to these problems should strive for an appro-
priate consideration of the human factor as well as for a better integration of
“security engineering” with other (software) engineering domains.

Capturing expert-knowledge and providing proven solutions for recur-
ring problems is the basic idea of software (design) patterns. The pattern
paradigm is an established concept in the software community and a fre-
quently used tool in software engineering. Our approach is to apply patterns
to security problems as described before. Patterns are an approach to bring
expert knowledge to novices making security concepts and techniques less
alien. As such they address the human factor. Patterns dedicated to secu-
rity could also contribute to a better integration of security into the overall
life-cycle of a system.

1.3 Solution

In this book we develop an approach for improving security which builds
up on an intuitively comprehensive and understandable notion of security.
Hereby, the focus is more on prevention rather than the “repair-service” ap-
proach we can observe today. The key idea is to apply the the idea of (design)
patterns which are an established software development technique in order
to improve security. This is illustrated in the following.
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Toward Security Engineering with Patterns. In fact, patterns are loosely
structured documents which capture the knowledge of domain experts. Thus,
they should help to improve the skills of novices which use them. Nevertheless,
patterns are useful for both parties: professionals can apply our pattern-based
approach for reference purposes and for naming and handling problems more
efficiently. As patterns show relations to other patterns, a hierarchy is built
which guarantees a sense of complete coverage of the problem space if certain
boundary conditions hold. Thus, novices can solve problems in a structured
way, without missing side-effects and being sure that no piece of available
expert knowledge has been missed. Achieving this we have to examine how
we can improve security with patterns efficiently. This means to make the
added values of security patterns as discussed above available. In particu-
lar, we want to achieve a sufficient level of assurance that patterns in fact
contribute to an increased security level. Thereby, we have to consider the
following questions:

– What are the distinguishing properties of security patterns?
– How can we make use of these properties?
– How can a user benefit from a security approach based on patterns?
– What level of security can be achieved with patterns?

Furthermore, there is a requirement that must be met: the patterns should
remain prose and therefore not be touched as a written document. On the
one hand it would be too difficult to rewrite and adapt all patterns according
to our approach. On the other hand we observed that the community would
not accept a strict template for patterns as this would unnecessarily limit
the freedom of pattern authors. Thus, our solution is based on a compro-
mise: we map and assign a syntactical and semantical structure to the actual
pattern documents. We will show that this is sufficient to overcome the draw-
backs of using today’s security patterns and to keep the patterns as they are.
Namely, there are no sophisticated search and retrieval capabilities for such
documents. As a consequence the benefits of security patterns as outlined
above cannot be used efficiently. The core contributions of our pattern-based
security improvement approach are introduced in the following.

Understanding Security Patterns. We provide key definitions of what security
patterns are. Hereby, we discuss their origin, how they evolved, introduce the
core elements of security patterns and show how they can be found and
documented. We also provide some examples to illustrate the idea of security
patterns. That way, we describe the semantics of security patterns.

Making Security Knowledge accessible. A central part of this book is our
theoretical model for security patterns which defines the core concepts and
relations of security patterns. This syntactical model helps to clarify the prop-
erties of security patterns. In particular, the approach of achieving security
with patterns can be derived from this. As patterns are distributed all over
the world, it is necessary to make them available to users. We can use our



6 1. Introduction

model to assign meta-information to these documents (i.e. we don’t need to
modify the documents themselves) and can make their properties usable.

Representing and Processing Security Patterns. The bridge between human-
readable and computer-processable knowledge is realized with a security core
ontology which contains practicable and intuitively understandable defini-
tions of key security concepts and relations between them.

Security Engineering with Patterns. Accordingly, we can realize a “security
pattern search engine” that offers improved search and retrieval capabilities
for security patterns. As proof of concept we show several new applications
of security patterns.

This book follows the pattern paradigm itself as it shows that we don’t
always need a completely new approach for solving security problems in a
convenient way. Instead, it is a worthwhile endeavor to combine, extend and
apply proven techniques in a new way.

1.4 Unaddressed Related Issues

Security is related to the more general domain of dependability [144]. Depend-
ability is a quality that describes the trustworthiness of a system. Thereby,
security is considered as a sub-characteristic at the same level as availability,
reliability and safety. Hereby, availability addresses dependability regarding
the readiness for usage, reliability covers dependability with respect to the
continuity of a service, and safety is about dependability with respect to the
avoidance of catastrophic events. As such there is a natural relation to these
domains and there are sometimes fuzzy boundaries [95]: on the one hand
safety can require security when authorized access can result in an accident
that affects human lives or the environment. On the other hand, security is a
part of safety when unauthorized access is perceived as an accident. There are
several contributions which deal with security in such an integrated context
(see for example [40, 160]). However, a closer consideration of this related
areas is out of scope of this book.

Furthermore, we exclude errors which occur during codifying a piece of
software. Often, this leads to buffer overflows which are a known phenomenon
since the Morris Worm incident. There are several known solutions to this
problem (e.g. using additional libraries [13] or source code scanners [232]).
The focus of this book is, however, on problems at the architectural and
design level.

Besides, we don’t provide a proposal for a general, integrated process
where security is considered at all life-cycle phases. However, our pattern-
based approach would support such a process as security patterns integrate
security and system/software engineering.
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1.5 Structural Overview

The organization of this book is outlined in the following. Beside the sequen-
tial order of the chapters some dependencies between the individual chapters
are indicated as dashed arrows in Figure 1.2. Logically, the document consists
of three parts which follow the structure of a pattern: we have a context which
explains the background, a problem statement and a part which contains the
solution.

4

5

6

2

3

1

7

8

9

10

Part I

Part II Part III

Figure 1.2. Dependencies between chapters.

Part I: Context. The first part of the book provides some background infor-
mation regarding patterns and ontologies as both paradigms play an impor-
tant role for the solution provided in this book. If the reader is familiar with
patterns or ontologies, the Chapter 2 and 3 can be skipped.

– Chapter 2: We give an introduction to patterns in software development.
First, we briefly discuss how patterns evolved from the domain of urban
planning to the world of software. Then we introduce the basic concepts
of patterns and describe different kinds of pattern collections. This is im-
portant as patterns are usually related to other patterns. After that we
describe some approaches for classifying patterns which is required as soon
as a certain number of patterns is available. Furthermore, we outline impor-
tant elements of the community process for writing patterns. In addition
we refer to concepts of cognitive psychology in order to show how patterns
can be used solving problems.

– Chapter 3: Ontologies as used in computer science can be applied to for-
malize knowledge domains. We show how such an ontology could basically
fit into an overall security knowledge process. Then we introduce the core
idea of representing knowledge with ontologies. After that we look at the
development of ontologies. This includes typical criteria which should be
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met during ontology design, several methodologies for the development,
and a set of representative representation languages. Finally, we discuss
certain tools for such a “knowledge engineering”.

Part II: Problem. In the second part we examine the problem statement
introduced before in more detail.

– Chapter 4: We discuss why security is not only a technical but a human
problem. We do this by examining two new application types where basi-
cally known errors are repeated in a new domain: we discuss IP Telephony
and Instant Messaging. Afterwards, we refer to some general psychological
insights which can be transferred to the computing area and explain why
security fails today.

– Chapter 5: Assuming that “security engineering” is not integrated very
well with other engineering domains we compare selected approaches for
security improvement. We introduce a simple framework for classifying
such “security improvement artifacts”. Finally, we can show that a pattern-
based approach could generally be applied as a security tool. Based on our
framework we can identify the limitations on this matter. Together with
the results of the previous Chapter this draws up the requirements for the
solution presented in Part III.

– Chapter 6: We also discuss a security core ontology that is on the one hand
useful to clarify the security terminology we use throughout this document.
On the other hand we can use such an ontology in order to formalize secu-
rity patterns later. The ontology is the result of a collaborative approach to
ontology design, i.e. we worked together with a couple of experts in order
to improve the definitions iteratively.

Part III: Solution. In part three we present the solution for the problems
identified in the chapters before.

– Chapter 7: Then we introduce the foundations of security patterns, i.e. what
are the distinguishing aspects considering the “traditional” patterns. We
describe how security patterns evolved, introduce a template for security
patterns, discuss security-related forces and how we are going to organize
these patterns. The other part of this Chapter deals with mining security
patterns from security information providers as well as security standards.

– Chapter 8: The central element of this book is our theoretical model for
security patterns which is needed in order to make the added values of
security patterns available to its users. We introduce our formalization ap-
proach, provide formal definitions of the core elements of security patterns
and relations between them. Based on that we can draw up the local cri-
teria “coverage” which says whether a set of security patterns contains
countermeasures for all occurring threats and attacks. Then we can prove
that such a security pattern system is secure according to our definition.
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– Chapter 9: Our theoretical model is also a prerequisite for the implementa-
tion of a security patterns search engine which should deliver deterministic
results. As a proof-of-concept we discuss certain experiments we conducted
with this prototype. Our results show that security patterns are in fact a
suitable tool for security improvement.

Chapter 10 summarizes and concludes this book. If available, the related
work is discussed separately in each chapter. The appendices contain addi-
tional background material. In particular, Appendix A presents selected in-
formation sources which have been observed while looking for case studies for
Chapter 4. Furthermore, some more examples are outlined. We also present
selected security patterns together with the corresponding meta-information
in Appendix B. Regarding the design of the core security ontology in Chapter
6, we provide the identified competence questions, the results of the two im-
provement iterations and selected examples of the ontology, rules and queries
in Appendix C. The latter should be seen as a complement for the exam-
ples provided in Chapter 9. In Appendix D we provide a brief introduction
into F-Logic as representation language of the knowledge base and queries
which are discussed by examples in Chapter 9. Finally, Appendix E outlines
occasions where the author could gather and apply his security expertise.
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I think you have to deal with the
confused situation that we’re
faced by seizing on the glimpses
and particles of life, seizing on
them and holding them and
trying to make a pattern of
them. In other words trying to
put a world back together again
out of its fragmentary moments.

Archibald MacLeish

2.1 Introduction

Patterns are a literary form of a problem-solving discipline that has its roots
in a design movement of the same name in contemporary architecture, literate
programming, and basically the documentation of best practices and lessons
learned. Formally codifying these solutions and their relationships success-
fully captures the body of knowledge which defines our understanding of best
practices that meet the needs of users in a particular problem domain. The
primary focus is not so much on technology but rather on creating a culture
to document and support sound engineering and design.

Today the pattern approach is applied to different problem domains such
as Human Computer Interaction (HCI) or Teaching and Learning. In the
following we provide a general introduction of basic concepts and terms of
patterns. More detailled essays on patterns were, for instance, written by
Appleton and Lea [12, 146].

The outline of this chapter is as follows: in the next section we outline the
rather young history of software-related patterns. Afterwards, we introduce
basic software pattern concepts in Section 2.3. As patterns typically show
interactions with other patterns, we discuss different kinds of pattern collec-
tions in Section 2.4. It is also important to introduce a classification schema
when the number of patterns increases. Major classification approaches are
discussed in Section 2.5. Then we introduce the community’s way of writing
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12 2. Patterns in Software Development

patterns in Section 2.6. As patterns provide solutions to problems we briefly
discuss them in the general context of problem solving that is a discipline
from the field of psychology in Section 2.7. Finally, we summarize the results
of this Section.

2.2 Pattern History

In the following a brief overview of the history of patterns is given. This
outline is based on relevant pattern resources such as [35], [54] and [93].

The original idea of patterns was laid down by the architect Christopher
Alexander. The key concepts are laid down in his classical books “The Time-
less Way of Building” [5] and “A Pattern Language” [6]. In the context of
urban planning and building architecture Alexander and his team identified
more than 250 patterns that “are ordered, beginning with the very largest,
for regions and towns, then working down through neighborhoods, clusters of
buildings, buildings rooms and alcoves, ending finally with details of construc-
tion.” Furthermore, they identified the context-problem-solution structure of
patterns, known as the Alexandrian form.

Ward Cunningham and Kent Beck were the first ones that applied the
pattern approach to software development. In 1987, they decided to exper-
iment with a couple of their patterns for the design of user interfaces with
Smalltalk during a consulting job. Eventually, staff members of their cus-
tomers could finish a problematical design with this small collection of pat-
terns. As novices they were suddenly enabled to take advantage of Smalltalk’s
strengths and to avoid common pitfalls. Encouraged by the results of the ex-
periment they presented their work at the ACM Conference OOPSLA [15].
Since then, both of them continued their work and “have written many more
patterns” [35].

Shortly after, James O. Coplien published ,,Advanced C++ Programming
Styles and Idioms” [49]. Although the term pattern is not used and the C++
concepts are not written in pattern style, this book contains many valuable
C++ best practices at a low layer of abstraction. At the same time Peter
Coad had a look at patterns and wrote about them in a 1991 issue of his
newsletter and in an article in the Communications of the ACM in 1992 [48].

In 1991 and 1992 Bruce Anderson arranged a workshop at OOPSLA where
many key figures of the pattern community met together. At this time Erich
Gamma, Richard Helm, Ralph Johnson, and John Vlissides, the Gang of Four
(GoF) , worked on another compilation of patterns that was being discussed
by the growing pattern community.

The Hillside Group being the leading organization of the pattern commu-
nity started in August 1993 after a mountain retreat in Colorado which was
sponsored by Kent Beck and Grady Booch. Erich Gamma’s work was picked
up as a basis for the future of patterns in the field of software engineering.
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Another workshop, this time explicitly dedicated to patterns, was held at
OOPSLA’93 and then in April 1994, the Hillside Group met again to plan
the first conference on Pattern Languages of Programs (PLoP) . The same
year, nearly 80 people came to Monticello, Illinois, to translate these plans
into action. The first PLoP proceedings were published in May 1995 [50].

The GoF finished the work on their patterns and published the text-
book “Design Patterns - Elements of reusable Object-Oriented Software” [93]
which can thoroughly be called the definitive break-through of the pattern
idea. Another cornerstone is the book “Pattern Oriented Software Architec-
ture - A System of Patterns” (known as the POSA book ) written by leading
practitioners in software development.

Beside, the “traditional” PLoP a couple of other pattern-related confer-
ences were established such as EuroPLoP which took place for the first time in
1996. Similarly to PLoP, such conferences offer a series of writer’s workshops
where authors can improve their patterns. Additionally, there are discussion
groups as well as working groups to dedicated pattern topics. Other pinpoints
are dedicated pattern issues such as how to write patterns and pattern lan-
guages in general.

The increasing number of pattern conferences emerging all around the
world indicates that the pattern community grows steadily. In 2001 Hillside
Europe was founded “to promote patterns and pattern-related activities in
Europe.” Certainly this doesn’t mark stagnancy but a constant progress of
the success story of software patterns.

2.3 Basic Pattern Concepts

Patterns are structured documents that capture proven solutions for recurring
problems. The basic idea is to write down best practices and lessons learned
from a given problem domain in a systematic way. Christopher Alexander
provided the first definition of a pattern and its structure [5, 6]:

“Each pattern describes a problem which occurs over and over again
in our environment, and then describes the core of the solution to
that problem . . . ”

“Each pattern is a three-part rule, which expresses a relation between
a certain context, a problem, and a solution.”

These definitions do already contain the core concepts of the pattern idea.
In order to achieve convenience and clarity, Alexander stated that each pat-
tern should have the same structure. This allows a better comprehension,
comparison and usage of patterns. According to [153] Name, Context, Prob-
lem, Forces, and Solution are the mandatory elements of a pattern.
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Name. Each pattern has a name. The assignment between name and the pat-
tern are determined according to the conventions of the pattern community.
Thereby we can say that a pattern becomes a part of the vocabulary of the
pattern community. It is important that the name of a pattern is easy to
remember and refer to. A good name should be evocative and give an image
what the pattern might be about.

Context. The context is a description of the environment before the pattern
is applied. It outlines the preconditions under which the problem and its
solution appear. Thus the context shows when and where the pattern will
work. Furthermore, the importance of the forces is determined by the context.
Often the context is introduced with the help of a scenario.

Problem. Within the given context a non-trivial and recurring problem oc-
curs. “Non-trivial” means that only experts know how to solve the problem.
“Recurring” means that it is a typical problem in the given context. The prob-
lem statement describes the goals and objectives a pattern wants to reach
and what is currently not working. The description of the specific problem
that needs to be solved should be kept separate from the constraints on the
solution.

Forces. The forces define the kinds of trade-offs that must be considered
in the presence of the tension or dissonance they create (e.g. usability vs.
security). It should be described how they interact and conflict with one
another and the goals that should be achieved.

Solution. This section describes a proven solution of the problem. This means
that experts usually solve the problem this way. There has to be consensus
between experts and the pattern’s author that the solution is really a proven
solution. It should have successfully worked at least once and a good solution
should address the highest priority forces.

The description of the pattern’s solution may indicate guidelines to keep in
mind as well as pitfalls to avoid when attempting a concrete implementation
of the solution. Sometimes possible variants or specializations of the solution
are also described.

Typically a problem can have more than one solution, but the most appro-
priate solution is uniquely determined by the context in which the problem
occurs. As put by Harrison “a single pattern should contain one problem, one
context, and one solution” [106].

Related Patterns. Usually, patterns don’t exist in isolation, i.e. there are re-
lationships to other patterns. For example, there are other solutions to the
same problem in a different context, more general or more specific variations
of the pattern, and patterns that solve some problems that arise after the
application of the pattern (i.e. in the resulting context). Such relationships
provide linkage to subsequent patterns of a collection of patterns.



2.4 Collections of Patterns 15

Other elements may be included, if they make the pattern easier to under-
stand or provide better linkage between the pattern in question and related
patterns. Typical examples for these optional pattern elements are described
in the remainder of this section.

Examples. Concrete examples illustrate the application of the pattern. Visual
examples and analogies can be very illuminating, easy-to-understand exam-
ples from well-known environments should be preferred. Some authors prefer
to use running examples throughout a set of related patterns.

Resulting Context. When the pattern has been applied, the initial environ-
ment has changed. The resulting context describes the consequences, postcon-
ditions and side-effects of applying the pattern. It can include new problems
to solve which provides linkage to subsequent patterns. This can be called
the resolution of forces as it describes which forces have been resolved, which
ones remain unresolved, and which patterns may now be applicable.

Rationale. The rationale is the justification of the way how and why a pattern
solves the problem. The solution component of a pattern may describe the
outwardly visible structure and behavior of the pattern but the rationale is
what provides insight into the deep structures and key mechanisms that are
going on beneath the surface of the system.

Known Uses. Describes known occurrences of the pattern and its application
within existing systems. This helps validating a pattern by verifying that it is
indeed a proven solution to a recurring problem. Known uses of the pattern
can often serve as instructional examples.

Depending on the pattern template different pattern elements are used.
Sometimes different names are used for the elements (e.g. motivation instead
of context). The basic pattern structure and the mandatory elements can and
should, however, be found in all known pattern templates.

2.4 Collections of Patterns

As we already mentioned patterns typically don’t exist in isolation. Depend-
ing on the relationships between patterns different concepts for collections
of patterns are distinguished. Buschmann et al. identified pattern catalogs,
pattern systems as well as pattern languages [35]. In the following we briefly
show a kind of evolution from pattern catalogs over pattern systems to pat-
tern languages.

Pattern Catalogs. When you start to merge several individual patterns into
a bigger collection of patterns, a big challenge will be to find out the rela-
tionships between the patterns. It should already be possible to classify the
patterns according to certain categories of patterns. Furthermore, you can
expect that patterns from different authors use different pattern templates,
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i.e. you have no uniform structure within the pattern collection. As a con-
sequence, a pattern catalog offers only a minimum amount of structure and
organization. If any, it shows only outwardly visible structures and relation-
ships. Thus such a pattern catalog is a more loosely coupled set of patterns.

Pattern Systems. Over time a pattern system evolves from a pattern catalog.
A pattern system precisely describes the relationships and shows the inter-
actions between individual patterns. Related patterns are subdivided into
groups at multiple levels of granularity. These patterns work together to ad-
dress more complex problems in a given domain. In contrast to a pattern
catalog, there have been efforts to achieve a consistent and uniform structure
of the patterns. This increases readability and comparability. Nevertheless
the area covered by a pattern system may still be broad, i.e. there is not the
one big challenge the patterns address. Although pattern systems contain a
sufficient amount of patterns to work with, several gaps may be unfilled in the
problem space. A pattern system is a more interwoven and tightly coupled
set of patterns than a pattern catalog.

Within this document we also prefer the notion of a pattern system: on
the one hand we have security as the overall concern but on the other hand
current collections of security patterns are far from being complete. We adopt
the POSA definition of a pattern system:

Definition 1 (Pattern System). A pattern system for software architec-
ture is a collection of patterns for software architecture, together with guide-
lines for their implementation, combination and practical use in software
development.

Pattern Languages. Pattern languages are the last stage of the evolution
process. They provide some sense of closure, i.e. all patterns and the relations
between them should be contained. However, it will remain difficult to prove
such a computational completeness (this is why some people prefer to speak
of pattern systems). A pattern language contains tightly interwoven patterns
and forms a “super pattern”. This means that all patterns share a common
pre-defined goal and each of them contributes at some level to provide a
solution for an overall problem. Thus pattern languages are more robust and
comprehensive than pattern systems.

2.5 Pattern Classification Approaches

The more patterns are contained in a collection of patterns the more impor-
tant is an organization scheme for them. Only with a convenient approach
the pattern collection remains being useful, i.e. as a user you are able to find
the appropriate pattern for the given problem. In the following, we briefly
introduce prominent classification approaches for patterns.
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GoF Approach. The Gang of Four classify design patterns by two criteria:
purpose and scope [93].

– The criterion purpose describes what a pattern actually does. The following
purposes are distinguished: creational patterns are related to the creation
of objects, structural patterns are about the composition of classes and
objects, and behavioral patterns describe the way how classes and objects
collaborate and allocate responsibilty.

– The criterion scope defines whether a pattern is basically related to classes
or to objects. Patterns based on classes deal with rather static aspects
of classes and class relationships (e.g. inheritance). Object-based patterns
address more dynamic relationships between objects that are determined
during runtime. The authors state that most patterns are object-based.

The authors are also aware of the fact that there is more than one way to
classify patterns. For example, they suggest to categorize them by the kinds
of relationships they have with other patterns. Furhermore, they welcome
different views on patterns as this helps understanding, comparing and using
them.
POSA Approach. Buschmann et al. defined a set of properties a classification
schema should have [35]. The overall premise is to keep such a schema simple
being therefore easy to learn and to use. Following this, the schema should be
restricted to “only a few classification criteria” and each of them should be
related to “natural properties” of the patterns. Meeting these requirements,
the POSA classification scheme consists of two criteria:

– Pattern Categories
The patterns are subdivided according to general successive software de-
velopment activities: definition of the architecture followed by the design
followed by the implementation.
– Architectural patterns belong to a high level of the software development

process. These patterns are about the “fundamental structural organi-
zation schema for software systems.” Subsystems, their tasks and their
relationships among each other are decribed.

– Design patterns are at a medium level and refine the subsystems or com-
ponents of a software system as well as the relationships between them.
They have no effect on the architecture but they are still independent
from specific programming languages.

– Idioms are patterns at the lowest level, i.e. they deal with problems
during codifying of a solution. Building on the features of a given pro-
gramming language idioms contain best practices for the implementation
of a design.

These pattern categories are widely adpoted in the pattern community.
However, the POSA authors stress that these guidelines “are not an im-
mutable rule” as exceptions can occur (i.e. a pattern can also be used in
different categories).
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– Problem Categories
The other criteria are “problem categories that correspond directly to con-
crete design situations.” Each problem category is derived from specific
problems of related patterns. Examples are Access Control, Communica-
tion, and Resource Handling.

The POSA classification scheme is extensible as new categories can be
added if a pattern doesn’t fit into an existing one. The authors proved that
by integrating the GoF patterns. Compared to the GoF approach, they think
that especially problem categories are more helpful looking up a pattern.

The Scalability Model. Mowbray et al. introduced the scalability model for
categorizing patterns [32, 158]. They say that “a sense of scale is missing from
most design patterns.” Thus they present a scalability model that consists of
several levels of software architecture that are directly related to the scope
of the software:

– The largest scale is at the global level that deals with software that oper-
ates across the boundaries of several enterprises. As these boundaries are
difficult to define, standards and policies play an important role at this
level.

– The enterprise level contains patterns that can be found in a single organ-
isation. They address multiple systems and (typically distributed) applica-
tions. At this level the enterprise has control over its policies and resources
and makes decisions for the further development of the organization.

– Typically several integrated applications can be found at the system level.
Whereas the applications deal with functionality, the systems provide an
execution environment, interoperation facilities for applications and re-
source management procedures.

– The application level comprises several frameworks, microarchitectures and
objects. At this level the design patterns for an application can be found.
The requirements of the user have to be met by the application.

Mowbray et al. also identified primal forces that are most important for
each scale. For example, the management of functionality and performance
are seen as the most important forces at the application level.

Categorization of Pattern Relations. Several people picked up the idea to
classify patterns by their relations. Building on Zimmer’s work Noble an-
alyzed the pattern literature and identified a set of three primary pattern
relations [246, 165]. Noble distinguihes primary and secondary patterns re-
lations. Whereas secondary relations can be expressed in terms of primary
relations, the latter cannot be decomposed any further. The primary relations
are uses, refines, and conflicts :

– Almost every set of patterns contains the uses relationship that means
that a pattern X uses a pattern Y and that pattern Y helps pattern X to
accomplish something.
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– If pattern X refines pattern Y, this means that X is “a specialisation of a
more general, more simple, or more abstract pattern.” It has similar but
more special solution and problem sections, as well as the same (or more)
forces.

– A pattern X conflicts with pattern Y, if both of them “provide mutually
exclusive solutions to simlar problems.” Often this kind of relationship is
not expressed explicitly.

Drawing an analogy to the object-oriented paradigm the uses relationship
is equivalent to composition, whereas the refines relationship is equivalent to
inheritance. The secondary relationships are used less frequently and can be
derived from the primary relationships. Some of them are just inverse primary
relationships (e.g. used by or refined by), whereas others are more elaborated
(e.g. variant uses, similarity, combination, etc.).

The Layer Approach. Fernandez was the first to discuss a classification ap-
proach specificly for security. He proposed to decompose collections of pat-
terns according to the Layers pattern described in the POSA book [85, 84, 35].
Such a layer approach helps to “put things in perspective and to emphasize
the encompassing nature of security [85].”

Patterns at the highest level (the meta level) address application classes.
They are followed by the application layer that contains the corresponding
objects. Below is the system layer that provides an execution environment.
For example it includes databases and operating systems. Within the dis-
tribution layer processes and objects are assigned to different nodes. At the
lowest layer the hardware configuration is addressed, e.g. each node provides
one or more CPUs that are interconnected by some kind of (network) pro-
tocols. This way high-level security statements can be transformed to lower
layers until the “technical” layers are reached that enforce security.

Pedagocial Patterns. Voelter proposed other interesting properties of pedago-
cial patterns [234]. We think, however, that they can be applied to any kind
of patterns. The time property describes when a pattern should be applied
(e.g. during development, deployment, operation, etc.). The aspect property
describes “which aspect of the overall problem space does the pattern ad-
dress”. This is equivalent to the concept of problem categories used in the
POSA book. The scope defines the level of applicability of a pattern, e.g. it
can be applied in general, only in academic environments, or in specific do-
mains. Finally, it can be defined to which domain a pattern applies. Voelter
notes explicitly that multiple values are possible for some categories.

2.6 Writing Patterns

As patterns are best practices, they are not something new. Patterns are
found, not invented. On the contrary they are discovered looking at solutions
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that worked well in the past. Or as put by Alexander: “in order to discover
patterns which are alive we must always start with observation” [5]. In this
section, we address how to find (or mine) patterns, community processes for
assuring the quality of patterns and what should be considered when new
patterns are integrated into an existing collection of patterns.

2.6.1 Pattern Mining Approaches

Kerth and Cunningham identified several basic approaches of pattern mining
[132]. The following list might not be a complete list of all approaches and it
is possible to apply combinations of them to achieve useful results.

Introspective Approach. People analyze systems that they had already built.
They try to identify solutions that worked well. By nature, this approach
leads to patterns that are limited to individual experiences. Therefore, the
author has to take care that other experts also agree that the author’s insights
are indeed patterns, i.e. they apply the same solutions to a given problem,
too.

Artifactual Approach. The pattern’s author examines software artifacts. He
was not involved in the design and development of a system. The author
investigates systems that had been made by different people trying to solve a
similar problem. He tries to find the commonalities and to write them down
in a more abstract, unified form. Chances are high that this will result in a
pattern but as neither the author isn’t necessarily the expert nor had the ex-
perts the opportunity to look at the resulting pattern, additional refinements
of the pattern might be necessary.

Sociological Approach. This approach involves several experts in the problem
domain. Different people that built similar systems are asked how they solved
particular problems and why this was a good solution. Through interviews
the problems in the system and the interactions between developers can be
determined. It is possible to get direct feedback on the pattern from the
experts themselves. That way, a sound pattern can be expected as a result.

2.6.2 Quality Assurance by Community Processes

It is the major claim of patterns to write up real solutions for recurring
problems. However, this can only be guaranteed, if the patterns are published
and somehow reviewed by a community of experts. As seen before different
pattern mining approaches lead to different levels of “quality” or maturity of
the resulting patterns. In the following, we will first discuss what the qualities
of a pattern are. After that, we will have a look at processes developed by the
pattern community in order to systematically improve both style and content
of patterns: shepherding and writer’s workshops. Beside looking at pattern
literature, the description of both processes is based on personal experiences
of the author participating at various conferences of the PLoP series.
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Qualities of Patterns. Lea compiled a set of qualities that patterns should
have [146]. If a document written in pattern form exhibits these features, it
can really be called a pattern.

– Every pattern is an encapsulation of a problem and a solution. The bound-
aries of a pattern are clear and patterns are to a certain degree self-
contained, i.e. the steps of the solution are sound and really do solve the
problem.

– A pattern should also be generative, i.e. it should help to construct the
solution. The application of a pattern changes the initial context and settles
the scene for the application of further patterns.

– The application of a pattern leads to equilibrium, as the forces are resolved
or existing conflicts are at least minimized. There is also evidence that the
steps of the solution are “true” and lead to equilibrium (e.g. by convincing
examples, empirical data, analysis of failed solutions, etc.).

– A pattern is an abstraction of particular “nuggets” of expert knowledge.
This is reflected in a rating that can be assigned to a pattern for example in
[6]: no asterisk means that there are certain ways of solving the problem, i.e.
the solution is more an example and the true invariant of the pattern has
not yet been found. One asterisk means that the author believes having
made some progress toward finding an invariant pattern. Patterns rated
with two asterisks are believed to describe a true invariant.

– Every pattern should be open to be extended or parameterized by other
patterns. Together they can solve a bigger problem. They should also be
so open that they can be implemented in different ways.

– Each pattern contributes to the overall solution. This requires the com-
posibility of each pattern. This feature is reflected in the (hierarchical)
relationships between patterns.

Although it will be difficult to achieve all of these features during the
first writing attempt, a pattern becomes more and more mature over time
(“piecemeal growth”). This requires, however, processes for the ongoing im-
provement of patterns.

Shepherding. A very important process for the improvement is the shepherd-
ing which means the guidance of an author by an experienced pattern writer.
Harrison described how the quality of a pattern can be improved before the
actual peer review process starts [106].

Although shepherding is itself a review process, there is a rather close
one-to-one relationship between the pattern’s author (the sheep) and an ex-
perienced pattern writer (the shepherd). The overall goal of the shepherding
is to help the author to get his work into a real pattern. Ideally the shepherd
knows the process itself - either as sheep from own pattern contributions or
as shepherd of other authors. Shepherding turned out to be more powerful
than regular review processes of scientific work as both sheep and shepherd
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work together intensively for a longer time and share a common goal: if the
contribution is really a pattern, it must be published.

In the following, we summarize key concepts of shepherding: an important
step is to “establish a productive relationship” between shepherd and sheep.
On the one hand the author should be confident that he can count on the
shepherd’s support. On the other hand the shepherd must take care that he
doesn’t play the author’s role in writing the pattern. Regarding the content
of the pattern, the reader should be able to immediately understand the
core of the pattern, i.e. both problem and solution must be expressed in a
precise way. Accordingly, one works towards a close match between solution
and problem. Furthermore, the solution itself must be convenient for both
experts and novices. If these and further steps are taken into consideration,
the pattern is in good shape and prepared for being reviewed during writer’s
workshops or other review processes.

Writer’s Workshops. A writer’s workshops is a structured peer-review pro-
cess. After shepherding, individual candidates for a contribution to the pat-
tern literature are discussed in a circle of further authors, who are ideally
experts on the respective problem domain. The basic idea is to get as much
suggestions for the improvment of the contribution as possible. Writer’s work-
shops are the focal point at conferences of the PLoP series. However, they
can also be held on other occasions. The participants expect that everyone
has read the contribution of each other. A moderator is steering the workshop
according to the following schema:

1. Exclusion of the author
The pattern’s author doesn’t play an active role during the discussion of
the pattern. After reading a paragraph of his work, he becomes a “fly
on the wall”, i.e. he is not allowed to say anything until he is invited
to join the circle again. The participants start the discussion pretending
the author would not be present. The idea behind this convention is to
let the work of an author speak for itself. The author should not justify
anything but see and hear how his contribution is interpeted by readers.
That way he can learn what parts do and don’t work as intended.

2. Summary
Then the pattern is summarized by two participants. This helps to get a
first hint whether the pattern is written in a comprehensive way and that
context, problem and solution are correctly understood by the reader.

3. Positive aspects
Then the participants talk over the positive aspects of the pattern. On
the one hand this includes the style of the pattern, i.e. pattern template,
page layout, labeling of problem and solution (e.g. by headings or by bold
face), appropriate use of drawings and examples, etc. On the other hand
comments regarding the content of the pattern are equally important.
The discussion is about why the pattern is indeed a proven solution for
a recurring problem. Furthermore the participants have a look on the
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resolution of the forces and whether the relationships to other patterns
are determined appropriately.

4. Suggestions for improvement
Afterwards the participants discuss how the given pattern can be im-
proved. In the same way as before both style and content of the pattern
are taken into consideration. By that time the author directly benefits
from the experience of the participants. For example, they suggest more
scenarios where the pattern has been successfully applied, alternative
names, in order to improve the association between name and solution,
or more precise problem statements in order to make the pattern more
time-invariant.

5. Questions
Finally, the author is invited to join the circle again. Based on notes he
took during the workshop, he is allowed to ask questions for clarification
in case he didn’t understand a particular remark. Again it is important
to note that he should not justify anything but listen to the insights of
the group in order to improve his contribution.

The author summarizes the discussion from his point of view. He has
now enough ideas how to improve his work and he can be sure that the
improved document will really be a pattern and can be made accessible to
the public. The user of a pattern can also be confident that the pattern
doesn’t only reflect experience of the author but of a couple of domain and
pattern experts.

2.6.3 Integration of Patterns

During the Bird’s of Feather session “Merging Pattern Languages“ at Eu-
roPLoP 2001 we discussed questions that arise when single patterns and
collections of patterns are going to be integrated into a bigger system of pat-
terns [235]. As soon as a significant amount of patterns emerge in a particular
domain, it is necessary to merge them in order to make the collection of pat-
terns more useful. A precondition of such a merger is to adopt the patterns
during processes known as refactoring and rewriting:

– Rewriting
For the sake of readability it is desirable to change both form and level of
abstraction of the patterns. This is required as it cannot be expected that
patterns from different authors follow the same style conventions.

– Refactoring
Refactoring goes far beyond rewriting. Refactoring means to change even
the content of the pattern, i.e. to reconsider essential parts such as context
and forces in order to make the pattern fit into the overall collection of
patterns. If one or more patterns are very similar, they can be joined (see
Figure 2.1(a)). If they overlap, it is necessary to change the boundaries
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(b) Changing boundaries of patterns.

Figure 2.1. Refactoring of patterns

of the patterns, i.e. adjust context, problem and forces in order to make
them complementary. It might even be required to introduce a third, more
general pattern that helps to select one of several alternative solutions (i.e.
alternative patterns, see Figure 2.1(b)).

Integrating new patterns into a system of patterns doesn’t necessarily
involve the original authors. However, their work should be acknowledged
and referenced accordingly.

2.7 Problem Solving with Patterns

The genuine purpose of patterns is to provide solutions to problems. Thus
we are going to have a general look at problem solving as part of cognitive
psychology from the viewpoint of patterns. We will show that many concepts
and terms of patterns are directly related to these areas.

In terms of information processing a problem consists of three parts: initial
state, goal state, and a sequence of operations leading from the initial state to
the goal state [162]. The problem space consists of a set of nodes where each
node represents a state of the problem. The links between nodes represent
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the operations that lead from one state to another. In the world of patterns
such states can be described by the context of each pattern. The application
of the pattern is equivalent with carrying out an operation that leads to
another state. In fact the application of a pattern changes the context and
does therefore lead to another state.

Simon also stressed the importance of distinguishing well-structured and
ill-structured problems [217]. Ill-structured problems are characterized by
vague descriptions of initial state, goal state, and the set of operations. In
such cases it could happen that a solution cannot be found at all. For example
an ill-structured problem is “How do I design a house?”. Alexander’s patterns
directly address this particular question. His patterns help to structure this
overall problem space and to select the right operations in order to build
buildings and towns [6]. In general, patterns are a vehicle to specify well-
defined problems and appropriate solutions on different levels of abstraction.

Another important concept of cognitive psychology is the acquisition of
know-how and skills. The improvement of cognitive skills is often illustrated
by the difference between experts and novices [116]. Briefly said, experts can
rely on a large amount of knowledge regarding a particular class of problems.
Such an expertise comprises:

– Sets of rules, schemata, and scripts.
– Heuristic short-cuts in order to determine appropriate solutions.
– Applying both bottom-up and top-down processing.
– Storage of huge amounts of knowledge about facts and actions as well as

a broad perspective.
– The ability to apply common or everyday knowledge to technical or specific

domains.

Novices become experts by continuous training with feedback (e.g. other
experts point out a mistake). It is, however, interesting that experts can
demonstrate their expertise but often cannot explain how exactly they solved
a problem. Patterns are one way to systematically write down such expert
knowledge and to make it available to novices. Applying patterns doesn’t
transform a novice to an expert immediately. However, he can be sure that
he is going to solve a problem the same way an expert would do it. Patterns
help to avoid typical pitfalls and to apply proven solutions. Over time, with
more and more training, he will become an expert, too.

2.8 Summary

Patterns have their origin in architecture. Christopher Alexander introduced
the concept of patterns in order to solve recurring problems during the con-
struction of buildings, towns, etc. Furthermore, he provided practical evi-
dence that the pattern approach actually works. In 1987, the movement of the
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software pattern community slowly started. The breakthrough came with the
publication of the GoF and POSA cornerstones in pattern literature. Since
then, patterns are an established approach for software development and can
be found in almost all software-related areas.

Having discussed the origins of patterns and how they were adopted by
the software community, we introduced the basic concepts of patterns. A
pattern is a named piece of information that describes how a problem that
occurs over and over again in a particular context is usually solved by domain
experts. Furthermore, a pattern resolves high priority forces, i.e. (conflicting)
constraints and goals on the solution. Beside these mandatory elements of a
pattern, optional elements can be used, if they make the pattern easier to
use.

Patterns interact with other patterns, e.g. they require that another pat-
tern has to be applied before. There are pattern collections with different
“levels of maturity”. A pattern catalog is a rather loosely coupled set of pat-
terns with minimum amount of structure and organization. A pattern system
is a more interwoven and tightly coupled set of patterns. However, several
gaps may be unfilled in the problem space. Pattern languages are to some
degree complete, i.e. all relevant patterns and the relationships between them
should be contained. As this is hard to achieve (and to prove) in practice, we
prefer the term “pattern system” within this document.

As soon as a significant amount of patterns is identified, it becomes im-
portant to classify them. Only then it is possible to efficiently find the “right”
pattern. Established classification schemes have been provided by GoF (clas-
sification by purpose and scope) and POSA (classification by pattern and
problem categories). However, other approaches are known and combina-
tions are useful, as it helps to understand and to apply patterns, if you have
different views on them.

After that, we have described important aspects of pattern writing. Pat-
tern mining is the process of identifying proven solutions. Depending on how
the author of the pattern has been involved in the software development,
the quality of the initial pattern draft varies. To assure that a pattern fea-
tures the qualities of a pattern (e.g. encapsulation, equilibrium, abstraction,
openness, etc.), the community has elaborated certain processes for “quality
assurance”. One process is the shepherding that is basically the guidance of
an author by an experienced pattern writer before the pattern draft is re-
viewed by more people. They work together for a longer time in order to get
the pattern published eventually. Other processes are the writer’s workshops
which are structured peer-reviews. Other experts discuss the pattern draft
and help the author to improve it and to make it a real pattern. As new pat-
terns typically relate somehow to already published work, it is also important
to know what to consider when they are integrated into an existing collection
of patterns (i.e. joining equivalent patterns or changing the boundaries, if two
or more patterns overlap).



2.8 Summary 27

Finally, we have shown how patterns relate to problem solving that is
a part of cognitive psychology. In fact, important concepts of problem solv-
ing directly correspond to the pattern approach: patterns help to avoid ill-
structured problems, they capture expertise literally, and they help to make
novices act as experts over time.
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Most of the Web’s content today
is designed for humans to read,
not for computer programs to
manipulate meaningfully.

Tim Berners-Lee et al.

3.1 Introduction

By systematically learning from errors and the experiences of others, we
can continuously improve the overall quality and adapt to the ever changing
circumstances of today’s networks. This way we can also make the right
choices when we face security risks – but much more important – we can
invest our resources saved thereby into prevention and security improvement.
Today, there is no “strong and institutionalized learning mechanism as for
example usual in the flying community” [10]. One reason for this is that
security knowledge is spread among information sources of very different
kinds. Especially for novices it is difficult to find the “right” information to
solve a particular security problem.

A first step towards such a process is therefore to annotate and integrate
such information in order to achieve tool support and to overcome the lim-
itations described before. We consider ontologies as a suitable aid for this
endeavor: the usage of ontologies for codifying such knowledge (i.e. concepts
and relations) and drawing conclusions (i.e. inferencing) helps both to share
and to use security information more efficiently. Adopting this approach they
are a fundamental prerequisite for automating the security knowledge life
cycle.

This chapter is organized as follows: in Section 3.2 we introduce the se-
curity knowledge process in order to show why ontologies contribute to solve
the dilemma described before. With this big picture in mind we introduce the
concept of ontologies in Section 3.3. We describe what ontologies are, why
they should be used and how they are generally used in computer science
today. After that we step into details of the development of ontologies in
Section 3.4. This includes the introduction of design criteria, methodologies,

M. Schumacher: Security Engineering with Patterns, LNCS 2754, pp. 29-44, 2003.
 Springer-Verlag Berlin Heidelberg 2003

Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.
Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.

ALLGEMEIN ----------------------------------------
Dateioptionen:
     Kompatibilität: PDF 1.2
     Für schnelle Web-Anzeige optimieren: Ja
     Piktogramme einbetten: Ja
     Seiten automatisch drehen: Nein
     Seiten von: 1
     Seiten bis: Alle Seiten
     Bund: Links
     Auflösung: [ 600 600 ] dpi
     Papierformat: [ 595 842 ] Punkt

KOMPRIMIERUNG ----------------------------------------
Farbbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 150 dpi
     Downsampling für Bilder über: 225 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Mittel
     Bitanzahl pro Pixel: Wie Original Bit
Graustufenbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 150 dpi
     Downsampling für Bilder über: 225 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Mittel
     Bitanzahl pro Pixel: Wie Original Bit
Schwarzweiß-Bilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 600 dpi
     Downsampling für Bilder über: 900 dpi
     Komprimieren: Ja
     Komprimierungsart: CCITT
     CCITT-Gruppe: 4
     Graustufen glätten: Nein
     Bitanzahl pro Pixel: Wie Original Bit

     Text und Vektorgrafiken komprimieren: Ja

SCHRIFTEN ----------------------------------------
     Alle Schriften einbetten: Ja
     Untergruppen aller eingebetteten Schriften: Nein
     Untergruppen bilden unter: 100 %
     Wenn Einbetten fehlschlägt: Warnen und weiter
Einbetten:
     Immer einbetten: [ ]
     Nie einbetten: [ ]

FARBE(N) ----------------------------------------
Farbmanagement:
     Farbumrechnungsmethode: Alle Farben zu sRGB konvertieren
     Methode: Standard
Arbeitsbereiche:
     Graustufen ICC-Profil: 
     RGB ICC-Profil: sRGB IEC61966-2.1
     CMYK ICC-Profil: U.S. Web Coated (SWOP) v2
Geräteabhängige Daten:
     Einstellungen für Überdrucken beibehalten: Ja
     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja
     Transferfunktionen: Anwenden
     Rastereinstellungen beibehalten: Ja

ERWEITERT ----------------------------------------
Optionen:
     Prolog/Epilog verwenden: Nein
     PostScript-Datei darf Einstellungen überschreiben: Ja
     Level 2 copypage-Semantik beibehalten: Ja
     Portable Job Ticket in PDF-Datei speichern: Nein
     Illustrator-Überdruckmodus: Ja
     Farbverläufe zu weichen Nuancen konvertieren: Nein
     ASCII-Format: Nein
Document Structuring Conventions (DSC):
     DSC-Kommentare verarbeiten: Nein
     DSC-Warnungen protokollieren: Nein
     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Nein
     EPS-Info von DSC beibehalten: Nein
     OPI-Kommentare beibehalten: Nein
     Dokumentinfo von DSC beibehalten: Nein

ANDERE ----------------------------------------
     Distiller-Kern Version: 5000
     ZIP-Komprimierung verwenden: Ja
     Optimierungen deaktivieren: Nein
     Bildspeicher: 524288 Byte
     Farbbilder glätten: Nein
     Graustufenbilder glätten: Nein
     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja
     sRGB ICC-Profil: sRGB IEC61966-2.1

ENDE DES REPORTS ----------------------------------------

IMPRESSED GmbH
Bahrenfelder Chaussee 49
22761 Hamburg, Germany
Tel. +49 40 897189-0
Fax +49 40 897189-71
Email: info@impressed.de
Web: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<
     /ColorSettingsFile ()
     /AntiAliasMonoImages false
     /CannotEmbedFontPolicy /Warning
     /ParseDSCComments false
     /DoThumbnails true
     /CompressPages true
     /CalRGBProfile (sRGB IEC61966-2.1)
     /MaxSubsetPct 100
     /EncodeColorImages true
     /GrayImageFilter /DCTEncode
     /Optimize true
     /ParseDSCCommentsForDocInfo false
     /EmitDSCWarnings false
     /CalGrayProfile ()
     /NeverEmbed [ ]
     /GrayImageDownsampleThreshold 1.5
     /UsePrologue false
     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /AutoFilterColorImages true
     /sRGBProfile (sRGB IEC61966-2.1)
     /ColorImageDepth -1
     /PreserveOverprintSettings true
     /AutoRotatePages /None
     /UCRandBGInfo /Preserve
     /EmbedAllFonts true
     /CompatibilityLevel 1.2
     /StartPage 1
     /AntiAliasColorImages false
     /CreateJobTicket false
     /ConvertImagesToIndexed true
     /ColorImageDownsampleType /Bicubic
     /ColorImageDownsampleThreshold 1.5
     /MonoImageDownsampleType /Bicubic
     /DetectBlends false
     /GrayImageDownsampleType /Bicubic
     /PreserveEPSInfo false
     /GrayACSImageDict << /VSamples [ 2 1 1 2 ] /QFactor 0.76 /Blend 1 /HSamples [ 2 1 1 2 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 2 1 1 2 ] /QFactor 0.76 /Blend 1 /HSamples [ 2 1 1 2 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /sRGB
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 150
     /EndPage -1
     /AutoPositionEPSFiles false
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 1.5
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 600
     /AutoFilterGrayImages true
     /AlwaysEmbed [ ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 150
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 600 600 ]
>> setpagedevice



30 3. Ontologies

representation languages and tools for the development of ontologies. Finally,
we summarize the results of this Chapter in Section 3.5.

3.2 Security Knowledge Process

It seems that in the field of security the same errors are made over and over
again [10]. Therefore, the broader context of our research is to understand
why security solutions fail and to establish a security learning process, i.e.
required security knowledge should be available whenever needed.

This requires monitoring many different kinds of security information
sources. An overview and evaluation of such information sources was con-
ducted by both Hurler and Goerlach [118, 97]. The effort to capture such
knowledge, to process and (re)use it in order to achieve an improvement is,
however, very high. Only approaches offering at least semi-automated sup-
port can help here.

Our approach is to look for basic components required for such a sys-
tematic security improvement process. In the following, we introduce major
building blocks based on the notion of a knowledge feedback loop [3, 203].

Figure 3.1. Security knowledge process.

Import. The first step is to gather security related information from rele-
vant information sources. External sources could be mailing lists, newsgroups,
WWW sites, or more “traditional” knowledge resources in articles and books.
Based on the type of information sources, a semi-automated import of raw
data is possible [198].

Extraction. The next step is to annotate the imported knowledge making
the raw data processable in a meaningful way. Thus, the semantics of the
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information can be captured. This is the only way to infer relations among
different pieces of information. With such a generation of meta-data the gath-
ered information can be made compliant to public (e.g. Common Criteria)
or de-facto standards (e.g. CERT terminology) or the internal conventions.
That way, the knowledge is normalized according to a given terminology.

Access. The next step is to access the now normalized knowledge. The users
can explore the knowledge, can query or search the underlying data sources.
They are able to find relevant security information about dedicated topics
e.g. known vulnerabilities of Apache Web servers.

Utilization. Finding security information is, however, not sufficient. Depend-
ing on the knowledge level of a user, it is possible to present different views,
e.g. for novices or experts. Furthermore, an analysis (e.g. with the help of
data-mining methodologies [198]) can reveal relations that haven’t been obvi-
ous before. Similarly it is possible to improve the interlocking with subsequent
applications (e.g. a security scanner tool).

Generation. The last step actually closes the feedback-loop. Hereby, the
knowledge that was imported and processed in order to improve the security
of systems is applied. By using improved systems new raw data is generated.
Furthermore, new knowledge is generated, too. Additional internal knowledge
can be gathered from internal documentation of knowledge.

Without a defined syntax and semantics of an inquiry there is, however, no
way to get such mechanisms for the specific procurement of information im-
plemented. This is possible with special cases such as vulnerability databases
but for more general inquiries they are no longer applicable. Thus it is nec-
essary to establish a representation mechanism that can map the relevant
concepts and structures of a domain appropriately.

3.3 Knowledge Representation with Ontologies

The notion “ontology” has its origin in the Greek word “ons-ontos” and has
the meaning of “being”. The greek philosopher Aristotle had already tried to
classify different types of being according to a set of predicates. From this,
ontology as a “a branch of philosophy dealing with the order and structure of
reality” evolved [115]. This scientific discipline is the study of being. Ontology
denotes the most general being as “entity”. Assuming this all other things of
the world are hierarchically ordered.

Computer scientists adopted the ontology concept. They refer to ontology
as a conceptual formalization of knowledge domains. Often Gruber’s defini-
tion of ontology is used in this context [104]:

“An ontology is a formal, explicit specification of a shared conceptu-
alization.”
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Another definition is provided by Berners-Lee et al. [20]:

“The most typical kind of ontology (for the Web) has a taxonomy
and a set of inference rules.”

An ontology models a part of the world. Such a model can be used by
humans and computers in order to establish a common “understanding” of
relevant concepts and the relations between them.

Illustrating this we show an excerpt of the Computer Science Department
Ontology compiled by Heflin within the Simple HTML Ontology Extensions
(SHOE) project [109]. In Figure 3.2 we see several concepts such as Pro-
fessor, Student, and University. Furthermore, we see relations between these
concepts, e.g. a Professor has doctoral degree from a University and is ad-
visor of a Student. The concepts represent entities within the world of the
computer science department.

Professor

University

Person

is a

is advisor of

is author of

has doctoral degree from

Student

Journal Article

is a

Figure 3.2. Excerpt of an example ontology.

From a syntactical point of view such an ontology represent nothing more
than a set of symbols (i.e. the concepts) and predicates (the relations). How-
ever, semantic arises from human interpretation. For example, assume that
someone sees a classroom in a university with an older person - the professor
- standing in front of a group of younger people - the students. As there is a
link between the representation of the visual appearance of the entities acting
and the representation of the verbal form that describe them, he can bring
the situation in the right context, understand it, and can talk to it to other
people. In that sense, an ontology captures semantic, if it is a) syntactically
correct and b) if the concepts and relations which represent a part of the
world match human intuition. Accordingly we use the following definition for
an ontology:

Definition 2 (Ontology). An ontology specifies the conceptualization of a
knowledge domain with a set of commonly agreed concepts, relations between
them, and inference rules.
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When the concepts of such an ontology are linked to information sources,
ontologies serve as means for structuring information. Adding such meta-
information to documents has several advantages [20]. The major benefit is
that ontologies enable computers to go beyond the mere layouting of docu-
ments (e.g. by Web pages). They capture the semantics of a document and
enable computers to process them in a meaningful way. Although the com-
puter doesn’t really understand the enhanced information, the results are
more meaningful for the human user. For example, you can enable a computer
to answer questions like “Where has Professor Smith received his Degree?”
or “Who is the advisor of the student McGregor?”.

Furthermore, some sort of intelligent behavior can be imitated, for in-
stance, when deductive rules are codified (i.e. when a certain condition is
satisfied, the conclusion of the rule also holds). Such inference rule can be
used to derive facts that are not necessarily contained in the annotated doc-
uments.

3.4 Development of Ontologies

There is no standard method for the development of an ontology. The essen-
tial job to be done in the beginning is to insert new concepts into an existing
taxonomy (that is to say a hierarchy of concepts and sub-concepts). Thereby
you can choose a top down approach or a bottom up approach, mostly it is
a mixture of both. Thus the process of building up an ontology is necessarily
an iteration process. Noy and McGuiness produced an informal guideline for
the development of knowledge ontologies [168].

In this section we discuss criteria that should be considered during ontol-
ogy design. We also present selected methodologies for the development of
ontologies. Finally, we introduce selected tools for the development of ontolo-
gies as they are an important prerequisite for knowledge management and
engineering.

3.4.1 Design Criteria

The following is a brief outline of some characteristic requirements of on-
tologies based on Gruber’s design criteria [105]. Corcho et al. present more
detailed information about requirements for the development of ontologies
[51].

Clarity. This requirements is to guarantee that the ontology provides the
meaning of the defined notions by means of commonly agreed definitions and
also disposes of natural language documentation. This should hold for each
concept. For example, the concept Professor could be documented as “A
professor is a teacher at an university”.
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Coherence. This should guarantee that possible inferences are consistent with
the given definitions, i.e. an ontology should be able to provide meaningful
answers to human users. This refers both to syntax and semantics, e.g. if you
look for a student of a certain professor you don’t expect that a query on
the ontology returns an animal (that belongs to a different class of concepts).
And if the name of a student is returned, you expect that the answer is true.

Extendibility. The monotonic extendibility refers to new (general or specific)
concepts. Those should adapt to the ontology without the need to change
existing definitions. For example, you could add the sub-concepts of Person
such as Secretary or Caretaker to the ontology without changing existing
definitions.

Minimal Encoding Bias. The ontology should be independent of its represen-
tation, i.e. proprietary language characteristics should not be used to encode
the concepts and relations.

Minimal Ontological Commitments. This means that as little assumptions as
possible should be made as to the world to be shaped in order to keep the on-
tology flexible and reusable. Ontological commitments guarantee consistency
but not completeness of an ontology.

Talking about the development of ontologies its reusability through a
third party should especially be considered, too. A lot of new developments
in the field of tools for ontologies and the developments of ontology languages
do consider this [43]. These considerations concern conceptual aspects, the
representation, and underlying logic calculus (in order to draw conclusions).
Therefore the development of ontologies should also look at general require-
ments that are considered for any mathematical system: consistency, decid-
ability, and completeness. The demand for consistency means that within any
set of concepts (and the corresponding relations) of the ontology there should
not be an inconsistency. Decidability means that for every set of related con-
cepts within the ontology it must be, by means of the axioms defined in it,
possible to decide whether it is true or false. Completeness means that an
ontology should cover all semantic inferences of the part of the reality that
is modeled1. These requirements, already put up by David Hilbert in 1928
[112], can be applied to the development of ontologies, too. A further im-
portant point is the correctness, i.e. all inferences contained in the ontology
should correctly be reflected in the reality - that is to say in the semantics.
It is, however, not trivial - if not impossible at all - to give evidence that
these criteria are met. Thus, practitioners of the Semantic Web take this into
account consciously in order to be able to achieve a highest possible level of
variety [20]. They prefer a fuzzy or ambiguous result instead of having no
result at all.

1 This does not refer to the complete reproduction of the reality but to the com-
pleteness of inferences.
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3.4.2 Methodologies

The establishment of new and also the maintenance and the evaluation of ex-
isting ontologies is no trivial job to do. As a consequence various approaches
for a structured procedure have been developed. Working with such method-
ologies increased since 1995. The Cyc methodology, already published in 1990,
can be considered as a model. Further known methodologies for the develop-
ment of ontologies based on the works of Corcho et al. and Jones et al. are
presented in the following [51, 127]. Hereby our focus is on methodologies
treating the new establishment of ontologies. The selection represents pop-
ular methodologies which have a significant user community. Besides, they
represent different approaches of developing an ontology. Note that we do not
consider proprietary approaches that are not generally applicable.

Cyc Methodology. The classic, being the basis of the Cyc Upper Ontol-
ogy, proceeds as follows: first knowledge is extracted manually from exist-
ing sources of knowledge. Later on, given the existence of a basic ontology,
the further extraction of knowledge is continued through the recognition of
natural language or automated learning tools. Lenat and Guha provide an
in-depth discussion about this methodology [148]. Particularly, they discuss
the development of very large ontologies.

Enterprise Model Approach. The approach described by Uschold and King
first starts with identifying the purpose of the original ontology [231]. Then
the concepts and the relations to one another have to be captured. Moreover,
the notions refering to those concepts and relations are identified. Finally the
ontology is encoded. At last there is a documentation and an evaluation of the
ontology. The latter should prove that the ontology meets its requirements
and can be used as intended. Existing ontologies can generally be integrated.

TOVE. Grüninger and Fox look at a formal approach for the development
of ontologies [102, 230]. Thereby the possible application scenarios are first
identified intuitively. Then a set of so called competence questions is asked
to determine the horizon of the ontology. An ontology must basically be in
a position to answer these questions. From those the essential concepts are
drawn, their properties, their relations to one another and the axioms that
are formally depicted in Prolog2.

KACTUS and CommonKADS. The KACTUS approach is a successor of the
popular CommonKADS methodology [197, 18]. The KACTUS methodology
is based on an application of a Knowledge Base by means of an abstraction
process. The more applications are produced, the more general the ontology
becomes, that is to say it departs from a Knowledge Base. In other words

2 Prolog statements can directly be used to represent concepts and relations of
an ontology. For example the Prolog fact color(leaf,green) represents the
statement that the color of a leaf is green. That way, hierarchical relations of
concepts and sub-concepts can also be modeled.
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the proposal is to first produce a Knowledge Base for a specific application
and later, when a new Knowledge Base is needed in a similar field, the first
Knowledge Base should be generalized and adopted for both applications.
Applying this recursively the ontology would portray the generic knowledge
of all applications.

Methondology. Methondology is a methodology that can be applied in differ-
ent ways [86, 87]. Ontologies can be created as completely new ones, reused
as a whole or restructured. It enables the establishment of ontologies on the
knowledge level. This includes the identification of a process for developing
the ontology. Thereby the main activities are identified first, i.e. evaluation,
configuration management, conceptualization, integration, implementation,
etc. Moreover a life cycle is determined on the basis of prototypes. In addi-
tion, the methodology itself is determined. This includes the steps necessary
for the execution of all activities, the techniques used, the output products as
well as their evaluation. Methontology is partially supported by the Ontology
Development Environment WebODE (see Section 3.4.4).

SENSUS. The SENSUS methodology is a top down method to disincorporate
one domain specific ontology from a large ontology [225]. The authors propose
to define a lot of relevant “seed terms” of a domain. These terms are manually
connected to a general ontology (in this case the SENSUS ontology containing
more than 50,000 concepts). The relevant terms are automatically selected
and the domain specific ontology is extracted. Thus the algorithm provides
a hierarchically structured set of concepts belonging to this partial domain.

On-To-Knowledge. The On-To-Knowledge project applies ontologies on in-
formation that is digitally available in order to improve the quality of knowl-
edge management in larger or distributed organizations [196, 220]. The
methodology provides guidelines for the implementation of knowledge man-
agement concepts and tools and thus helps to make knowledge available
rapidly and efficiently. The methodology includes the identification of the
aims to be achieved by the knowledge management tools and is based on an
analysis of application scenarios and roles the knowledge engineers and oth-
ers play in organizations. Moreover the architecture of the On-To-Knowledge
suite of tools is presented. Every tool is described according to application
oriented ontology development. Finally the application of the methodology
and its evaluation by means of On-To-Knowledge case studies is explained.

IDEF5. The IDEF5 methodology was drafted with the aim to support the
establishment, modification and maintenance of ontologies [131]. As the onto-
logical analysis can necessarily not be completed, one proposes not to proceed
with the ontology development according to the pattern of a cookbook. Thus
IDEF5 is a general procedure including some basic instructions. These are
finding out the purpose, the view and the context of the ontology project, the
collection of “raw data” and following that their analysis, the development
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of a first ontology and in time its refinement and validation. For the estab-
lishment of the first ontology one uses a graphical notation that is translated
to a language based on KIF in later phases.

Findings. The study of Jones et al. [127] does not try to find the best of the
methodologies presented but rather to extract some kind of general method-
ology from their common ground. Comparing the different approaches that
way, they found the following:

– As starting point most of the methodologies choose a task. Proceeding like
this is perfectly obvious: knowledge acquisition, evaluation and features
of the later ontology become clearer. The question is, however, to what
extent the ontology is independent from this task as defined in the general
requirements for ontologies (see last section).

– The methodologies presented can be roughly classified in two categories.
There are the rather phases-based prototypes and on the other hand the
prototypes developing in an evolutionary way. If the purpose and the
requirements are clear, the phases-based procedures are more adequate
whereas in the other case the evolutionary procedure seems to be more
favorable.

– Typically there are two stages during the development, the first one being
the production of an informal description of the ontology and the second
one the embedding into an ontology language. These two descriptions are
an important characteristic because the informal description often directs
through the more formal phase. Thus the ontologies often bridge the gap
between a running system and the part of the world they are to shape.

– A complete methodology should offer guidelines that help the knowledge
engineer choosing various abstraction levels, starting from the structural
level of the ontology to smaller modeling details.

Jones et al. conclude that one should not rely on one or two single method-
ologies [127]. The reason is that the field of the ontology development is still in
the developmental stage. Thus they worked out the above mentioned points
that are essential in most of the methodologies. This is not very helpful be-
cause there is only the possibility left to work freehand according to any
methodology and in consideration of the above points.

3.4.3 Ontology Representation Languages

Ontologies can be presented in various ways including natural language,
graphical representation, logic-based approaches and many other formalities.
Refer to Bibel et al. for a comprehensive survey of basic knowledge repre-
sentation mechanisms [23]. In the following we look at some approaches that
have been accepted for the representation of ontologies. They mainly differ
in the way they are suitable to represent knowledge on the one hand and to
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support mechanisms for inferences on the other hand. We follow the stud-
ies of Corcho and Gómez-Pérez who developed a classification framework for
ontology representation languages [52].

Ontolingua. Ontolingua is based on the Knowledge Interchange Format
(KIF) and combines the first grade knowledge representation paradigms,
frame-based and predicate logic. [45, 79]. It enables the representation of con-
cepts, taxonomies of concepts, n-ary relations, functions, axioms, instances
and procedures. Ontolingua disposes of a high grade of expressiveness. This
does, however, lead to difficulties when establishing mechanisms for the exe-
cution of inferences3. Moreover Ontolingua is very related to OCML.

OKBC. The Open Knowledge Base Connectivity (OKBC) protocol (formerly
known as Generic Frame Protocol (GFP)) defines the access to knowledge
bases and should be considered as supplement to language specifications
which support knowledge sharing [45]. The GFP knowledge model, being
the basis of OKBC, supports an object-centered representation of knowledge
and disposes of a lot of representation constructs that can typically be found
in frame representation systems. Moreover OKBC defines a complete inter-
action interface for knowledge bases which can be accessed via the OKBC
protocol. In addition, there are procedures to describe complex operations
that can be accessed in a knowledge base via the network. Furthermore the
OKBC ontology compatible to the protocol was developed for Ontolingua.

OCML. The Operational Conceptual Modeling Language (OCML)is very
similar to Ontolingua [66, 157]. It does, however, offer additional components
such as the deduction and production rules and operational definitions. By
means of OMCL functions, relations, classes, instances and rules can be ex-
pressed. There is also a rather strong constraint checker included that can
verify type as well as cardinality. Moreover constraints, associations to re-
lations, slots and classes can be verified. OCML has already been used in
a series of applications: as support of the knowledge management process,
for the development of ontologies, for E-commerce and for knowledge-based
systems. OCML can be translated to Ontolingua, RDF and XML-based rep-
resentations of OCML models. Furthermore it can be used as object language
for UPML by means of a plug-in for Protégé. OCML disposes of a big supply
of reusable models.

F-Logic. F-Logic (FLogic or Frame Logic, respectively) is a language being
based on first-order predicate calculus as well as on frames [133]. It thereby
follows the approach to represent syntax and semantics of constructs of a
higher order directly. Its aim is to apply the object-oriented paradigm to
database programming. Concepts such as objects, inheritance, polymorphic
types, query methods, encapsulation are available. The driving force of this
procedure is the coping with the so-called impedance mismatch between pro-
gramming languages for application development and languages for queries
3 Although a theorem-proving tool for KIF terms is available.
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of relational databases. The view of ontologies as knowledge bases illustrates
the proximity to databases, especially since some development tools for on-
tologies manage their data internally as relational database. The larger an
ontology the more important again become the performance aspects. As many
logic calculus and formalisms have to face efficiency problems, a reinforced
orientation on the performance of databases has proven to be useful.

LOOM. Originally LOOM was not specifically meant for ontologies [125,
150]. It generally addressed to the development of knowledge bases, expert
systems and other intelligent applications. It is a successor of KL-ONE4 and
it is based on description logics and production rules. LOOM integrates the
rule-based and the frame-based paradigm. The language enables the rep-
resentation of concepts, taxonomies, n-ary relations, functions, axioms and
production rules. The reasoning takes places by means of automatic classifi-
cation, verification of consistency, constraint checking, multiple inheritance,
non-monotony and other mechanisms. As such LOOM is quite a powerful
language.

XOL. The focus of the XML-Based Ontology Exchange Language (XOL) is
on the exchange of ontologies between various database systems or knowledge
bases, ontology development tools or application programs, respectively [130].
XOL allows to define a subset of OKBC in XML-syntax. Classes, slots and
facets can be described but no frames.

SHOE. The approach of the Simple HTML Ontology Extension (SHOE)
first was an enhancement of HTML. Thereby machine-readable knowledge
was connected to WWW documents or the HTML code, respectively. In the
meantime SHOE is also adapted to XML. The objective of SHOE is to pro-
vide meaningful information for software agents. The processing of knowledge
and search mechanisms should thus be improved. In order to reach that an
ontology for the description of valid classifications and their relations to one
another is defined. The HTML pages can be enriched with the corresponding
annotations in order to describe the contents semantically. According to the
SHOE web-site the SHOE project is no longer being actively maintained. The
developers work now on projects which use OWL Web Ontology Language
and DAML+OIL (both partly based on SHOE).

RDF and RDF Schema. The Resource Description Framework (RDF) pro-
vides means for describing and exchanging meta-information about Web re-
sources [29]. RDF is written in a predefined XML syntax. Basically, every-
thing that has an URI counts among the resources. Going beyond information
of a typical Web resource (e.g. author, title, copyright, etc.) all things which
are identified on the Web can be modeled with RDF. RDF statements consist
of three parts: subjects, predicates and objects. Thereby, subject and objects
are treated as nodes in a graph whereas the predicate represents a directed

4 KL-ONE is an ancestor of today’s languages for knowledge representation.
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edge between them. Thus, RDF is suitable to represent ontology concepts and
relations. Treating RDF statements as assertions (which can be composed to
more complex statements) it is possible to transform RDF graphs into logi-
cal statements for inferencing purposes. RDF Schema provides capabilities to
specify “classes and properties as part of a vocabulary, and to indicate which
classes and properties are expected to be used together” [236]. RDF Schema
uses RDF in order to define the type system of RDF.

OIL. As XOL the Ontology Inference Layer (OIL) is planned for the ex-
change of ontologies [81, 82]. OIL builds up on RDF(S) whereby RDF(S)
constructs are used if possible in order to reach a high level of backward
compatibility. OIL combines the basics of modeling from frame-based lan-
guages with formal semantics and inference by using description logics. The
classifier FaCT executes an automatic classification of instances as well as
constraint-checking in taxonomies and definitions of OIL concepts.

DAML+OIL. DAML+OIL is the successor of OIL. DAML+OIL “builds on
earlier W3C standards such as RDF and RDF Schema, and extends these
languages with richer modelling primitives”[19]. It is a semantic markup lan-
guage for network resources which is the result of various international co-
operations for the creation of a standard language for the Semantic Web.
DAML+OIL implements the basic elements of frame-based languages and
description logic languages. One can depict concepts, taxonomies, binary re-
lations, functions and instances. Newer versions also allow the use of XML
Schema data types. The semantics of DAML+OIL is well defined and there
exists a set of approaches offering reasoning mechanisms.

MIX. The Meta-data based Integration model for data X-change (MIX)
forms the basics for the representation and the integration of data from dif-
ferent sources [26]. The underlying flexible data model especially admits the
representation of semi-structured data as well as the explicit enrichment with
context information in form of meta data. MIX is based on ontologies whereby
the focus is on the data conversion. In addition, tools for the establishment
and the monitoring of data wrappers and ontologies were developed for the
MIX model. Moreover MIX can be converted to XML.

Findings. The ontology languages presented differ in the specificity of knowl-
edge representation and in their ability for reasoning. In the following we
present the results of the very detailed study of Corcho and Gómez-Pérez in
a brief version [52]. Moreover we give an evaluation of the languages presented
here that were not considered.

– For the exchange of ontologies the XML-oriented languages should be pre-
ferred.

– For the modeling of ontologies, requiring a high expressiveness, the rather
“traditional” languages are recommended. Only in comparatively simple
cases the XML-based languages are an alternative.
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– For the execution of the reasoning the XML-based languages are not suited
due to missing inference possibilities. Here the traditional languages are to
be preferred, too.

We concentrate on the logic-based languages, as we need their ability for
inferences in order to improve search and retrieval of specific security patterns
and because we want to conduct queries that would otherwise not be possible
(see Chapter 8 and 9). These languages offer the basic modeling concepts to
define concepts, relations, multiple inheritance and class relations as well as
to generate instances. Hereby LOOM is the most powerful language, followed
by OCML.

The possibilities to define axioms are a good measure for the expressive-
ness of a language. Thereby Ontolingua with concepts of the first-order and
second-order predicate calculus proves to be the most powerful language.
OCML and F-Logic also offer good possibilities here.

In the field of the reasoning Ontolingua proves to be the most powerful
language but on the other hand there is no inference mechanism available.
LOOM and OCML are not complete in their inference possibilities. Only F-
Logic and OIL do offer completeness, the latter has also got (as well LOOM)
an automatic classifier. Moreover F-Logic is the only language that explicitely
offers exceptions.

Comparing them directly OKBC first drops out of the running as well
as Ontolingua which disposes of quite powerful language constructs but the
missing of a tool for the execution of inferences considerably reduces its utility.
F-Logic , OCML and particularly LOOM do very well. In comparison to
LOOM, F-Logic has got an unlimited expressiveness. Especially with logic-
based languages, functional limitations are, however, accepted facing a gain of
performance. In particular with respect to performance the database-oriented
F-Logic has got advantages over LOOM.

3.4.4 Tool Support

From a certain size of the ontology the support of tools is indispensable.
In the easiest of cases the tools help the knowledge engineer to model a
knowledge domain. By means of tools existing ontologies can, for example, be
integrated easier. Help functions are, however, especially useful, too in order
to formulate more complex axioms and to execute various tests whether all
language characteristics were correctly applied. On the other hand axioms
can also be checked on plausibility by means of tools, i.e. when the ontology
does not give the reply expected by intuition by the user. In the following we
present a choice of known tools: Protégé, WebOnto, OntoSaurus, KADS22,
OntoEdit, Ontolingua-Server, and WebODE. This selection is not complete
but shows different approaches of tool support. Furthermore, the focus is on
tools which have a significant user community and are in fact used to design
ontologies.
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Protégé. Protégé has got quite a huge user community, as it has already
been available for some years and thus belongs to the matured solutions in
the field of ontology development. [166, 167]. To be in a position to extent
the functionality in a flexible way, a broad range of plug-ins is available or
in planning stage, respectively. Thus RDF(S) and XML documents can be
handled, for instance, i.e. they can be imported as well as stored. Via the
plug-in “Flora” one can also work with F-Logic. The representation paradigm
used by Protégé are frames, i.e. its abilities and limitations go together with
those of the frame paradigm. Differences between the knowledge models are
resolved by declaration via meta classes. According to the developer this,
together with OKBC, allows a simple adaption of various knowledge models
to Protégé. The editor disposes of a Java-GUI. The central point here is
the working on the class hierarchy or taxonomy, respectively. The classes
dispose of “template slots” that contain the corresponding properties for
instantiation. One can define concrete as well as abstract classes. Multiple
inheritance is possible and even classes can be instantiated from a meta class.

WebOnto. WebOnto imports and exports OCML ontologies [64]. The query
interface expects requests in OCML [66, 65, 244]. WebOnto is accessible as
Java applet online via the WWW browser. An advantage of this approach
is the direct access to a large number of already developed ontologies. These
can be indicated in the source text and be exported to Ontolingua. WebOnto
offers a graphic depiction of the instances contained in the ontology. The
depiction can adapt to various needs and views. One can also execute a
series of operations such as “Ask, Tell” and “Evaluate”. As those are OCML-
oriented, corresponding language knowledge is necessary.

OntoSaurus. OntoSaurus also offers a Web interface that can be accessed
via a standard Web browser. The ontologies to be accessed that way are im-
plemented in LOOM with OntoSaurus. The main function is the browsing
through these ontologies. It is possible to execute deductive queries and to es-
tablish ontologies with the declarative mechanisms of the language LOOM. A
classifier executes forward-chaining, semantic unification and object-oriented
truth maintenance. Ontologies can be verified in a clearly structured way
and minor modifications can easily be done. For major ones, a deeper com-
prehension of LOOM is, however, necessary and those are no longer easy to
model.

KADS22. KADS22 is part of the CommonKADS project. With KADS22
knowledge models can be developed by means of the CommonKADS method-
ology. Thereby the models are specified in the Conceptual Modeling Language
(CML) KADS22 is an interactive interface for CML. It also disposes of a
graphical interface. Via that interface the following functionality is accessi-
ble: Parsing of CML data files, hypertext browsing, generation of a graphical
notation, query, creation of a glossary and production of HTML.
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K-Infinity. K-Infinity is a suite of tools for the development and the usage
of “knowledge networks” [103, 129, 221]. The core component is the Knowl-
edge Builder which is used to create and edit concepts, instances, relations,
synonyms, attributs and roles. A mark-up function for the annotation of doc-
uments is also integrated. A built-in search function can be used to conduct
queries which can be stored, too. The Accelerator is a browser-based user
interface that can be used to maintain and extend the knowledge network.
The Semantic Matcher helps to weight the relations and to evaluate these
by the graph-based visualization of concepts and instances. The K-Infinity
Server stores the data consistently and persistently. The overall architecture
supports cooperative work in groups. Internally, the knowledge network is
represented proprietarily. However, import and export functions via XML,
CSV and ODBC are available.

OntoEdit. OntoEdit is a development environment for the establishment of
ontologies. Contrary to the Web-based tools, OntoEdit is locally installed
on a workstation. The architecture enables enhancements via plug-ins. The
conceptional model of the established ontologies can be reproduced in various
representation languages. The public domain version offers a small palette of
functions whereas the commercial version, storing ontologies in a relational
database, offers extended possibilities. Moreover axioms can be formulated
and tested by this variant. Ontologies can be established in XML, F-Logic,
RDF(S) and DAML+OIL and be edited with a GUI. OntoBroker should be
considered as a supplement to OntoEdit. Thereby we talk about an inference
and query machine.

Ontolingua-Server. For Ontolingua a server of the same name exists which is
accessible via the WWW [141]. The server contains a collection of ontologies
that can also be reused or modified for the establishment of new ontologies.
This does considerably simplify the ontology development if suitable ontolo-
gies are available. Working with the server is done via a Web interface using a
standard Web browser. Thus multi-user operation is supported, i.e. coopera-
tive ontology development is possible. The Ontolingua server offers the most
extensive import and export possibilities of all the tools mentioned here. Con-
cepts can easily be modeled, multiple inheritance is supported. Apart from a
“guided tour” there are, however, no online help functions to Ontolingua so
that implementation problems are not always easy to solve.

WebODE. WebODE can also be accessed via a Web interface. The ontolo-
gies to be reached via WebODE are internally stored in a relational database.
An API is to simplify the integration with other systems and applications.
Therefore the WebODE is also named “advanced ontological engineering
workbench” [237]. Apart from the WebODE-specific XML-format ontologies
can also be imported or exported as RDF(S) and OIL. Editing of ontolo-
gies is done via a form- based GUI, in addition supported by the possibility
to manage various views. Moreover the following is available: a consistency
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verification, different kinds of constraints, taxonomies (also multiple inher-
itance), relations, constants, forms, instances of concepts and references. A
flexible design is possible through the different views that can also be freely
defined as well as through the definition of different sets of instances which
can be exchanged against one another. Working in groups is also possible for
ontologies.

3.5 Summary

A systematic way of learning from errors that can lead to security breaches is
an important prerequisite for establishing an acceptable security level. This
can be achieved by a security knowledge process based on the notion of a
feedback loop. Technically, this can only be implemented if we define syntax
and semantics of relevant security information.

We consider ontologies as a suitable approach contributing to solve this
problem: they help to clarify the structure of knowledge and enable knowledge
sharing [43]. In particular, this contributes to close the gap between theoret-
ical security concepts and the code of practice. Both, security experts and
novices can work together more efficiently supported by tools which evaluate
corresponding meta-information.

Developing a suitable ontology means to follow a set of design criteria
which refer to the content and the underlying logic. Looking at methodologies
for the development of ontologies we can conclude that there is more than one
way to do it right. It is recommendable to combine two or more approaches in
order to have different views on a knowledge domain. All methodologies show
a set of commonalities: task definition, phase-based or evolutionary improve-
ment, informal description and transformation in an ontology representation
language. Considering such languages we have to look at the representation of
knowledge and the suitability for reasoning. Concerning the latter the more
traditional languages should be preferred rather than XML-based languages.
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Engineering is a human endeavor
and thus it is subject to error.

Henry Petroski

The history of the subject shows
that the same mistakes being
made over and over again.

Ross Anderson

4.1 Introduction

In this chapter we derive the working hypothesis for the book: human fail-
ures are a major reason for security breaches in IT Systems. It seems to be
inevitable that human will make errors - especially in such complex situ-
ations such as the development of software. Thereby, we follow a two-step
approach. Firstly, we examine two selected case studies which have in com-
mon that they are both new application domains and that well-known errors
are made again. The reasons can be found in failures in all phases of a sys-
tem’s life-cycle (e.g. design, implementation, operation). Secondly, we provide
analogies to cognitive psychology in order to clarify the human limitations in
characteristic situations. Before we summarize and conclude this chapter, we
refer to related work that also focuses on the human factor.

4.2 Case Studies

It is difficult to get in-depth knowledge of what really happened during an
attack and what exactly were the reasons for an incident. We assume that
the “victims” often don’t like to talk too much about security breaches as
they might fear a loss of reputation. For the same reason we can expect a
high number of incidents that are not reported anyway. Furthermore, we can
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46 4. The Human Factor

imagine a certain number of undetected security breaches as well as near
misses, i.e. something went wrong but an incident actually did not yet occur.

The intention of the discussion of two selected case studies in this section
is, however, to provide some typical real-world examples for human failures
that led to security breaches. The first example presents results of an ex-
amination of IP telephony systems conducted in 2001 [3]. By nature, we are
able to present more details being personally involved in the analysis process.
The second example shows severe design flaws in technologies that provide
Instant Messaging (IM) services. Based on these examples we identify and
characterize typical problems that usually occur in new solutions.

4.2.1 Internet/Telephony Integration

The phone network and the Internet are converging. In 2001, IP telephony
applications were considered to have a huge economic potential. The phone
network is rather hard to attack for the occasional hacker. For example,
he needs to understand complex protocols, needs physical access, and must
be able to manipulate both voice and control channels. On the contrary
the Internet is a publically shared network that can be accessed by anyone.
Furthermore, almost everyone can carry out an attack as hacking tools are
available for anyone, too. Bringing both worlds together decreases the level
of security to the rather insecure level of the Internet.
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Phone Phone

Router

H.323 Zone

Intranet
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Internet PSTNGatekeeper

erminal
erminal

Router
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Figure 4.1. Generic IP telephony scenario.

To prove this we have looked for vulnerabilities in a H.323 based IP tele-
phony scenario [3, 223, 2]. The following is an excerpt of this analysis and
the insights. As illustrated in Figure 4.1 such an architecture comprises a
signalling plane, a media transport plane and several telephony components.
From a security point of view the following aspects should be considered:

– Both planes depend on the same infrastructure, the IP network. Compared
to conventional telephony there is no physical separation between them.
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– The network itself is not operated by a single, trustworthy provider. Parts
of an IP telephony scenario typically depend on untrusted networks, com-
ponents and operators.

– The IP network is also used by many other services. It is much more difficult
to protect compared to a rather closed single-service network.

– The capabilities of components in an IP telephony scenario are not limited
to telephony. Furthermore, they are full-fledged computers that can provide
and use other distributed services and are therefore exposed to attacks.

The overall situation leads to an increased risk. Both signalling and trans-
port lane are targets of attacks against integrity, confidentiality, and authen-
ticity of the transmitted data. The audio payload as well as the signalling
data is exposed to attacks such as eavesdropping, jamming, and modification.
Compromising terminals or infrastructure components lead to additional risks
regarding the user’s privacy (i.e. who is calling to whom) and the misuse of IP
terminals (e.g. using expensive lines to foreign countries). Furthermore spe-
cific functions of an IP telephony infrastructure component can be attacked,
e.g. registration of terminals. The execution environment of IP telephony
functions can also be attacked, e.g. the operating system of a terminal. Even
systems that are not directly related to IP telephony can be attacked. For
example, a firewall with support for IP telephony might be weakened as it
temporarily opens certain connections. In particular we could conduct at-
tacks with the following results during the analysis of certain IP telephony
products and services:

Getting Control of a Terminal. With physical access to an IP telephone an
attacker can restore the system’s factory settings that include a well-known
default password (written down in the telephone’s manual). Furthermore,
the passwords were inherently weak as they only consist of numbers and
were often transmitted in plaintext. These attacks lead to full control of the
device.

Denial-of-Service (1). Another attack is to send unexpected or incorrect sig-
nalling data. As a result the examined telephones were temporarily unavail-
able, locked up, or crashed. Later, we used such Denial-of-Service attacks in
order to impersonate a legitimate terminal.

Denial-of-Service (2). Some phones used an integrated WWW-server in or-
der to manage the device and to check its settings. Taking advantage of
vulnerabilities in the implementation of the WWW-server we could crash the
device with long URL requests (i.e. buffer overflow).

Eavesdropping. In IP telephony audio connections are negotiated dynami-
cally on-the-fly. This seems to make it difficult to eavesdrop a call. However,
studying the IP telephony protocol stacks and the corresponding documen-
tation we were also able to design a simple tool that could record such calls
on the fly.
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Impersonation. Another attack was to deregister a regular terminal. This is
only possible if the caller has the same IP address as the registered party.
However, this information could be faked and a “malicious” device could be
registered instead.

The discussed vulnerabilities are not due to limitations or shortcomings
within technology, architectures and signalling protocols. The main reasons
were severe flaws in design, implementation and default configurations of the
examined products. The goal of this book is to develop an appropriate secu-
rity approach based on patterns in order to prevent such problems which are
basically well-known and where solutions should be available. In the mean-
while, security solutions for IP telephony are available [178, 180, 186].

4.2.2 Instant Messaging

As a rather new application IM enjoys a rapidly growing popularity: in Au-
gust 2002 the number of users was estimated with 81 million users [55]. The
main reason for the pervasiveness of this service is that IM has a severe
advantage compared to e-mail that is still one of the Internet’s popular ap-
plications: for a smooth online conversation you don’t have to find, read, reply
and send messages back and forth1. Being able to do this, all IM applications
require at least the following services:

– Presence Service.
The presence service provides a list of all people that are currently online.
Being online your status can be requested by other people. You can restrict
such requests setting up a list with people you want to interact with (called
“buddy list”). The presence service allows to send requests in order to find
out whether a particular person is online. It is also possible to be notified
whenever a person connects to the IM network.

– Instant Messaging.
This service is responsible for near to real time message exchange itself,
i.e. you can directly exchange notes with another person being online. A
message is the basic building block of IM. As the smallest unit of commu-
nication, all higher level services build on it.

The basic IM scenario is shown in Figure 4.2. The first step is always that
a user connects to a messaging server farm providing username and password
in order to be authorized. Location request for other users are redirected
to servers that provide the presence service. Subsequent messages can be
exchanged in two ways. They are either routed through the messaging server

1 The talk program can be seen as an ancestor of IM. As written in the manual
page, “it is a visual communication program which copies lines from your ter-
minal to that of another user.” The talk command appeared first in BSD 4.2
(1984).
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farm servers or, once users located each other, messages can also be exchanged
directly for higher-level services.
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Figure 4.2. Instant messaging scenario.

A typical higher level service is a chat room, i.e. you can create a custom
chat environment and send notes to a more or less closed group of people. An-
other popular service is file sharing, i.e. images, sound files, documents, etc.
are shared among peers. The incorporation of streaming technologies even al-
lows to talk to someone without using a phone or to exchange near-real-time
news (e.g. stock quotes). Commercial applications also include collaborative
games (e.g. sophisticated virtual worlds that last for months or even years).
IM enables the coordination of activities in any distributed collaboration.
The overall IM concept, however, introduces several security problems dis-
cussed in the following [55, 135, 173, 191]. Note, that we neither claim to
provide a complete list of all security problems introduced by IM services or
particular products, nor do we say that a given product features all of the
above problems.
Subverting Firewalls. Usually, the network traffic of an organization is re-
stricted by a firewall. Often inbound and outbound traffic is only allowed on
well-known ports, e.g. HTTP connections on port 80. By default IM software
is shipped with a well-known port, too. However, the configuration allows to
set arbitrary ports, i.e. a firewall that makes decisions based on ports can no
longer work.
Bypassing Virus Filtering. IM messages can also contain viruses, worms and
Trojan horses. If the firewall is bypassed, we can also assume that anti-virus
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software at the network gateways does not work properly, too. Then every-
thing depends on up-to-date and activated anti-virus software on every host.

Controlling the User’s Computer. Software contains errors. Thus, many soft-
ware packages are vulnerable due to buffer overflows that often give an at-
tacker administrator privileges and allows to execute arbitrary code.

Loss of Confidentiality. Although it is possible all major IM products don’t
encrypt the messages. A sniffer tool allows the attacker to record all mes-
sages that might be interesting. If encryption is used at all, we can find weak
algorithms (because they are fast) or proprietary ones (i.e. security by obscu-
rity). Some products also store message protocols in plain-text, i.e. anyone
with access to the local hard disk can basically read any message.

Impersonation. Sometimes even username and password are exchanged and
stored as plain-text, i.e. the attacker can take over the user’s identity. A
recent bug in AOL’s IM software (AIM) allowed to hijack user accounts due
to a bug. The reason was a variable that is ignored by the sign-up process but
prepended to the screen name when an account is created. For example, if
this variable is set to “Ja” and the user name to “mes Kirk”, an AIM account
with the name “James Kirk” will be set up even if this name is already in
use. Then the attacker can perfectly impersonate his victim.

Disclosure of Internal Information. Most IM messages contain the IP ad-
dress of the user’s computer. Especially direct connections will reveal this
address and can give insights to internal network topologies. Furthermore,
some clients export the / or respectively the C:/ directory by default. A
request for a file named passwd might reveal interesting information for an
attacker. Another problem is that some services use the same username for
both e-mail and IM. This is an invitation for attacks such as harvesting and
reselling of email addresses or password cracking.

Denial-of-Service. For example, an attacker can bring down an IM server
farm if he controls many accounts on different clients and changes the state
of each account from online to offline frequently and from many distributed
clients. As these changes are published in the overall system they can simply
lead to performance bottlenecks or to overloads. More serious are unexpected
or incorrect messages that crash servers, clients, or both. Recently, a rather
harmless worm spread successfully within a P2P network mainly used by the
Kazaa software.

Client Software as Trojan Horse. The client software itself can have built-
in Trojan horses. Until you don’t use trustworthy open-source software that
is frequently examined by the open-source community you cannot be sure
whether the client software is in fact spy-ware or tries to use your resources
(e.g. hard disk, memory, and processing power). IM platforms can even install
more modules and updates during regular IM sessions without notification
of the user.
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Privacy Issues. As the IP address of the user’s computer is sometimes trans-
mitted along with each request, an attacker can try to build user profiles.
Depending on the protocol some clients allow to display current searches
together with the IP address. The attacker then knows what kind of infor-
mation (e.g. software, videos, audio, etc.) someone is generally looking for.

IM is a new Internet application with a rapidly growing user community.
Our analysis shows, however, that security is obviously not considered as a
primary requirement. It seems that currently security is even treated as an
after-thought by the majority of the available IM solutions. Many security
weaknesses are caused by design or by accident (e.g. disabled or misconfigured
security settings) and could have been avoided in advance. Nevertheless, there
are efforts to make IM more secure in the next generation. For example, the
IETF works on a secure IM solution.

4.2.3 Findings

In Table 4.1 we summarize the attacks described above together with the
generic vulnerability and the overall consequences. The following interesting
trends can be derived from this:

Firstly, the required knowledge for carrying out most of the attacks was
obviously rather low. Furthermore, the principles of the attacks were not
something new but well-known for years. Thus the incidents were no accident,
i.e. it was only a matter of time when the first attacker starts exploiting
vulnerabilities. Secondly, the vulnerabilities are not something new, too. They
are well-known and countermeasures should have been available. Finally, the
same is true for the consequences of the attacks. Although the consequences
should have been well-known, it seems that security didn’t play an important
role.

Attack Vulnerability Consequences

sytem reset weak password full control

malformed input, buffer
overflow

insufficient verification denial-of-service, full
control

eavesdropping weak or no encryption loss of confidentiality

spoofing, masquerading weak or no authentica-
tion

loss of authenticity

tunneling weak or no filtering bypassing protection
mechanisms

Table 4.1. Case studies: attacks, vulnerability, consequences.
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Especially in new application domains it seems that the same errors are
made over and over again. Observing security-related information sources
we can see that security fails: almost every month we have severe security
breaches in the news. Regardless of this alarming trend we can safely expect
a high estimated number of unnotified cases, quite apart from near misses.
As we know the technical reasons for security failures, we concentrate on the
human factor in this book.

4.3 Why Security Fails

As stated in the previous section we assume that the main reason for the
existing problems is that security failures are are no technical problem in the
first place. Security is always implemented by humans on request of humans.
Thus the human factor influences IT-security in significant ways. As put
by Petroski who was quoted in the beginning of this chapter, humans will
inevitably make errors when they build something new. As shown in the
previous section, development and maintenance of secure systems can also be
considered as situations in which humans will make errors. Such situations are
complex, intransparent, dynamic, incompletely or wrongly understood [67].
These characteristics influence each other and complicate the development
process. In this section we will underline this hypothesis by looking at findings
of cognitive psychology [67, 116].

Repair-Service Behavior. Security can play a subordinate role in the engi-
neering process. If security comes as an after-thought, this can lead to a
situation where the people involved solve the wrong problems from a secu-
rity point of view. Thus, good security solutions are often developed after
an initial design and implementation with bad or no security. As the overall
situation is difficult to handle, non-security experts start to solve obvious
problems which, however, only play a minor role. They lose track and can
overlook side-effects. Due to a lack of security-awareness and ignorance of
time-dependencies it may be difficult to identify faults which are currently
no problem but can become a problem in the future. Unclear objectives and
no decomposition into sub-goals are further characteristics of such a “repair-
service behavior”. Nevertheless, examples such as Video on Demand systems
[63, 99, 100, 101, 140], network infrastructures for mobile devices [113, 114], or
NIS (Network Information System) infrastructures [4] show that it is possible
to secure systems that have failed in first designs and implementations.

Ad-hoc Solutions. When people try to find a solution for a problem, they
often follow an ad-hoc approach. In particular, “the average person cannot
tell good security from bad security” [194]. The impact on elements aside the
adopted solution are overseen in most cases [67].

A good example is the handling of system passwords: a system administra-
tor wants to prevent that the users chose weak passwords. Thus he configures
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the system to enforce strong passwords, i.e. a user cannot enter passwords
that don’t meet certain criteria (password must not be contained in a dictio-
nary). This solution is well-known and straight forward. Unfortunately, the
administrator doesn’t realize that nobody can remember strong passwords
any longer. As a consequence, users might start to write their passwords on a
slip of paper that could be found under their keyboard, or even worse, pinned
on their monitor.

Another example is the application of firewalls in order to implement
security at the network layer. They are applied in many occasions without
thinking about the impact on other systems and applications. The other way
round, most applications are developed without firewalls in mind [1, 185].

Side Effects. Security covers a very complex area with manifold dependencies
[194]. Even if all dependencies are identified, it might be difficult to consider
all of them appropriately. The IP phones are a good example for this. The
developer could basically figure out whether the Web server software is secure
or not. But probably he cannot decide whether the combination of Web
server, operating system and hardware components is secure. The overall
system is too complex to be considered as a whole. Often, the developer
or administrator of a specific component doesn’t even want to worry about
security outside his area of responsibility, e.g. the Webmaster only cares about
his Web server. Security engineering making sense should be possible without
knowledge of the whole security scope and all its dependencies.

Time Dependencies. The level of security of a given system is also time-
dependent [209]. A system that is considered to be secure today may be
insecure tomorrow. Statements about the system’s security are only valid
with time references. For instance, the strength of cryptographic algorithms
typically is founded on difficult mathematical problems. If a genius finds a
solution for such a problem, security suddenly disappears.

Lack of Security Know-How and Awareness. With the exception of cryp-
tography [34], the science of IT security is quite new and covers multiple
disciplines such as operating systems, computer networks and software engi-
neering. It is very difficult to make systems secure as there are many different
components and mechanisms involved. In addition, trust relationships change
frequently, which makes an analysis of all security requirements very hard.
One cannot assume that the average system developer or architect is a skilled
security expert, too. We should notice that in most cases security engineering
is done by non-security experts. For example, the developer of a system has
to implement the necessary security features to some extent as an add-on.
In most cases the developer is an expert regarding the system’s functionality
but not regarding its security. Another problem is that “there aren’t enough
experts to go around” [194].

Rigidity of Experts. Finally, we also include security experts in our examina-
tion. A suitable quote comes from Maslow: “When the only tool you own is a
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hammer, every problem begins to resemble a nail.” Having had success in pre-
vious situations can lead to a functional fixation where you adopt solutions
that worked before although the context where the new problem occurred
is different. This can basically lead to wrong conclusions, assessments, and
decisions.

4.4 Related Work

In this section we present a few examples of other contributions which con-
sider the human impact on security as integral part of their work.

The hypothesis of Krusl’s PhD thesis is that programmers make assump-
tions which “frequently do not hold in the execution of the program” [139].
By nature, vulnerabilities caused by such a wrong assessment cannot be de-
tected by tests. In order to improve the understanding of such vulnerabilities,
Krsul developed a unified definition and classification based on previous ap-
proaches.

Petroski and Chiles present a couple of stories in more traditional engi-
neering domains [170, 46]. The bottom line is always that humans have limita-
tions that will lead to errors in complex situations. However, they stress that
errors are a chance for improvements (or to put it more precisely - without
errors there will be no improvement).

Anderson’s work can be counted to the cornerstones of security literature
focusing on the human factor [10]. He presents results of an examination
of failures in retail banking systems. The main reasons were errors in the
implementation and in the management. Anderson identifies the lack of a
learning mechanism as the root of these typical situations.

4.5 Summary

In this chapter we have shown that the human factor has a significant impact
on security. Looking at selected case studies which feature new application
domains we saw that well-known errors are repeated. This can be generalized:
although the principles of attacks are not new, the vulnerabilities are known,
and countermeasures are basically available, the described problems have not
been prevented in advance.

Looking for reasons we have considered aspects of cognitive psychology.
Humans will inevitably make errors in complex situations such as developing
and maintaining secure systems. Even experts can sometimes can be wrong.
A statement from Anderson can serve as bottom line of our examination [10]:

“When an aircraft crashes, it is frontpage news. Teams of investiga-
tors rush to the scene, and the subsequent enquiries are conducted by
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experts from organisations with a wide range of interests - the car-
rier, the insurer, the manufacturer, the airline pilots’ union, and the
local aviation authority. Their findings are examined by journalists
and politicians, discussed in pilots’ messes, and passed on by flying
instructors.”

Examples as described before show that there doesn’t seem to be such
learning process for today’s IT systems. As we have described in Section 3.2)
there is no established security knowledge process. We take up Anderson’s
thoughts that a paradigm shift is underway, i.e. we have to look for new
solutions for the described problem.
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Engineering is applied science.
Engineering is the application of
science for practical purposes.
Engineers put theory into
practice.

John McDonough

Structural engineering is the
science and art of designing and
making, with economy and
elegance, buildings, bridges,
frameworks, and other similar
structures so that they can
safely resist the forces to which
they may be subjected.

The Structural Engineer

5.1 Introduction

We refer to a security improvement artifact as any approach, standard, role,
method, technique, or tool that helps to improve security (analogous to the
Zachman framework [219, 243]). In recent years a number of such artifacts
have been developed to assist organizations in establishing and maintaining
security. However, the increasing number of incidents indicates that there is
obviously a gap between theory and the code of practice: in Chapter 4 we
have shown that humans will inevitably make errors under certain conditions.
Therefore our viewpoint is human-centered, i.e. we assume that the ordinary
system engineer is no security expert. Thus, we use these and other impor-
tant criteria in order to analyze a set of security improvement artifacts in
this chapter. Note that the selection is influenced by the security expertise
of the author and not necessarily complete. However, the examined secu-
rity improvement artifacts are commonly used by security practitioners. The
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goal is to identify gaps that have to be filled by our complementary security
pattern-based approach.

We focus on developing systems that have to meet certain security re-
quirements. The development of systems that provide security functionality
themselves such as encryption software, firewalls, Intrusion Detection Sys-
tems (IDS), and virus scanner software, is out-of-scope of this book. We treat
these as sub-systems or components that can be used as building blocks for
security.

Outline. The outline of this Chapter is as follows: in the next Section we
introduce our classification scheme for security improvement artifacts. First,
we introduce steps of a typical security engineering process. Then we show
the phases of system engineering. Based on an integrated view of security and
system engineering, we present a set of important classification metrics. This
view is used to organize the following Sections. In Section 5.3 we discuss typi-
cal security improvement artifacts that provide guidance for defining security
requirements. Based on these requirements, an analysis of the system has to
be conducted. From a security point of view this means to identify threats,
attacks, and vulnerabilities which lead to a certain risk. Such concepts are
presented in Section 5.4. Several security improvement approaches for spec-
ifying the architecture and the design of a system are examined in Section
5.5. The next step is to build the system. Accordingly, we discuss security
improvement at the level of coding and configuration of system functions in
Section 5.6. Then we discuss certain concepts for testing the system during
integration and operation in Section 5.7. Finally, we summarize our find-
ings and show that we need another approach to support security novices
in solving security problems. As this chapter is rather extensive, we present
intermediate results at the end of each section.

Results. In particular, the overall result of this chapter is that patterns are
suitable as a security improvement approach. In order to classify security
approaches, we introduce a framework that is based on an integrated view
of security and system engineering. The comparison of a pattern-based ap-
proach with the other examined tools and techniques reveal that they are
especially suitable for novices and help, for instance, to consider side-effects
appropriately. However, we also identify some potential for improvements:
there is no definition of what security patterns actually are and how they can
be used. Besides, only a keyword-based search is possible, i.e. it is difficult
to find and apply the right pattern efficiently. These findings draw up the
agenda for the further chapters of this book.

We have presented a similar but less extensive comparison between pat-
terns and security approaches first at PLoP 2001 [208]. A classification frame-
work based on the Zachman approach has been discussed at our security pat-
terns workshop at EuroPLoP 2002 [201]. Furthermore, we have examined vul-
nerability databases, security scanner, and prioritization schemes [198, 205].
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5.2 Classification Framework

In security literature there is no commonly agreed classification scheme of
security topics. Therefore we introduce a framework for classifying security
engineering artifacts in this section. Our classification approach is based on a
more integrated view of security engineering and other engineering domains
- especially (software) system engineering. As security concerns are often
treated as a separate task or - even worse - as an afterthought, it is impor-
tant to understand the impact of security on system engineering tasks and
vice versa. Therefore, we first introduce typical steps of security engineer-
ing. Then, we discuss human roles in a system engineering process. Based on
the assumption that both approaches aren’t integrated very well, we derive
criteria for classifying security improvement artifacts.

5.2.1 Security Engineering

Security engineering is an evolving discipline. Thus an agreed and precise
definition does not exist. Adapting the introductory quotes of this chapter, we
can say that security engineering means to put security theory into security
practice. This means that a security engineer designs and makes systems that
are protected against threats, i.e. forces to which systems may be subjected.
Amoroso defines (system) security engineering1 as a “discipline that allows
one to determine the optimal security approach for a particular system based
on an identification of all relevant factors and impediments to security” [9].

Specification
Identification of Threats,
Vulnerabilities, and
Attacks

Risk Estimation CountermeasuresPrioritization

Acceptable Risk

State of Danger

Figure 5.1. Security engineering approach.

The main objective of security engineering is to change from a state of
danger to a state of acceptable risk, i.e. the assets associated with a computer
system are protected in a sufficient way. As illustrated in Figure 5.1, several
iterations including the following steps might be necessary:
Specification. All components and interfaces of the system have to be de-
termined completely. If the specification of the architecture of a system
doesn’t cover all relevant components, some threats, vulnerabilities, and at-
tacks might not be identified later.
1 In this document the terms Security Engineering and System Security Engineer-

ing are used synonymously.
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Identification of Threats, Vulnerabilities and Attacks. The basic threats and
vulnerabilities for each component and interface of a system have to be iden-
tified. This helps to determine the corresponding attacks which can be ex-
pected.

Risk Estimation. The risk for a potential attack has to determined for all
components and interfaces. Hereby, bias effects as a result of relationships
between specific threats, vulnerabilities and attacks should be considered.

Prioritization. If a particular risk is too high, the corresponding vulnera-
bilities have to be prioritized. Vulnerabilities of a particularly jeopardized
component or interface get a high priority. This step is very important in
order to get an efficient order for carrying out the countermeasures.

Countermeasures. Appropriate countermeasures that eliminate the identified
threats, vulnerabilities and attacks or at least minimize their effects have to
be selected and carried out. Thereby the requirements of the owner of the
system have to be considered (e.g. costs, usability, performance, etc.).

Especially technical countermeasures could lead to changes of the spec-
ification. Thus these steps build a loop and have to be repeated until the
countermeasures lead to an acceptable risk, i.e. a state of security.

5.2.2 System Engineering

Several life cycle models for system engineering exist such as waterfall model,
spiral model, and rapid prototyping model. These models define the steps
and the workflow of the system engineering process. Although they follow
different approaches, many life cycle models regard the phases as illustrated
in the horizontal axis of Figure 5.2.

Humans play different engineering roles during the different stages of a
system’s life cycle. Many of such roles have been identified. For example,
Sheard discussed 12 system engineering roles [216] and in the IT Baseline
Protection Manual about 40 security-related roles can be found [33]. In or-
der to narrow the scope of our following discussion we consider two major
groups of participants that play basic roles in the overall life cycle. These
roles describe who is involved in the engineering process and represent differ-
ent perspectives on security. Considering the life-cycle we also discuss when
they are involved and what they want to achieve.

Stakeholders. All people that need the system belong to the group of “stake-
holders”. In the early life-cycle phases, they provide the initial stimulus for
new systems or new functions and perform viability checks. Technical man-
agement and executives should be expected at this level. Later, they will also
run, maintain and use the system. Thus, administrators and end-users can
be counted to this group, too.
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Figure 5.2. System life cycle and roles.

Developers. Between problem definition, feasibility studies and operation the
“developers” come into play. Basically, systems can be developed in-house
or by a team of external developers. In any case they have to consider the
stakeholder’s requirements. Their major tasks are analysis, design and imple-
mentation of the new system i.e. there are roles such as analysts, designers,
and codifiers.

During the integration both parties work together more closely again.
Figure 5.2 illustrates such an example for the assignment between roles and
life-cycle phases. Hereby, the hatched areas represent the role assignment be-
tween stakeholders, developers and specific life-cycle phases. Although this
scheme is rather coarse-grained, it shows that defining security objectives and
actually implementing security is not necessarily carried out by the same set
of people. Accordingly, overlaps indicate interfaces and interactions between
different engineering processes and the corresponding roles as described be-
fore. Note, that the sequence of life-cycle phases might not be linear. Certain
iterations are possible and some phases can be skipped, e.g. when COTS
products are going to be used and integrated in order to provide new system
functionality.
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5.2.3 The Zachman Framework

State-of-the art security literature follows different approaches for structuring
the security domain [9, 11, 71, 89, 90, 172, 194]. Usually, security topics are
organized by problem domains such as encryption/decryption, access control,
network security, etc.

The notion “artifacts” is taken from Zachman’s Information System Ar-
chitecture (ISA) Framework. The framework is two-dimensional. The rows
represent different views on an architecture (i.e. roles) whereas the columns
represent different perspectives of an architecture. The columns provide an-
swers to what, how, where, who, when, and why questions. Architectural ar-
tifacts can be found in the cells of the framework. There are approaches to
use or adapt the ISA framework for security, e.g. by Henning and Hybertson
et al. [110, 119].

In contrast to Henning, however, we did not closely follow the Zachman
Framework [110]. In fact, we adopted the basic concepts, i.e. using different
views and identifying artifacts by asking certain questions. In contrast to
Zachman we asked several questions to classify individual artifacts (answer-
ing usually “Zachman question” results in a single artifact). Such a composite
of all cells in a single row leads to a complete model from the given perspec-
tive. That way we circumvented several drawbacks of the ISA approach. For
example, it constrains engineering views to a fixed set and it does not have an
explicit place for general solutions [119]. An example is provided in Table 5.1
on the next page.

5.2.4 Classification Metrics

Solving a security problem requires to incorporate security aspects into the
overall system life-cycle. For the following discussions we look at an engineer-
ing scenario where we can observe different responsibilities and backgrounds
of people which solve a (security) problem together. As indicated in Figure 5.3
it is basically possible to assign security engineering steps to system engineer-
ing steps. Hereby, we see the subsequent time phases of security engineering
and, respectively, system engineering on the axes of the diagram. The bubbles
show possible overlaps of the two processes. Based on our findings in Chapter
4 and the hypothesis that security engineering and system engineering aren’t
integrated yet. In fact, there is no defined integrated process today that is
commonly accepted. Accordingly, we consider the following assumptions:

– System engineers have no adequate profile, i.e. they are security novices.
– System engineers have to focus on other aspects than security.
– Security comes as an after-thought and security engineering roles are not

properly defined (if at all).

With this human-centered viewpoint we provide answers for several clas-
sifying questions, i.e. how can we achieve security improvements? The results
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Figure 5.3. Integrating security and system engineering.

are security improvement artifacts at different life-cycle phases which are im-
portant for both security and system engineering. For example, one answer
for the question how to identify threats and attacks (what) can be goal tree
approaches used during analysis (when). An example for our approach is
shown in Table 5.1.

W
h
a
t

H
ow

W
h
o

W
h
en

Security chose from Management, Problem
Stakeholder requirements pre-defined technical definition

requirements executives

Table 5.1. Classifying security improvement artifacts.

Note that we sometimes categorize security improvement artifacts accord-
ing to their focal point, i.e. it is basically possible to assign them to more than
one category. For example, security management standards provide guidance
for several life-cycle phases. Their focus is, however, on a higher level, i.e.
they are usually used by the management and technical executives but not
by developers or administrators. Another example is the IT Baseline Pro-
tection Manual that provides both rather high-level security concepts and
technical information. The focal point is, however, on the technical security
building blocks. Each artifact can be further classified by a set of properties
introduced in the following. These metrics have been considered as impor-
tant by the author during his security work. There might be more properties,
however, the selected set is sufficient to classify the examined security im-
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provement artifacts. Hereby, we also show some relationships between these
properties.

Effort. Additional time and costs have to be taken into account for any se-
curity measure [210]. Therefore, the required effort for applying a security
engineering technique can be used as a classification property.

Expertise. Experts solve problems better than novices [67, 116]. Thus, we can
assume that there is a relationship between effort and expertise as experts
usually solve problems more efficiently.

Structuring. We also consider structural differences of the overall represen-
tation of information as important [118, 198]. Such approaches can have a
structured, semi-structured or unstructured representation. More structured
representations together with defined semantics also help to formalize steps
of security engineering.

Tool Support. Thus, a certain degree of structure improves the opportunities
for tool support. A lack of supporting tools can be a major obstacle for the
application of any engineering technique. Tool support helps to enhance “un-
derstandability, decrease the complexity [. . . ], and eliminate terminological
ambiguity [215].” Sophisticated tools can guide novices in the overall learn-
ing and problem solving process [214, 222]. Tool support is also an important
classification criteria for security approaches [210].

Side-effects. The proper consideration of side effects is important for problem
solving [67]. The focus of many approaches is often on isolated components.
The results of missing side-effects are incomplete and wrong assumptions,
i.e. the corresponding security measures will fail. A proper structuring of the
required information is a precondition for the appropriate consideration of
side-effects.

Time Dependency. Security is also a matter of time [209, 210]. The publica-
tion of new vulnerabilities and attacks can render the results of any security
measure useless. Furthermore, the implementation of any security measure
takes time, i.e. even if you know that you are vulnerable you are not imme-
diately secure. As such, they are a special kind of side-effect.

These properties have direct effects on the applicability and usability of
each security improvement artifact. The above set of properties might not be
complete but sufficient to classify proven security approaches and to support
our security pattern-based approach. Other properties such as scalability,
consideration of relevant legislation, etc. are also important but out of scope
of this book. Note that the sequence of criteria follows no specific order, i.e.
there is no weighting for a given criteria. A weighting can only be given if the
context for the application of a security improvement artifact is known (e.g.
applied in a small company or in a global enterprise). Nevertheless, there are
relationships between the criteria as described before.
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5.3 Requirements Definition

Requirements describe the desired characteristics of the system such as us-
ability or efficiency [124]. Balancing both security and other requirements
usually means to find a compromise. Therefore, the definition of requirements
is important for both security and system engineering. It might happen that
not all requirements can be stated in advance, i.e. several engineering cycles
can be necessary (e.g. a security policy defines requirements and require-
ments derived from running systems determine the policy). In this Section
we discuss evaluation criteria, security management standards, and security
policies. These are security improvement artifacts that can be used to derive
security requirements.

5.3.1 Evaluation Criteria

When security is considered at a management or executive level, generic se-
curity standards play an important role. Especially the evaluation of the se-
curity of IT systems is very important for military, intelligence and more and
more public organizations. Thus a variety of evaluation criteria and security
guideline documents have been developed by various governments in cooper-
ation with some large organizations. Prominent examples are the Information
Technology Security Evaluation Criteria (ITSEC) [75] and the Common Cri-
teria [121]. Although these standards are considered as means of evaluating
a system, these standards provide also help for specifying a system.

Such criteria define different levels at which IT-systems can be evalu-
ated and compared. The levels represent different sets of functional security
requirements and hierarchical levels of assurance. The primary goal is to
prove that the system fulfills certain requirements regarding its protection
mechanisms and that the correctness of the implementation meets a certain
assurance level.

Evaluation criteria help to create comparable security policy statements in
a standardized way. Manufacturers are guided in the design and development
of IT-systems and organizations can improve the specification of security
requirements in contracts.

Findings. Independent of the expertise of the user, the specification of re-
quirements of IT systems according to any criteria is a costly and time-
consuming task. It is difficult for the layman to perform specifications (and
evaluations) as the process itself is very complex and requires a lot of back-
ground knowledge. A first hurdle is to read and understand the documen-
tation in order to be able to apply such a standard. For each step more or
less structured documents have to be prepared. For example, the Common
Criteria provide templates for Protection Profiles (PP). This increases the
comparability and readability and enables at least a rudimentary tool sup-
port. Most standards focus on specific Targets of Evaluation (TOE) as an
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isolated entity. Therefore dependencies to other IT systems and components
could be missed easily, especially by novices. As evaluation is expensive and
time-consuming, it is difficult to keep the evaluation results of a TOE up-
to-date (nevertheless, evaluated systems have a value for others as they can
serve as a model for building or selecting systems). The overall goal of eval-
uation criteria and especially the Common Criteria is to improve security
by enabling and establishing reusable protection profiles for certain classes of
technology. The approach is to define sets of functional and assurance require-
ments for security. As our analysis shows they are no tools for the laymen and
it can be expected that they will not be used in ordinary IT environments.

5.3.2 Security Management Standards

Security standards help to manage security appropriately. They are suitable
for technical managers and executives. For example, the ISO standard 17799
is an internationally recognized generic information security standard. ISO
17799 provides a set of controls which comprise guidelines for information
security management [123]. The standard also covers earlier activities such
as development of a security policy and risk estimation. The main focus is,
however, on the selection of security objectives and countermeasures: “Phys-
ical and Environmental Security”, “Communications and Operations Man-
agement”, “Access Control” and “Systems Development and Maintenance”.
It serves as a reference for given security problems. For each of these areas
a set of controls is proposed. The standard is rather a top-down approach.
As such it lists generic state-of-the-art countermeasures, i.e. it is said what
could be done but not how. A similar approach is provided by the Standard
of Good Practice of the Information Security Forum [92]. Although no spe-
cific recommendations are given, security standards are suitable for deriving
requirements for a concrete implementation of countermeasures.

Findings. Security standards define organizational processes. Thus the effort
depends on the level of organization, i.e. how good is the organizational struc-
ture and the organizational support for security. If a company shows a high
degree of organization, security standards can be used in a straightforward
way. Security management standards provide generic descriptions. Thus, it
requires a certain amount of expertise to implement the identified security
requirements. Typically such standards are structured by problem domains.
There is no further meta-structure. However, workflow management tools
can be used to support security management as their focus is on organiza-
tion. Cross references are provided in corresponding security management
documents. Therefore side effects can be considered. However, this requires
a certain degree of completeness and up-to-dateness. Security standards can
be used to improve security step by step. For example, baseline security is
established first and piecemeal steps are made afterwards whenever necessary.
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5.3.3 Security Policy

Many security standards consider the development of a security policy as an
integral part of the overall security process. Nevertheless, security policies
can be analyzed in isolation as a tool for specifying a system. Stakeholders
should involve both technical management and staff members. As a result
they deliver requirements that have to be met by the developers. In general
policies describe what security objectives have to be met. If the security pol-
icy for an organization has to be created, the task of writing the document
(developing the security policy) is typically assigned to a person (or group)
within the organization. At first, it has to be determined which systems (ob-
jects) are used and which information (assets) they carry. Then it has to be
defined what is allowed and what is forbidden. Thereby possible threats on
the systems have to be identified and documented. Finally, the security-level
envisaged is described [44]. To be more time invariant, concrete implemen-
tations and procedures should not be included. This has to be included in
another document. Subsequently this security policy will be applied to the
systems. All information is included in an informal text document. Exam-
ples for such a policy and corresponding procedures can be found at Vienna
University of Technolgy (TUW)2 [245] and Darmstadt University of Tech-
nology (TUD) [117]. The main focus of policies is to define the assets and to
determine security requirements for subsequent implementations of security.

Findings. The effort for the determination of relevant systems and associated
assets is high. The same is true for identifying relevant threats. Even if you
have a “template” for the development of a security policy, the amount of time
that has to be invested into the adaption on “local” circumstances should not
be underestimated. Furthermore, a security policy should be evaluated con-
tinously. The effort is highly depending on the expertise of the developer or
maintainer of the policy, as no aspect of security should be missed. Basically,
a policy is an informal, unstructured text (i.e. without defined syntax and
semantics). This makes it difficult to achieve tool support. However, there
are formal approaches to describe policies at the finer-grained application or
system levels, e.g. by Eckert [69, 70] or Sloman [56]. As an informal and more
or less unstructured document a policy does not help to recognize depen-
dencies between facts. It contains a rather monolithic and linear description
of problems and solutions, interferences of different sections are not obvious.
Many security policies don’t reflect the actual security situation and are al-
ways out-dated, as many parameters (e.g. requirements or attacks) change
frequently. Our evaluation shows that security policies are not a tool for the
laymen. Beside the problems stated above it remains difficult that “everyone
understands it, agrees with it and follows it diligently, all the time” [176].

2 One of the people in charge for security at TUW said that the policy has been
an approved guideline since 2 years and that it remained stable after crucial
evaluations.



68 5. Classifying Security Improvement Artifacts

5.3.4 Summary

We have examined some security approaches for defining the requirements
for a system. At this level of abstraction we can summarize that both effort
and expertise is to high in order to consider evaluation criteria, management
standards and policies as a security tool which is suitable for novices. In
particular it is difficult to consider side-effects appropriately.

5.4 Analysis

From the system engineering oint of view, the goal of an analysis is to specify
the new functionality of the system according to the requirements identifed
before. From a security point of view an analysis means to identify threats, at-
tacks, and vulnerabilities. Furthermore, the expected risk has to be identified
and priorities have to be assigned to the identified problems.

As example we examine goal trees representing a methodological approach
for the identification of threats, vulnerabilities and attacks. For the estimation
of risk two general approaches are known in the security domain. With a risk
analysis one tries to determine the likelihood for an attack to occur. This is
typically used by the stakeholders. With the work factor approach the risk
is determined corresponding the amount of the attacker’s work. Developers
can use this approach in order to find out how “strong” the system has to be
inherently. Finally, we discuss corresponding prioritization schemes.

5.4.1 Goal Trees

Several approaches with symbolic tree representations have been developed.
Each node represents a specific goal that has to be reached. Subsequently the
overall goal is then decomposed into subgoals. Typically there are a variety of
ways to achieve the high level goal. These goal trees are based on AND/OR
trees that allow some basic calculations if values are assigned to the nodes
such as the cost of a particular attack. The values can be propagated up the
tree to the root. Another result could be which attack would be the most
likely one, if the values possible and impossible are assigned to the tree
nodes. Furthermore, goal trees facilitate “what if” experiments, e.g. what
would happen if you have more budget than expected. In the following we
briefly describe two tree approaches with different goals: threats and attacks.
As threats and attacks describe a (potential/concrete) danger for a system,
the stakeholders are involved.

Threat Trees. The goal of threat trees is to identify threats to a system [9].
They are a methodological approach to identify threats. The threats to a
system are identified and divided into sub-threats. The result is a threat tree
structure that contains a list of threats for every leaf.
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Attack Trees. Attack trees are used to identify possible attacks to a system
[193]. The usage of attack trees has been made popular by Bruce Schneier.
The root node of an attack tree is the goal of an attack, e.g. get a user’s
password. The leaf nodes represent different ways of achieving that goal, i.e.
newly created leafs are sub-goals. If these steps are repeated, you get a tree
structure that represents attacks against a system. It is possible to combine
several attack trees to a bigger one. It can happen that identical leaf-nodes
occur in different locations. In that case the same sub-tree will be used.

Findings. It isn’t clear when the process of identifying the tree node goals
terminates, as you could easily add more and more details of specific goals.
As a sufficient coverage of all considered aspects (e.g. attacks or threats) is
desired, something like a (e.g. public) tree repository is needed. The effort for
developing goal trees is dependent on the expertise of the user. The process
of creating any of the above trees still requires a lot of security know-how. If
you are a novice in the field of security, it is very likely that you will forget
some aspects but “creating (attack) trees requires a certain mindset and
takes practice” and “you’ll get better with time” [194]. Goal trees are both
human and machine readable. Therefore, they are easy to understand and
an automated analysis is possible. Goal trees are well suited for describing
side effects of a given goal. In fact, trees can be combined in order to see how
certain nodes have influence on other paths through the tree. To be really
useful - especially for novices - a repository of trees developed before could
be necessary. The more concrete the trees are, the more time-dependent they
become. Especially for attack trees, a continuous review process has to be
defined in order to keep the trees up-to-date. This would be supported by a
tree repository, too.

5.4.2 Risk Analysis

A quantitative approach for the risk analysis originates from the world of
insurances. The basic idea is to calculate the probability of the occurrence
of certain events in order to calculate appropriate insurance coverage. This
approach is widely applied within the IT world [175]. The quantitative ap-
proach to risk analysis is based on the assumption that critical factors can be
precisely calculated. The qualitative approach concentrates on magnitudes
instead of precise values.

Applying the quantitative approach two parameters have to be deter-
mined in order to calculate if a certain security risk is acceptable: the ex-
pected loss and the probability for the occurrence of a malicious event. The
multiplication of both values results in the expected value for the security
risk.

A serious determination of these values is, however, difficult. First, the
expected loss can only be a rough estimation as multiple aspects have to
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be considered: manpower for repairs, money for broken hardware/software,
loss of reputation, loss of secret information, etc. Second, as attacks are not
random events, there is nothing like a “mean time between failure” as for
example known in the area of fault tolerance. One important reason for this
is that not every incident is reported. This is due to fear of a negative public
image but also due to undetected incidents or more trivial reasons like lack of
time and lack of awareness why it might be important to report an incident.
No matter why, there is no reliable data pool. Thus nobody can really know
how often certain attacks occur.

Findings. Conducting a risk analysis is a straightforward task. The input is
a list of possible threats, vulnerabilities, and attacks which were determined
by previous steps. For each list item two values have to be determined. This
is correlated with the amount of input and the expertise of the user. The
determination of reliable values for loss and probability for an incident is
difficult for experts and even more difficult for the laymen. The representation
of “risk” is simple as it is just the multiplication of two values that result in
the risk. If the values are known, this can be easily automated. Besides, tools
for supporting risk analysis are available such as Risk Watch 17799 [184] (that
helps to assess compliance against the ISO 17799 standard) or The Buddy
System [53]. During a risk analysis threats, vulnerabilities, and attacks are
usually treated in isolation, i.e. side effects are not considered. Nevertheless,
this depends on the input of the previous steps. The results of a more generic
risk analysis (i.e. the focus is on threats) are less time independent, whereas
the results of a more concrete risk analysis (i.e. the focus is on vulnerabilities
and attacks) are more time dependent. To be up-to-date, a risk analysis can
be repeated as often as needed. In particular, it should be repeated regularly,
at least when new threats, vulnerabilities, and attacks are made public.

5.4.3 Work Factor Concept

The work factor concept is mainly applied in the field of cryptography in order
to find out how strong a specific cryptographic protocol is. It is defined as “the
amount of work an attacker must perform to overcome security measures “
[218]. It is assumed that the underlying algorithms are secure, i.e. the amount
of work for an attacker is directly related to the length of the cryptographic
key: the longer the key, the longer a brute-force attack takes (on average).

Much earlier this approach was applied to make statements about the
qualities of safes. There are different categories for safes, depending on the
safe’s protection against breaking-in or fire. A “TL-15” safe of the company
Underwriter Laboratories does for example guarantee that a sophisticated
safe-breaker with standard tools needs at least 15 minutes to open the safe
[195].

Yee analyzes the work factor concept in the context of software vulner-
abilities [241]. He splits the total effort into the work required “to discover
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a security vulnerability”, “to engineer an attack based on the vulnerabil-
ity” and “to run the engineered exploit”. However, he identifies two major
drawbacks of this approach. First, the time to identify a vulnerability highly
depends on the amount of know-how and skills of the analyst. Second, the
publication of vulnerability information alters the metric. Even if there are
no automated exploit scripts, subsequent attacks are easier the more details
of a vulnerability are made available.

Findings. Dependent on the expertise of the user the work factor concept is
not a straightforward task. One has to be able to simulate the criminal en-
ergy of an attacker in order to get serious values. Furthermore, there might
be several ways to attack the target. Especially the discovery of (new) vul-
nerabilities is difficult and requires a high level of expertise. For experts it
is easier to develop an exploit and even more easy to run the (automated)
attack. Analoguous to a “risk” value, a “work factor” has a very simple rep-
resentation. Accordingly, tool support would be possible. The work factor
concept helps to get a clear image of attacks. Trying to play the role of the
attacker it is easier to select appropriate countermeasures. The user has to
be creative when he tries to simulate an attack. This includes - dependent
on the user’s expertise - combined attacks. Complex scenarios can only be
considered with corresponding expert knowledge. The results of a work factor
analysis are very time dependent. As soon as an exploit is published, almost
everyone can conduct an attack without high efforts. It can certainly be as-
sumed that - even for laymen - the actual work factor will be dramatically
reduced with more and more automated penetration tools available. As noted
by McHugh the “value that could be assigned to any work factor metric [...]
is vanishingly small” [152]. By nature, the work factor concept can be com-
bined with attack trees. Besides all its limitations, the work factor concept
is important for the internal assessment of any security team (e.g. CERTs)
dealing with a still unpublished vulnerability.

5.4.4 Prioritization Schemes

Almost all approaches for the identification of security problems we dis-
cussed before also provide a prioritization scheme. A detailed analysis of such
schemes is available [205]. The stakeholders apply prioritization schemes in
order to determine what problems have to be solved first. Accordingly, devel-
opers can find out, what security features have to be available immediately.

Severity-based Approach. A value between 0 and 180 is assigned to each entry
in the CERT database. The intention is to roughly declare the severity of the
vulnerability. The “calculation” considers different aspects such as:

– Is information about the vulnerability publically available?
– What are the consequences of an exploitation of the vulnerability?
– How difficult is it to exploit the vulnerability?
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According to CERT different weights are assigned to each of these factors,
i.e. the final value cannot really be used to directly compare different vulnera-
bilities. Moreover, the metric is not linear, i.e. a “40” vulnerability is not half
as severe as a “80” vulnerability. The CERT metric is mainly for internal use.
Its main purpose is to decide if a CERT-Advisory should be published. Only
if the value is higher than 40 there will be a decision whether information
about the vulnerability is going to be published3.

Findings. The effort for getting a value for the priority depends on the user’s
expertise. If he is familiar with the subject, it should be straightforward. As
CERT does not provide more precise information about how the metric can
be calculated exactly, it is only of limited general expressiveness. Therefore
it cannot be applied from an end user perspective. Although several aspects
are considered they don’t remain visible in the overall result. Therefore the
advantage of a finer-grained representation is lost. Basically, tool support is
possible and would help to determine approriate values (e.g. based on decision
trees). Dependent on the underlying vulnerability database, side effects are
not considered. As CERT does not follow a full-disclosure policy, priorities
might not be up-to-date.

Risk-based Approach. In many vulnerability databases and security scanner
tools three-level prioritization schemes are used. However, there are different
definitions for the range of each category.

X-Force. This database contains a “risk factor” attribute [227] . The value
high is assigned if an attacker can gain administrator privileges or is able
to bypass a security mechanism such as a firewall. A medium rating is given
if an attacker can gather information dramatically increasing the probability
for an attack. A low value means that an attacker can gather information
possibly leading to a compromised system. However, this rough classification
is problematic as the definition of the values is not always clear-cut. For
example it is always a matter of discretion, if a vulnerability is classified
as low or medium. Furthermore, the prioritization scheme does not cover
vulnerabilities that can lead to DoS attacks.

ICAT. Every ICAT database entry contains a “severity” attribute [164]. Al-
though the possible values are high, medium and low, the definition is differ-
ent compared to the X-Force database. Vulnerabilities with a high severity
enable remote attacks with increased privileges, enable a local attack with
full access to the target system, or have a corresponding CERT advisory.
Vulnerabilities with a low severity don’t allow direct access to the target but
they can reveal information that make an attack easier. Vulnerabilities in the
medium class don’t fulfill the criteria of high or low vulnerabilities.

3 The highest value ever was 180 and was calculated for a buffer-overflow in the
widely used BIND software. There are, however, many entries with a severity of
0, i.e. there is an average of only 18,5.
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NIST mentions that is difficult to apply this prioritization scheme in dif-
ferent environments. However, there are more problems. First, the rating
scheme basically consists of only two classes as the medium class contains no
additional properties. Second, the recourse to the CERT scheme is somewhat
questionable as we have already shown the liabilities of this scheme. Finally,
Denial-of-Service attacks cannot be rated, too.

Security Scanner. The prioritization schemes of tools such as the Internet
Security and System Scanner are only of limited use as they rely on the
vulnerability databases discussed before [226]. The SecureScan tool uses a
three-level classification, too. However, a more subtle definition of classes is
given:

A high risk is assigned to a vulnerability if it is possible to compromise the
target without further efforts. Vulnerabilities at the medium level can lead to
a compromise, but more work will be required. In combination with another
medium level vulnerability, however, a high level classification can be reached.
Similarly, several low level vulnerabilities together with a medium level one
can lead to a compromised target. Furthermore, all DoS vulnerabilities are
classified as medium. Finally, all vulnerabilities that increase the risk but
aren’t sufficient to lead to a damage are at the low level. Additionally, a threat
category is assigned to each vulnerability: theft of information, manipulation,
loss of data and DoS. In comparison with X-Force and ICAT a more fine-
grained prioritization is possible therefore.

Findings. As most prioritization schemes are rather simple, laymen should
basically be able to classify a vulnerability properly. Nevertheless, this re-
quires some security background. Especially vague definitions of classes re-
quire a certain amount of expertise. Basically such schemes are good can-
didates for tool support. For example, the assignment of a vulnerability to
priority class can be done by decision trees. Dependent on the underlying
vulnerability database, side effects are not considered. Dependent on the un-
derlying vulnerability databases the values can be updated frequently. This
increases the effort for prioritization.

System and Software Manufacturers. We also had a look at prioritization
schemes of leading IT and software manufacturers. We investigated the Linux
distributors Caldera, Debian, Mandrake Linux, RedHat, S.u.S.E. Linux and
Turbolinux. Furthermore, we had a look at UNIX companies such as SCO,
SGI, and SUN as well as the BSD derivates FreeBSD, NetBSD and OpenBSD.
Finally, we searched for rating schemes used by companies such as Cisco,
Compaq, Hewlett Packard, IBM and Microsoft. Although most of them of-
fer a vulnerability-related mailing list with additional information on their
web-site, we couldn’t find a prioritization scheme with the exception of the
Linux distributor S.u.S.E. They explained that there is no strict scheme but
that the following criteria of a vulnerability are considered: local or remote
exploitation, Denial-of-Service possible, extension of privileges possible, and
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relation to a default package. An additional weighting is given on a “gut
level”4.

5.4.5 Summary

The examined security improvement artifacts which support the analysis
phase of a system show all a structured representation of the relevant security
information. As such, they are all well suited for tool support. However, all
of them are no tool for novices and require a certain amount of expertise.
Furthermore, the possibility for considering side-effects appropriately is not
used - although it would be possible.

5.5 Architecture and Design

When the requirements are determined, the risk for a new system is deter-
mined, and the security problems are prioritized, architecture and design in-
vestigations are conducted. Often, semi-formal modeling techniques are used
for this task. When verification is also an issue, formal methods can be used
instead or as a complementary approach.

5.5.1 Modeling Techniques

Data-, function- and object-oriented modeling methods are counted among
the semi-formal approaches and are typically used by developers. They are
characterized through different graphical elements but also linguistic ele-
ments. An example of data modeling techniques is Entity Relationship Mod-
eling (ERM), for object-oriented modeling the Unified Modeling Language
(UML). UML can be made more formal by writing constraints in Object
Constraint Language (OCL) as part of the model. Rensing demonstrated
this approach based on the specification of security services of the RADIUS
protocol [179]. Jürjens is working on UMLsec that is an UML extension for
representing security in UML models [128]. The usage of UML class diagrams
offers the possibility to describe a role, its characteristics and relations be-
tween roles. Statecharts can be used to describe the behavior of elements
or roles. Activity graphs, sequence diagrams, and collaboration diagrams are
used to describe the cooperation of the different elements of the whole system.

Findings. The effort for specifying the system architecture with semi-formal
approaches is also highly dependent on the expertise. As many software devel-
opers are familiar with such techniques, it should be a natural way to model
the security aspects, too. The semi-formal approaches are human-readable.

4 E-mail correspondence with Thomas Biege, who is responsible for the S.u.S.E.
security advisories.
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Therefore they are more useful for non-modeling experts, too. The average
software developer can be expected to easily understand a UML-based se-
curity model. Nevertheless, one still has to know how to model a system
appropriately from a security point of view. Semi-formal approaches, espe-
cially UML, offer a structured way to describe systems. Wheras the syntax
of UML is defined, security related semantics are not yet commonly agreed.
As it is possible to specify especially security aspects more explicitly, tool
support is possible (e.g. for automated verification). Such tools are available
that support the usage of modeling techniques during development. It is pos-
sible to show dependencies between elements of a system with semi-formal
approaches. Thus it should be basically possible to model side effects of secu-
rity related aspects, too. As semi-formal specifications are easy to understand
it should be rather easy to adapt them to changing requirements. However,
this depends mainly on the complexity of the system.

5.5.2 Formal Methods

Security is a current hot topic in the formal methods community. During
development formal methods are powerful tools to show that a system meets
the requirements. Typically formal methods are applied to protocols such as
authentication, fair exchange, electronic commerce, and electronic auctions. A
well-known result of the formal method approach is the Bell-LaPadula model
for access control that was used in the Orange Book [16]. Formal methods
provide benefits in several ways [240]. As you can specify the interface between
the system and its environment, they help to narrow the system’s boundary.
Furthermore, you can characterize the behavior and the properties of a system
in a precise way.

Another important aspect, especially in the field of security, is that you
can prove that a system meets its specification. During the process of speci-
fication, formal methods help to focus the developer’s attention. During the
process of verification, they provide additional assurance in order to increase
the trustworthiness of a system. Formal approaches cover descriptive tech-
niques such as specification languages, models, and logics as well as analysis
techniques like model checking, theorem proving, and their combination.

Formal methods can be grouped in logic-based methods and status- or
process-based methods. Using logical methods, such as Z, the predictable
properties of a system are described. Additionally they provide means to
validation by test. With status- and process-based methods structures and
flows are described. These provide validation by simulation only and can be
classified as asynchronous (e.g. Petri Nets) or synchronous methods.

Policies in a formal way and especially authorization policies are used
in the area of management of distributed systems. There exist different lan-
guages [56] to describe policies in a formal way and also mechanisms to check
consistency and conflicts [224].
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Findings. Typically formal methods are applied only to specific problem ar-
eas such as smart-cards or cryptographic protocols. Larger systems cannot be
handled with formal methods due to increased complexity and dependencies.
This could be a difficult task as systems become more and more complex.
Although formal approaches deliver important contributions to the field of
security, the layman cannot be expected to have the required mathematical
background. Formal methods allow highly structured representations. This
is also reflected in a variety of available tools. However, the verification of a
system can be only as good as the assumptions that have been postulated.
Thus, the biggest challenges of the formal method community will always be
to improve the specification capabilities and to find adequate model assump-
tions. Today formal methods can be used for systems with a certain level of
complexity. It is rather difficult to model large, distributed systems and to
consider side effects appropriately. Remaining exercises will be to push the
integration of formal methods into the overall process of engineering and to
cope with partial specifications. The results of a formal specification cannot
be adapted easily to changing requirements as they require a high level of
expertise.

5.5.3 Summary

The modeling techniques as well as formal methods usually show a high
degree of structured information. Thus, the tool support is good. It is even
possible to consider side-effects and time dependencies. On the other hand
the required expertise for developing the architecture and the design of a
system with these approaches is high. Note that patterns can be integrated
in this life-cycle phase, especially when we consider the semi-formal modeling
techniques. For instance, UML diagrams can be found in patterns very often.

5.6 Building

Building a new system means to codify the design for given runtime platforms.
Thus, we look at approaches at the code-level such as secure programming
guidelines and checklists. In a broader sense we also count the proper selec-
tion and configuration of systems and sub-systems for implementing security
functionality to the building phase. With this understanding we examine se-
curity building blocks and best practice documents.

5.6.1 Secure Programming Guidelines

At the code level, certain security programming guidelines are available such
as NCSA Secure Programming Guidelines [159], Secure Programming for
Linux and Unix HOWTO [238] and Security Code Guidelines from SUN
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Microsystems [155]. The intention is to avoid typical pitfalls during codify-
ing and resulting security weaknesses such as buffer overflows or extended
privileges. These guidelines focus on specific features of given programming
languages, e.g. how to write suid programs in C, how to write secure CGI
programs, or how to write secure Java code. They offer advice on what to do
(e.g. “keep privileged code as short as possible”) and what mustn’t be done
(e.g. “never use the unix system() call”).

Findings. Using programming guidelines is straightforward and leads only
to minimal overhead. Before, during and after coding the programmer looks
up how to implement sensitive parts. Security know-how is not required but
security awareness. After a while we can expect that he gets familiar with
the problems and adopts the secure programming paradigm. As program-
ming guidelines are rather low-level, there is no high degree of structuring.
Nevertheless, there are certain tools that help the programmer to identify
problems and propose solutions at the code level. Usually, side effects are
not mentioned. Often, security measures at the code level lead to decreased
performance. As programming languages are available for a long time, pro-
gramming guidelines are rather stable. For example, we know for more than
30 years how to prevent buffer overflows (nevertheless, they are still a major
reason for security breaches).

5.6.2 Security Building Blocks

The implementation of security can be seen from a module-based point-of
view. This means that countermeasures are identified separately for each
building block of the system. For example, the German IT Baseline Protec-
tion Manual describes standard countermeasures that should be considered
for a set of typical IT systems [33]. These countermeasures can be applied
if overall, typical threats can be assumed. Going beyond this baseline, ad-
ditional countermeasures have to be identified and implemented in high-risk
scenarios.

For each component a set of the typcial threats is provided. These threats
are taken from a threat catalog. Furthermore, detailed descriptions of corre-
sponding countermeasures are given which are also taken from a catalog. The
IT Baseline Protection Manual is organized in several hierarchical layers in-
cluding infrastructure, IT systems, networks and applications. The standard
covers both general and product-specific countermeasures of commonly used
IT components. The IT Baseline Protection Manual also features an under-
lying matrix that assigns threats to countermeasures. Together, this should
lead to a consistent description of security building blocks. Nevertheless, we
identified inconsistencies, e.g. the threat “disruption of power supply” is as-
signed to a networked UNIX server but not to a networked server based on
the Windows NT operating system. As a consequence, the countermeasure
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“local uninterruptible power supply” could be missed. Obviously, the benefits
of structuring are not used consequently5.

Findings. The selection of appropriate building blocks depends mainly on the
results of the analysis phase. The implementation itself is straightforward and
mainly an organizational effort. As detailed information is provided, security
expertise is basically not required. Nevertheless one has to know the corre-
sponding configuration parameters and how they can be adapted. Further-
more, one should be aware of side-effects that might lead to new problems.
The documents are typically loosely structured. We can find an introduc-
tion section, a description of threats and countermeasures, and references to
documents that provide further information. Due to a good degree of struc-
turing the IT Baseline Protection Manual is suitable for tool support and
a variety of tools is available on the market. Side-effects can basically be
considered. However, the documents usually don’t describe the drawbacks of
certain countermeasures. Approaches based on building blocks are based on
typical generic threats and are therefore not very time-dependent. For exam-
ple, the IT Baseline Protection Manual is reviewed and updated twice a year.
As a consequence, the countermeasures have to be reviewed regularly, too.

5.6.3 Best Security Practices

Best security practices are usually compiled by organizations or people
which offer security services based on a long-lasting experience such as the
CERT/CC that provides a couple of documents about improving the secu-
rity of networked computer systems [8]. The information is organized in three
hierarchical levels: security improvement modules, practices, and implemen-
tations. The modules cover top-level topics such as “Security for Information
Technology Service Contracts”, “Responding to Intrusions”, “Securing Pub-
lic Web-Servers”, etc. Each module is structured in a rather uniform way.
First, the terminology is clarified and the target audience is addressed. Each
module also defines the scope, i.e. what is covered (and what not). Then the
security issues (i.e. what kind of problems can occur) and a top level summary
of how security can be approved are provided. Each module refers to corre-
sponding security improvement practices and related modules/documents.
The practices describe security improvement in a procedural way. They are
organized in several areas such as hardening and securing systems, preparing
detection, responding to intrusions, etc. The practices are structured, too.
First, a motivation is given (“Why this is important”). Then guidelines are
provided how to improve security. Finally, policy considerations and links to
implementations are given. The implementations are concrete instructions
for specific systems and applications. They contain “backward references” to
the corresponding practices. If available, they contain scripts that help to
5 This was approved by an e-mail conversation with a member of the BSI team

which is responsible for the IT Baseline Protection Manual.
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carry out certain tasks. The implementations themselves are not uniquely
structured.

Findings. The main effort in applying security best practices lies in finding
the right document. Once identified, the steps are straightforward. It can
be expected that you get more and more familiar with the approach using
the documents several times. Problems occur, however, when you leave the
typically narrow focus of such security improvement approaches. The tar-
get group is always mentioned. Expert security know-how is not necessarily
required. The documentation seems to be suitable for security novices. Es-
pecially the structure of the CERT/CC documents is convenient. It helps to
get familiar with them and to compare them efficiently. However, the struc-
ture gets blurred the more concrete the documents become. Furthermore,
the structural elements seem not to be mandatory, i.e. there are some varia-
tions. Currently, only a HTML-based web-interface is provided. However, the
underlying structure would make tool support possible. The three-level hi-
erarchy along with bi-directional references shows the dependencies between
the documents. This helps to identify side affects and increases the comfort
of browsing this collection of knowledge. By nature, the more concrete doc-
uments are more time dependent and should be updated on a regular basis.

5.6.4 Summary

The security improvement artifacts at the implementation level of a system
are very suitable for novices. Most of them are mature and address well-known
problems at the code and configuration level. However, there is still room for
improvements. Especially, the tool support as well as the consideration of
side-effects can still be improved. Furthermore, we could realize a trend that
security-related patterns emerge at this area [201].

5.7 Testing

During integration and especially during the operation of a system it is nec-
essary to look for vulnerabilities that have been discovered recently. This can
be achieved by querying vulnerability databases that list known vulnerabili-
ties of a given system. In contrast to these more conceptual approaches, such
tests can also be conducted based on automated tools that usually detect
problems locally or remotely during runtime.

5.7.1 Conceptual Testing

In a broader sense we define a vulnerability database as structured collection
of information about vulnerabilities. At present there is already a multitude
of various vulnerability databases. These databases are driven publicly or
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privately by various organizations. All vulnerability databases offer a web-
frontend for keyword-based searches. Therefore, they serve as a tool for the
analytical identification of vulnerabilities and attacks. This approach can be
used by stakeholders in order to derive requirements and by developers in
order to secure re-used components (e.g. application servers). The content
of vulnerability databases is typically limited to flaws in implementation or
configuration.

CERT/CC. An approved source of vulnerability information is the CERT/CC
(see also Section 7.5.2) [42]. An entry in this database contains an overview
of the vulnerability, a more detailed description, the impact of the vulnera-
bility and a solution, e.g. apply a patch. Furthermore the affected systems
are listed. Pointers to information can be found in the references section. At
the end, all people having contributed to a database entry are acknowledged.

Bugtraq. In contrast to CERT/CC the Bugtraq vulnerability database is op-
erated under a full-disclosure policy, i.e. information is published as soon as
possible and there is basically no censorship [213]. The database entries are
similar to the CERT/CC database. However, it contains detailed information
regarding the exploitation of a vulnerability.

X-Force. The X-Force database is operated by the company Internet Security
Systems [227]. It is the data pool for the company’s security tools. Again, the
database schema is similar to the previous ones.

ICAT Metabase. The National Institute of Standards and Technology (NIST)
operates a meta database called ICAT [164]. It contains entries of other vul-
nerabilities and references to them. According to NIST these are all CERT-
Advisories, the X-Force database, information from the mailing lists Bugtraq
and NT Bugtraq as well as the corresponding database. Additionally, several
security related notifications from vendors are included. In contrary to the
other databases, the ICAT database offers extensive search capabilities. More
than 40 vulnerability attributes can be used to narrow the results of a query.

Findings. The usage of vulnerability databases is very convenient for the
identification of vulnerabilities. Web-based query interfaces simplify the over-
all process. Almost everyone can use vulnerability databases. Without expert
knowledge everyone can look up whether there are known vulnerabilities for
a given system. However, the installation of fixes or updates - if available -
is more difficult. Vulnerability databases belong to the structured or highly
structured sources of security related information [118]. This enables effi-
cient search and retrieval of relevant information and tool-support (ranging
from GUI frontends to automated security analysis tools). A severe short-
coming is the isolated treatment of vulnerabilities. Thus relationships and
bias effects cannot be considered. With a vulnerability database only single
vulnerabilities can be rated as specific context information is not available
[205]. The time dependency depends on the disclosure policy of the operator
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of a vulnerability database. Databases with a full-disclosure policy are up-
dated frequently and usually are always up-to-date. The advantages for the
user yield a rather high effort for the maintenance of the database on the
operator’s side. Furthermore, little effort is made to strive for standardized
data and provider models which in turn leads to a high data redundancy
and an aggravated information search on the user side since information on
vulnerabilities may be a competitive advantage [198]. On average informa-
tion about a particular vulnerability can be found only in two of ten major
vulnerability databases 6.

5.7.2 Runtime Testing

Security scanners are tools for the automated detection of vulnerabilities.
For example, they can be used by developers in order to identify problems in
prototypes (the stakeholders also use them later to find problems in running
systems). Typically, they rely on an internal vulnerability database - often
a snapshot of one of the databases discussed before. The functionality is as
follows: the software is started on a remote system, then the entire network is
analyzed. If the running services are determined, the next step is the identi-
fication of vulnerabilities. In order to identify vulnerabilities that are locally
exploitable additional scanners which are locally installed have to be used.
The following tools give an overview for this kind of software.

Internet Scanner. The Internet Scanner by Internet Security Systems (ISS)
has been an established product [226]. The first version of the software was
released in 1992 and lead to an unpleasant amount of work for CERTs at that
time7. A recent version is shipped with about 40 categories (e.g. “Backdoors”,
“CGI-Bin” or “TCP/IP”) and 728 security tests. The Internet Scanner relies
on the X-Force database.

System Scanner. A supplementary tool is ISS’s System Scanner which is
executed locally on the target of evaluation [226]. Thus the local exploitation
of vulnerabilities can be considered.

SecureScan. The company VIGILANTe offers the product SecureScan which
is also a remote analysis tool [233]. Its distinguishing feature is that it can be
combined with other products, e.g. with the ISS Security Scanner or Network
Associates’ CyberCop NT. Therefore a higher recall factor can be achieved.

Findings. The main effort lies in the configuration of the scanning process,
i.e. what kind of systems are analyzed, what kind of vulnerabilties have to
be tested, etc. Then the tool runs autonomously and after a while the user
gets a report. As there are also free tools available (such as Nessus [59]), the
6 The MITRE Corporation, Editorial Board Teleconference Summary, June 2001.
7 Personal conversation with Klaus-Peter Kossakowski who worked several years

for different CERTs and wrote his PhD thesis about such incident response
capabilities [138].
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purchasing costs can be minimized. Security scanner tools are very conve-
nient for users. They provide “point & click” interfaces and help to automate
the process of identifying vulnerabilities. Some tests may be dangerous (e.g.
a test for DoS vulnerability could bring a system down), i.e. one should be
careful configuring such tools. As most tools rely on vulnerability databases,
the representation is equally suitable. Furthermore, such tools provide struc-
tured reports, i.e. what vulnerabilities have been identified. As a consequence,
testing is very suitable for automation and tool support. However, the results
are limited to the underlying databases, i.e. flaws in architecture and design
can typically not be found automatically. As discussed, most vulnerability
databases don’t treat relationships between vulnerabilities. Thus, using test-
ing tools cannot go beyond the capabilities of the underlying databases, too.
As it is simple to carry out a security scan, the list of identified vulnerabilities
can be easily kept up-to-date. This depends on the vulnerability databases,
too8.

5.7.3 Summary

The strength of the examined testing tools lies in the high degree of structured
information which make them suitable for automation of the testing process.
As they offer convenient user interfaces, they are also suitable for novices -
however, the results should be treated with certain care in order to avoid a
false sense of security. Although it would be possible, they do not, however,
consider the side-effects of a vulnerability.

5.8 Summary and Conclusions

Every security improvement artifact discussed before is a valuable resource
for making systems more secure. However, our analysis reveals that the hu-
man factor is often not considered appropriately. Furthermore, there are al-
ways interrupts as security and system engineering are separated tasks. In
the following we provide a summary of our examination. Furthermore we
discuss how patterns fit into our framework and what is missing in order to
understand them and make them suitable for security engineering.

5.8.1 Summary

In Table 5.2 we summarize our findings and evaluate each security improve-
ment artifact according to the following simple scaling scheme. From the
viewpoint of a given classification criteria, a security improvement artifact
. . .
8 The business model of commercial tools is to make money with updates of the

vulnerability databases.
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– strongly supports security novices (++).

– somewhat supports security novices (+).

– provides only limited support for security novices, more convenient for ex-
perts (-).

– provides no support for security novices at all, even inconvenient for ex-
perts (- -).

For example, security programming guidelines require no special secu-
rity knowledge from the programmer. However, a certain degree of security
awareness is necessary. Therefore, the expertise criteria is rated with a (+).
For the sake of clearness we underlay (-) and (- -) with a light-gray box. Our
evaluation reveals the following trends:

– Security improvement artifacts at early life-cycle stages (requirements defi-
nition, analysis, architecture and design) are not suitable for novices. They
require significant levels of both resources (effort) and security knowledge
(expertise). At lower levels, i.e. building and testing novices find a variety
of convenient concepts which guide them during building and operating
systems securely.

– Most approaches show a significant degree of structuring that enables tool
support. In particular, goal trees, modeling techniques, and testing ap-
proaches are suitable for novices.

– Most of the examined artifacts don’t support the consideration of side
effects - a situation where failures creep in. An exception are the CERT/CC
security improvement modules that show bi-directional linkage between
documents.

– Especially during building and testing time dependencies can be considered
appropriately. Approaches at earlier phases are either too generic or too
heavy-weight (effort, expertise) in order to produce up-to-date results.

As indicated by the last row of Table 5.2, patterns as introduced in Chap-
ter 2 feature most of the advantages mentioned above: the effort for using
them is low, security expertise is not required by definition, patterns have
a structured representation (context, problem, forces, etc.), they are linked
to other patterns, and ideally they are time invariant. Furthermore, pat-
terns can be found at different levels of abstraction and for different life-cycle
phases. As such they seem to be an ideal complement for the discussed secu-
rity improvement artifacts and a solution for the human factor problem. For
example, security policies doesn’t seem to be an adequate approach at all -
although security cannot be done without them. We come back to this later
and show how patterns can compensate such limitations. However, some fea-
tures are missing that make patterns suitable for security engineering. This
is discussed in the following.
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Requirements.

Evaluation Criteria: (- -) (- -) (+) (+) (-) (- -)

Management Standards: (+) (-) (-) (+) (+) (+)

Policy: (-) (-) (- -) (- -) (- -) (- -)

Analysis.

Goal Trees: (-) (-) (++) (++) (-) (-)

Risk Analysis: (- -) (- -) (+) (+) (-) (-)

Work Factor Concept: (- -) (- -) (+) (+) (-) (- -)

Severity Prioritization: (-) (- -) (- -) (+) (- -) (- -)

Risk Prioritization: (+) (-) (+) (++) (- -) (-)

Architecture & Design.

Modeling Techniques: (+) (-) (++) (++) (+) (+)

Formal Methods: (-) (- -) (+) (+) (-) (-)

Building.

Programming Guidelines: (++) (+) (-) (+) (- -) (++)

Building Blocks: (+) (+) (+) (++) (-) (+)

Best Practices: (+) (++) (+) (+) (++) (+)

Testing.

Vulnerability Databases: (+) (-) (++) (++) (- -) (+)

Runtime Testing: (++) (+) (++) (++) (- -) (++)

Pattern Approach. (+) (++) (+) (- -) (++) (+)

Table 5.2. Strengths of common security approaches.

5.8.2 Conclusions

Elementary drawbacks of patterns can be found in the patterns-discussion
FAQ maintained by Doug Lea [145]. The first important question for our
discussion is about finding relevant patterns:
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9) Where can I find published or online patterns about XXX?

There is not a central clearing house for patterns, but it
is not too hard to find them. Here are some starting points:

* Hillside Patterns Home Page
* Linda Rising’s book, The Pattern Almanac (also its
predecessor, The Patterns Handbook), that contains
references to most patterns that have been published.

* Wiki
* Pattern Depot
* Open directory
* Your favorite search engine

We don’t agree that is is not too hard to find a particular pattern for
a specific problem. Given the growing number of pattern-related events, the
number of new patterns is steadily growing. For example, about 40 contribu-
tions were submitted to EuroPLoP 2002 as well as to PLoP 2002. If we assume
this as the average number of new patterns for each conference, we will have
a total number of nearly 300 pattern contributions where each contribution
often contains more than one pattern (e.g. a pattern language). Even worse,
not all related patterns are merged into a larger system of patterns9. It is far
from being convenient to browse several web sites/books in order to find the
pattern that really solves your problem. And as search engines are usually
keyword based, you cannot type in your problem expecting to retrieve the
right pattern immediately.

More sophisticated queries would be possible, however, if we took ad-
vantage of the structure of patterns. As user we have a problem in a given
context. It would improve search and retrieval capabilities if we were able to
utilize this semantic information for looking up the right pattern (assuming
that they can be accessed through a single interface). Nevertheless, we still
have the problem of different templates, i.e. some patterns have more struc-
ture than others. Basically, this is a good thing as it doesn’t constrain the
authors freedom. On the other hand, a value-added tool-support is more diffi-
cult to achieve if not impossible. The reason for this can be found in another
patterns-discussion-FAQ item:

19) What is the theoretical basis of Patterns?

No formal basis in the usual sense. [...]

However, a theoretical model that describes the syntax of security pat-
terns would be an important pre-requisite for (tool-)supporting novices in

9 Recognizing this the community started several events for merging and integrat-
ing related patterns and pattern languages.
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finding and using the right pattern. Concluding our discussion the we derive
the following requirements for a pattern-based approach for security improve-
ment:

– We need to understand what security patterns actually are and how they
can be used.

– We need a theoretical model in order to improve search and retrieval of
patterns.

– We need an interface to access all relevant patterns.

An important boundary condition is that existing patterns considered
as a piece of written knowledge cannot be changed as it would require a
lot of effort to unify all patterns. Even more important is that the commu-
nity would not accept to be forced to use a mandatory template (in fact
such a proposal would very likely be ignored). Based on that we present our
pattern-based approach for integrated security and system engineering in the
following chapters.



6. Toward a Security Core Ontology

Such concept and terminology
inconsistency is a symptom of
the relative immaturity of the
field of computer security.

Edward Amoroso

6.1 Introduction

In this chapter we provide definitions of security concepts and relations be-
tween them as used in this book. On the one hand these are required as many
different definitions are used in security literature. A clarification of the rela-
tions between the concepts helps to get a better understanding of the overall
concept “security”. On the other hand the development of such a “security
ontology” enables the automated processing of security-related information.
As such, we consider a security ontology as an important prerequisite for
specifying security patterns and improve their applications in the security
domain.

Outline. This chapter is organized as follows: first, we outline and assess re-
lated work which deals with ontologies concerning security in Section 6.2. In
Section 6.3 we briefly present the methodology we have used for the develop-
ment of our security core ontology. In Section 6.4 we introduce definitions of
top-level security concepts. We discuss the relations between these concepts
in Section 6.5. Finally, we summarize our findings in Section 6.6.

Results. The result of this chapter is a small core ontology which contains
key definitions of security concepts and relations between them. As it is based
on an intuitive understanding of security – i.e. a state of security is achieved
when there is protection against known threats – virtually any community
security terminology (e.g. ontologies derived from security standards) can be
integrated seamlessly.

M. Schumacher: Security Engineering with Patterns, LNCS 2754, pp. 87-96, 2003.
 Springer-Verlag Berlin Heidelberg 2003

Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.
Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.

ALLGEMEIN ----------------------------------------
Dateioptionen:
     Kompatibilität: PDF 1.2
     Für schnelle Web-Anzeige optimieren: Ja
     Piktogramme einbetten: Ja
     Seiten automatisch drehen: Nein
     Seiten von: 1
     Seiten bis: Alle Seiten
     Bund: Links
     Auflösung: [ 600 600 ] dpi
     Papierformat: [ 595 842 ] Punkt

KOMPRIMIERUNG ----------------------------------------
Farbbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 150 dpi
     Downsampling für Bilder über: 225 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Mittel
     Bitanzahl pro Pixel: Wie Original Bit
Graustufenbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 150 dpi
     Downsampling für Bilder über: 225 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Mittel
     Bitanzahl pro Pixel: Wie Original Bit
Schwarzweiß-Bilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 600 dpi
     Downsampling für Bilder über: 900 dpi
     Komprimieren: Ja
     Komprimierungsart: CCITT
     CCITT-Gruppe: 4
     Graustufen glätten: Nein
     Bitanzahl pro Pixel: Wie Original Bit

     Text und Vektorgrafiken komprimieren: Ja

SCHRIFTEN ----------------------------------------
     Alle Schriften einbetten: Ja
     Untergruppen aller eingebetteten Schriften: Nein
     Untergruppen bilden unter: 100 %
     Wenn Einbetten fehlschlägt: Warnen und weiter
Einbetten:
     Immer einbetten: [ ]
     Nie einbetten: [ ]

FARBE(N) ----------------------------------------
Farbmanagement:
     Farbumrechnungsmethode: Alle Farben zu sRGB konvertieren
     Methode: Standard
Arbeitsbereiche:
     Graustufen ICC-Profil: 
     RGB ICC-Profil: sRGB IEC61966-2.1
     CMYK ICC-Profil: U.S. Web Coated (SWOP) v2
Geräteabhängige Daten:
     Einstellungen für Überdrucken beibehalten: Ja
     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja
     Transferfunktionen: Anwenden
     Rastereinstellungen beibehalten: Ja

ERWEITERT ----------------------------------------
Optionen:
     Prolog/Epilog verwenden: Nein
     PostScript-Datei darf Einstellungen überschreiben: Ja
     Level 2 copypage-Semantik beibehalten: Ja
     Portable Job Ticket in PDF-Datei speichern: Nein
     Illustrator-Überdruckmodus: Ja
     Farbverläufe zu weichen Nuancen konvertieren: Nein
     ASCII-Format: Nein
Document Structuring Conventions (DSC):
     DSC-Kommentare verarbeiten: Nein
     DSC-Warnungen protokollieren: Nein
     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Nein
     EPS-Info von DSC beibehalten: Nein
     OPI-Kommentare beibehalten: Nein
     Dokumentinfo von DSC beibehalten: Nein

ANDERE ----------------------------------------
     Distiller-Kern Version: 5000
     ZIP-Komprimierung verwenden: Ja
     Optimierungen deaktivieren: Nein
     Bildspeicher: 524288 Byte
     Farbbilder glätten: Nein
     Graustufenbilder glätten: Nein
     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja
     sRGB ICC-Profil: sRGB IEC61966-2.1

ENDE DES REPORTS ----------------------------------------

IMPRESSED GmbH
Bahrenfelder Chaussee 49
22761 Hamburg, Germany
Tel. +49 40 897189-0
Fax +49 40 897189-71
Email: info@impressed.de
Web: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<
     /ColorSettingsFile ()
     /AntiAliasMonoImages false
     /CannotEmbedFontPolicy /Warning
     /ParseDSCComments false
     /DoThumbnails true
     /CompressPages true
     /CalRGBProfile (sRGB IEC61966-2.1)
     /MaxSubsetPct 100
     /EncodeColorImages true
     /GrayImageFilter /DCTEncode
     /Optimize true
     /ParseDSCCommentsForDocInfo false
     /EmitDSCWarnings false
     /CalGrayProfile ()
     /NeverEmbed [ ]
     /GrayImageDownsampleThreshold 1.5
     /UsePrologue false
     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /AutoFilterColorImages true
     /sRGBProfile (sRGB IEC61966-2.1)
     /ColorImageDepth -1
     /PreserveOverprintSettings true
     /AutoRotatePages /None
     /UCRandBGInfo /Preserve
     /EmbedAllFonts true
     /CompatibilityLevel 1.2
     /StartPage 1
     /AntiAliasColorImages false
     /CreateJobTicket false
     /ConvertImagesToIndexed true
     /ColorImageDownsampleType /Bicubic
     /ColorImageDownsampleThreshold 1.5
     /MonoImageDownsampleType /Bicubic
     /DetectBlends false
     /GrayImageDownsampleType /Bicubic
     /PreserveEPSInfo false
     /GrayACSImageDict << /VSamples [ 2 1 1 2 ] /QFactor 0.76 /Blend 1 /HSamples [ 2 1 1 2 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 2 1 1 2 ] /QFactor 0.76 /Blend 1 /HSamples [ 2 1 1 2 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /sRGB
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 150
     /EndPage -1
     /AutoPositionEPSFiles false
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 1.5
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 600
     /AutoFilterGrayImages true
     /AlwaysEmbed [ ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 150
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 600 600 ]
>> setpagedevice



88 6. Toward a Security Core Ontology

6.2 Related Work

Comparatively early, Filman and Linden published a paper about an ontol-
ogy for security (OntoSec) [88]. The scenario are software agents - so called
SafeBots - which should implement software security controls. The overall
goal was to make defenses more cost effective and to make attacks much
harder as the vision is that the agents are distributed and pervasive enough.
Important preconditions were that the agents communicate and that they
can be generated dynamically from a predefined specification. OntoSec is the
language to fulfill these requirements. “Security requirements, specifications,
goals, actions, events, and knowledge of agents” can be represented.

Grill introduced a framework for comparing and querying Certification
Practice Statements (CPS) [98]. In the context of Public Key Infrastructures
(PKI) CPS are documents which describe practices and procedures applied
when a certificate is issued. The approach was to represent these statements
with Description Logics in order to make them processable by computers.
That way, end users can be supported by judging whether certificates are
trustworthy or not. This work is a step toward an ontology in this particular
security domain.

Denker developed a security ontology for DAML+OIL in order to con-
trol access and data integrity of Web resources [58]. That way, the security
requirements of a Web resource can be annotated and taken into account
by Web applications. Thereby, well known security methods and techniques
are considered such as password-based login or X509 certificates for authen-
tication. A hook to the XML Signature Syntax and Processing Rules [14] is
also provided in order to specify more details of the access restrictions. This
approach was also implemented for data integrity. As a proof-of-concept an
integration within DAML-S service specifications as well as a wrapper for the
Security Assertions Markup Language (SAML) is provided.

Raskin et al. presented an ontology-driven approach to information se-
curity [177]. They remark that a security ontology could increase the sys-
tematics, allows for modularity and could make new phenomena predictable
within the security domain. In particular, an ontology approach is a prereq-
uisite for the inclusion of natural language documents (e.g. incident reports
or vulnerability notes). Furthermore, a precise specification of the security
know-how could help to improve prevention and reaction capabilities. The
largest ontology of this project was also described in a book of Nirenburg
and Raskin [163] and can be accessed by a Web interface. According to the
authors a glossary of security-related terms has been compiled and added to
the ontology1.

In summary, most of these approaches are rather close to the technical as-
pects of security and particularly of specific application domains. As such, we

1 About 400 concepts without claiming “to be fully representative, let alone ex-
haustive”.
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cannot use them as they don’t describe a generic model of security that can be
used for specifying patterns. However, Nirenburgs and Raskins work go into
this direction as it contains entries taken from glossaries and an English lexi-
con. However, it doesn’t define the general relation between countermeasures
(i.e. means of protection), threats and attacks (i.e. which represent danger).
Thus, their ontology is not yet suitable for our specification of security pat-
terns as we cannot express our core model of security. Nevertheless, we can
basically import concept from this ontology if they fit in on of the concept
classes described in this chapter.

6.3 Methodology

We develop an ontology that contains the core concepts and relations of the
security domain. Thus, we haven’t followed a fully-fledged process of ontol-
ogy development. We rather focus on a simple representation of a security
paradigm that can be applied both in theory and in practice.

In particular, we followed the pragmatic, collaborative approach to on-
tology design as discussed by Holsapple and Joshi [115]. The basic idea is
to let a group of people work together in order to develop and improve a
given ontology iteratively. Such an approach helps to identify and eliminate
inconsistencies and ambiguities. In principle, this approach can be combined
with any of the ontology development methodologies such as discussed in
Section 3.4.2. For example, the Enterprise Model Approach or TOVE could
be used. We proceeded as discussed in the following paragraphs.

Consideration of Design Requirements. The first step is to specify how we
meet the design criteria for the ontology design (see Section 3.4.1). The overall
goal is to define the core security concepts as the basis for a theoretical model
for security patterns. Thus, the boundary conditions are that we basically
want to describe practicable solutions to well-known problems. Thus, we limit
our approach to the identification of a small set of core security concepts.
Finer-grained taxonomies going beyond the first level of abstraction are out
of scope.

Our prime directive is to adopt standard names and definitions of security
concepts. For example, we have looked in the glossary of the Common Criteria
[121], the Internet Security Glossary [182] as well as definitions given in state-
of-the-art security textbooks or articles. This proceeding ensures the clarity
of the resulting ontology (see Section 3.4.1). For each concept we provide
natural language documentation.

The coherence requirement states that inferences should be consistent
with the given definitions. We show that this requirement is met by the
derivation of our theoretical model and its applications in Chapter 8 and
Chapter 9. As we can prove that the defining axioms are logically consistent,
the ontology fulfills this criteria.
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We restricted our effort to the identification of disjoint core security con-
cepts which are related to patterns. We can use the security core ontology as
a generic structure for plugging in security terminologies of different sources.
Thus, the requirement extendibility can be met, too.

As we avoided to use proprietary elements of the selected representation
language (namely F-Logic ), we also have a minimal encoding bias as the
ontology can virtually be codified in any representation languages as for ex-
ample discussed in Section 3.4.3.

Our basic assumption for the core security concepts is our understanding
of “security” as a condition of security (i.e. protection against threats and
attacks) achieved by a set of safeguards and countermeasures. As there are
no more assumptions, we also considered the requirement of making only
minimal ontological commitments.

Task Definition. This book defines security patterns and shows how to make
use of their added values. In order to specify the purpose of our ontology
in more detail, we identified a set of competence questions by conducting
interviews with a couple of selected security professionals. Thereby, we briefly
introduced security patterns based on our PLoP submission in 2001 [208].
Then we asked the participants what features they would expect from a
useful security patterns query engine. It turned out quickly that the individual
answers could be generalized to a set of competence questions which are listed
in Appendix C. The key concepts of our security core ontology can be derived
from the competence questions contain.

Anchoring and Improvement. For each identified concept we provide a nat-
ural language definition. These definitions are derived from standards, text-
books and articles and have been proven to be useful in both educational
and project work of the author (see Appendix E). During our development
process of the ontology, a small set of 15 people contributed to the security
core ontology. In particular, they all have different backgrounds covering edu-
cation at universities, security consulting, development of secure systems and
some members of the pattern community. This is neither a representative nor
significant set of people, but nevertheless the feedback process has helped to
identify some inconsistencies and ambiguties. We have been in the position
to improve some definitions considerably.

6.4 Definitions of Concepts

In the following we present definitions of the core security concepts used
throughout this document. As scenario for the following definitions we think
of a small company that develops and sells software products. We don’t claim
that the ontology is complete but as we considered the design criteria dis-
cussed in the previous section, it is possible to integrate further concepts and
instances. We always indicate such possible extensions.
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Asset. Security is defined in the context of (objective or subjective) perceived
threats. A threat is always directed against an asset, i.e. statements about
security have to be seen in the context of such an asset. We define the concept
Asset as follows:

Definition 3 (Asset). Assets are information or resources which have value
to an organization or person.

A set of typical assets in an IT environment is, for instance, provided in
the IT Baseline Protection Manual [33]. For example, applications, systems,
or networks can be counted among these assets. Beside this rather “material”
things assets can be seen more abstract. For example, human-related assets
are intellectual properties, documents, know-how, etc. Accordingly, it is pos-
sible to add sub-concepts of assets. Considering our example, the source-code
of the software products represents an asset for the company.

Stakeholder. The important aspect of the previous definition is that assets
belong to or are needed by someone. As this doesn’t necessarily need to be
the owner of an asset, we prefer to use the concept Stakeholder:

Definition 4 (Stakeholder). A stakeholder is an organization or person
who places a particular value on assets.

The stakeholders use the assets in order to conduct his “business” prop-
erly. As such they place a certain value on them. Ideally they should take care
that they could rely on them. As there can be different types of stakeholders
(with different size, different number of employees, etc.) the ontology can be
extended that way. In our imaginary company the chief executive officer and
the developers probably put a value on the source-code.

Security Objective. Now we make our understanding of security more precise
in the context of assets as defined before. Especially this means to specify
what objectives have to be expressed in order to achieve a certain level of
protection.

Definition 5 (Security Objective). A security objective is a statement of
intent to counter threats and satisfy identified security needs.

Typical security objectives are that the protection of confidentiality and
integrity of an asset has to be guaranteed. Basically, there can be many
other, more finer-grained security objectives. The core ontology can be ex-
tended with a corresponding taxonomy of such concepts [200]. It is likely that
the stakeholder of our company want to ensure confidentiality, integrity and
availability of the source-code.

Threats. In principle, threats can only be perceived as a problem if security
objectives are expressed. If one is not aware of threats one believes to be
secure although one isn’t.

Definition 6 (Threat). A threat is a potential for a security breach of an
asset.
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According to this definition threats are abstract but there is the danger
that something or someone abuses the assets. Threats can be materialized in
different ways, for example by a force majeure (lightning, fire, water, etc.),
technical failures, human error, or deliberate acts. Again, the ontology can
be extended. We could, for instance, refer to corresponding threat trees (see
Section 5.4.1) or threat catalogs (see Section 5.6.2). In our example, typical
threats are that an attacker either modifies (i.e. change or delete) the source-
code or steals it.
Attack. Attacks are one way to realize a threat. We use the following defini-
tion of Attack:

Definition 7 (Attack). An attack is an action that violates the security of
an asset.

We don’t distinguish deliberate actions from human errors (which are
other ways to realize a threat but can have the same effects as an attack).
Furthermore, attacks can have several relations to other concepts, e.g. the
corresponding action (create, destroy, modify, listening, etc.). Usually, a suc-
cessful attack leads to a certain damage of the target of an attack. Attacks
bring some advantage to the attacker (e.g. administrative rights) or security
objectives can be violated. Extending the ontology with subconcepts we could
refer to attack trees (see Section 5.4.1). An attack in our scenario could be
that an attacker eavesdrops the source-code during transmission.
Attacker. The attacker himself is a main reason why we have to care for
security. We use a very simple definition for the concept Attacker:

Definition 8 (Attacker). An attacker is the entity which carries out at-
tacks.

Formally, security standard terminology often refers to attackers more
generally as threat agents. This would also include other threat sources as
discussed before. If required, this super-concept could be included into the
ontology without changing the sub-concepts and instances of Attacker.

Attackers can be divided in several sub-classes. Thereby, we can refer
to relations to the concepts behavior (e.g. well-defined, by chance, planned,
etc.), motivation (e.g. sabotage, espionage, revenge, etc.), know-how and skills
(e.g. script-kiddies, professional, amateur, etc.) and physical access (e.g. local,
remote, etc.). Furthermore, the attacker has always more possibilities inside
the security perimeter. We distinguish such insiders from externals. Insiders
often have access to internal assets and can misuse them more easily (on the
other hand, it could also be easier to detect them). Besides, we can distin-
guish between passive and active mode of an attacker. Conducting an attack
actively means to manipulate assets somehow whereas passive attackers try
to gain information on the basis of observing assets (e.g. data exchanged on
a network or stored at a system).

In our example, an attacker could be a competitor in business or a former
employee.
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Vulnerabilities. A precondition for attacks are vulnerabilities in the assets.
We define Vulnerability as follows:

Definition 9 (Vulnerability). A vulnerability is a flaw or weakness that
could be exploited to breach the security of an asset.

Many different attributes (or relations to other concepts) are known. For
instance, Krsul provides a very sophisticated taxonomy of vulnerabilities
[139]. He refers to the impact and the location of a vulnerability, the objects
affected, etc. A more pragmatic classification has been provided by Knight
[136]. He distinguishes the following types of vulnerabilities: logical fault,
weakness, social engineering and policy oversights. These can be classified
by two factors. First, the specific target of an attack. Here he distinguishes
between systems and persons. Second, how quickly can the attacker exploit
a vulnerability (either immediately or after a while). This approach is nei-
ther complete nor generally applicable but it is definitely useful for a first,
coarse-grained classification.

Looking at vulnerabilities of assets in the IT context, the logical faults
and weaknesses should be considered in particular [118]. Here it is possible to
classify the vulnerabilities further by the time of their introduction, i.e. the
life-cycle of an asset should also be considered. As such there can be, for
instance, flaws in designs, implementation, integration, etc.

Vulnerabilities in our scenario could be that the company uses a ftp server
for uploading source-code. Such software is known to have implementation
(e.g. leading to buffer overflows) and configuration errors (e.g. publically ac-
cessible directories). Furthermore, files are usually not encrypted (this could
be considered as a design flaw).

Countermeasure. In order to reach a state of security there need to be some
kind of protection. In this case we speak of countermeasures as defined in the
following:

Definition 10 (Countermeasure). A countermeasure is an action taken
in order to protect an asset against threats and attacks.

Countermeasures can be implemented according to the strategies de-
scribed by the Prevention, Detection, Correction model [21]. Implementing
preventive countermeasures means that one tries to foresee the most likely
threats. This could mean to use hardened software, operating systems, etc.
An extreme interpretation of this strategy would be to give up the usage of
certain assets at all. Other countermeasures could also act as a deterrent,
e.g. immediate layoff of employees (acting as inside attackers). Detecting an
attack is very important in order to know that something is going wrong.
Here one should take care of minimizing false positives and especially wrong
negatives! As such these countermeasures are a prerequisite for a proper cor-
rection cycle. First, one has to react (in an optimal case according to prepared
plans), then one has to fix the vulnerability in order to prevent further at-
tacks.
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In our example, the company could use a VPN or switch to a secure
replacement of ftp such as ssh/scp.

Risk. The concept Risk is always used when the dangers related to a certain
activity should be estimated. We define Risk as follows:

Definition 11 (Risk). The risk is the probability that a successful attack
occurs.

The estimation of risk in the IT context is used in order to determine if
certain countermeasures are required and how much effort (costs, time, etc.)
should be spent. In order to determine if a certain security risk is acceptable,
two parameters have to be determined: the expected loss and the probability
for the occurrence of a malicious event. The multiplication of both values
results in the security risk (see Section 5.4.2).

In our scenario, the risk that a successful attack occurs is not accept-
able. The source-code is the basis for all business and represents a very high
value. As it is rather easy to exploit vulnerabilities in the described scenario,
countermeasures must be taken.

6.5 Relations between Concepts

Although we have only a rather limited set of concepts and relations between
them, an overall graph which concludes all of them is already too confus-
ing. On the other hand, a visualization of the concepts and relations allows
to look at them from different points of view and to discuss the relations
more explicitly (in contrast to implicit declarations within the definitions
and the accompanying text). Therefore, we gradually explore the relations
between the security concepts introduced above with a sequence of coher-
ent illustrations. Each figure contains only the examined concepts and its
direct neighbors within the overall graph. Each concept is drawn as a named
circle and each relation is indicated as an arrow between the corresponding
concepts. In the accompanying text we emphasize the relations between the
concepts.

We start with Figure 6.1 that shows the direct relations of asset. The
most important relation is, that stakeholders place value on certain assets.
As assets usually have vulnerabilities, the property or functionality of the
assets cannot be guaranteed. Thus, certain threats can cause harm to assets.

Now we look at the direct relations of the concept stakeholder as illus-
trated in Figure 6.2. Considering the above, the stakeholder should express
security objectives which (by our definition) determine what threats should
be countered. Based on these security objectives, the stakeholder implements
countermeasures in order to protect the value of his assets.

Figure 6.3 shows the relations of the concept threat clarifying the com-
plementary relation between countermeasures and threats. On the one hand
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countermeasures reduce risk. On the other hand threats increase risk. Be-
sides, we can see that threats cause harm to assets. Furthermore, particular
attacks realize specific threats. That way, attacks are indirectly related to
countermeasures, i.e. a countermeasure should also protect against attacks.
In principle, countermeasures protect against threats. As such they are means
to achieve and maintain a certain level of security. This relation also reflects
that attackers and stakeholders are virtually opponents in the IT world. It is
important to note, that the perception of threats depend on the security ob-
jectives. Only if security objectives address certain threats, countermeasures
can be justified.

Other important relations of attacks are shown in Figure 6.4. Basically,
attacks exploit vulnerabilities in order to breach the security of an asset and
take illegal advantages. The attacks themselves are carried out by attackers.
This sounds trivial but the skills, motives, and capabilities of an attacker have
a great impact on the likelihood of a successful attack. We see that attacks
are considerably determined by the attacker and an exploitable vulnerability.
As we have already mentioned attacks realize threats.
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6.6 Summary

In this chapter we have defined a security core ontology which contains well-
known key security concepts. We have roughly followed an approach of col-
laborative ontology design in order to identify blind spots, inconsistencies
and ambiguities in the ontology. Whether our core ontology will be used
by a broad community of users cannot be predicted today. However, such
ontologies “have value in and of themselves” [134]: they help to clarify “in-
consistencies” in terminology as mentioned in Amoroso’s quote in the be-
ginning. Nevertheless, the combination with other ontologies (as indicated in
the accompanying text of the definitions) will realize the full power of such
an ontology. An immediate value of our security core ontology is that we
can integrate any community terminology which follows the given structure.
Furthermore, it is possible to define mappings between different ontologies
[239]. Such an integrated ontology can then be applied to security patterns
and make their added values accessible.
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Most interesting of all, however,
is the lesson that the bulk of
computer security research and
the development activity is
expended on activities which are
of marginal relevance to real
needs. A paradigm shift is
underway, and a number of
recent threads point towards a
fusion of security with software
engineering, or at the very least
to an influx of software
engineering ideas.

Ross Anderson

7.1 Introduction

In this book we apply the pattern paradigm for improving security. Security
patterns are a solution to the human factor problems stated in Section 4 and
Section 5. Namely, they help to solve security problems avoiding repair-service
behavior and ad-hoc solutions. Taking patterns into account, side effects and
time dependencies can be identified more systematically. As security patterns
contain expert’s “wisdom” they increase security know-how and awareness.
Even for experts they are a powerful vehicle to work more efficiently at a
higher level of abstraction. As such security patterns fill a gap between theory
and the code of practice. The identification of their limitations for being
suitable as a security improvement artifact draws up the research agenda for
this book.

Outline. In this chapter we introduce the concept of security patterns: we
show an example pattern in Section 7.2 for getting a first impression on secu-
rity patterns. In Section 7.3 we outline the history of security patterns. Then
we introduce what a security pattern actually is in Section 7.4, i.e. we describe
the semantics of the elements of a security pattern. We discuss the distin-
guishing properties of a security pattern, describe how security patterns are
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supposed to be used, show security-related forces, and present an approach
for organizing security patterns. In Section 7.5 we describe where and how
security patterns can be found. Thereby we classify typical security-related
information sources. Mostly, they contain knowledge about how things ac-
tually went wrong. We also show how material for security patterns can be
derived from security standards as discussed in Chapter 5. We summarize
and conclude this chapter in Section 7.6.

Results. In this chapter we will present several important contributions for
both the pattern and the security community. Namely, we introduce our se-
curity pattern template which shows how regular patterns become a security
pattern. Furthermore, we identify and discuss two basic approaches for min-
ing security patterns as well as selected, representative sources. A result is
that one source for mining security patterns is not sufficient as they usually
don’t contain all required elements of patterns.

We have already discussed parts of these results in certain conference ar-
ticles, a journal publication and a book [199, 200, 208, 207]. Furthermore, we
initiated the establishment of the security pattern community. In particular,
we organized the first workshop dedicated to security patterns at EuroPLoP
2002 [201]. A follow-up workshop is held in 2003.

7.2 Security Pattern Example

Before we start to specify what security patterns actually are, we introduce
a short example in order to provide a first glance at the security pattern
approach. The example is taken from a pattern language of passwords and
choosing passwords which consists of 16 patterns [183]. Note that this exam-
ple represents one particular style of representing a pattern. Other style are
more detailed and contain further pattern elements.

Without knowing security patterns in detail, we can already learn sev-
eral things from this example. The pattern has a name Password Exter-

nalization that identifies the concept the pattern stands for. The pattern
starts with a summary which explains the problem and the solution in one
sentences. This helps to find out whether the user should read pattern. All
patterns share the same context, namely chosing and handling passwords.
Thus, the context isn’t explicitly given in each pattern. However, the context
is also determined by previous patterns as the implementation of a solution
usually changes the context.

The next paragraph describes a problem that occurs when you have to
chose and handle a password. The solution starts with a Therefore and con-
tains a rule, design, etc. that helps the user to solve the problem. Examples
can be used to underline that the solution is in fact a proven way to solve
the problem.
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Password Externalization

Synopsis: Use visual or other helps that play to your individual capabili-
ties to remind you of passwords..

Singleton passwords are frequently difficult to remember, because of their
arbitrary nature. Stopping short of writing them down somewhere, you
need a way to externalize them so that you can look them up.

Therefore, use your primary trait to encode a password in something that
plays to your trait. If you are a visual person, use something visual, like
a tree, or a crossword puzzle in which you encode your password. If you
are an auditory person, use the patterns you recognize in the Ode to Joy
or something similar. If you are an olfactory person, I can’t help you, but
you probably know best how to associate textual patterns with the smell
of your beloved one.

For example, some banks gave customers credit-card-sized prints that
featured a matrix of digits into which customers visualized their pin codes.
Also, some people hide pin codes in their phone books as phone numbers.

Previous pattern: Code Book.
Next pattern: Master Account File.

Figure 7.1. Security pattern example.

There are previous and next patterns. This indicates that the pattern is
somehow integrated into an overall set of patterns. Depending on the type of
these relations, temporal sequences of applying the patterns are described.

7.3 History of Security Patterns

The work on security patterns has steadily evolved over the past few years.
Today a mixture of single patterns, frameworks and pattern languages is
available. For a better comprehension of security patterns we outline an ex-
ample for a pattern language. This “Architectural Patterns for Enabling Ap-
plication Security” was the first contribution to the pattern literature explic-
itly dealing with security. Then we introduce other cornerstones of security
patterns. The overall trend led to a perception of “security patterns” as own
problem-specific pattern domain which resulted in the establishment of a
community in 2002.

7.3.1 Pioneering Security Patterns

Yoder and Barcalow were the first that published a paper with security-
related patterns in 1997 [242]. Their focus was on patterns which enable
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security at the level of general software applications. They present seven
patterns and put them in perspective describing the relations between them.
As real-world analogy they referred to a military base in order to clarify
context, problem, and solution of the patterns. Furthermore, they refer to
real-world software examples where the patterns were successfully used.

The overall pattern language (i.e. the patterns and some relations between
them) is illustrated in Figure 7.2. In the following we briefly show “thumb-
nails” of the patterns: each item starts with the name of the pattern followed
by a short description of the problem and the corresponding solution.

use

create, use

create

have

define
define

ROLES

SESSION

FULL VIEW
WITH ERRORSLIMITED

VIEW

SECURE ACCESS LAYER

SINGLE ACCESS POINT

CHECKPOINT

depend on

Figure 7.2. Security pattern system example.

Single Access Point. It is difficult to secure applications basically having
arbitrary access points. Accordingly, the solution is to restrict access to a
single point of access.
Check Point. Different users have different security requirements. A typical
problem is how these requirements can be implemented independent from
the design of the application. The solution is to encapsulate a corresponding
procedure that can implement such (changing) requirements.
Roles. The administration of users having different rights is only manage-
able to a certain, rather small extent. Therefore, users with the same rights
are grouped by assigning roles to them.
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Session. The different modules of an application need access to security-
related information such as the user’s identity. Such information should be
encapsulated globally relying on the concept of sessions. That way the infor-
mation can be made accessible locally independent from the user’s rights.

Full View with Errors. Users can call operations only if they have the
corresponding rights. Based on these rights, error messages can be displayed
whenever “illegal” operations are called.

Limited View. As alternative solution to the previous pattern, a user is
offered only those operations that he is allowed to call. Both solutions solve
the same problem but resolve the forces differently.

Secure Access Layer. Applications can only be as secure as their environ-
ment. Based on external security mechanisms (e.g. at the level of operating
system, network or databases) a secure access layer should be established in
order to protect messages from and to the application.

Yoder and Barcalow stressed the relations between the patterns of the
language. They included a concise explanation how each pattern is related to
other patterns (including non-security patterns). Using interaction and col-
laboration diagrams they showed how the patterns work together. Note that
the problem with retrofitting security has also been recognized: ideally, secu-
rity should be considered from the beginning of any software development.

7.3.2 Other Contributions

After this cornerstone publication, other patterns were published with the
focus on security. Most of them consider previous results and refer to them.

Tropyc. Cryptography is a classical area of security. Braga et al. presented
a set of nine patterns for building cryptographic software components [27].
The focus is on the traditional aspects of security, i.e. confidentiality, integrity,
authentication and non-repudiation. Four core patterns are used to compose
other proven cryptographic services (e.g. Secrecy with Authentication

which is derived from Information Secrecy and Message Authentica-

tion. Together they form a “Generic Object-Oriented Cryptographic Archi-
tecture” (GOOCA). Additional information about structure and dynamics
of the patterns is provided, too. Furthermore, relations with other patterns
are discussed separately (including the Security Access Layer.)

Authenticator Pattern. Brown et al. presented a single pattern that “per-
forms authentication of a requesting process before deciding access to dis-
tributed objects” [31]. The authors identified relations to patterns for autho-
rization as introduced by Fernandez and Hawkins [83] as well as Neves and
Garrido [161].
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Access Control Patterns. A couple of contributions deal with authorization.
Hays et al. combined the security functions of authentication, access control
and data filtering within a distributed environment in a framework [108]. This
framework integrates the following patterns: Data Filter [91], Bodyguard

[161], RPC Client [111] and Authenticator [31]. Together these patterns
and an accompanying security model build the “Object Filter and Access
Control Framework”. As such it was a first step towards integrating individual
security patterns into a larger framework.

Fernandez also presented some authorization patterns: Authorization

Rules and Role-Based Access Control [84]. The clue is that meta-data
constraints are used to define authorization. Furthermore, architectural levels
(based on the Layer pattern [35]) are defined where each level has its own
security mechanism and security enforcement. The combination of a layered
architecture that includes a meta-level and patterns are a promising approach
for a larger security pattern system.

Picking up this work, a pattern language for security models was published
[85]. There are patterns for established security models: the Authorization

pattern (access matrix), Role-Based Access Control pattern and Mul-

tilevel Security pattern (implementing the Bell-LaPadula model). It is
suggested how these abstract patterns can be applied to all levels of the lay-
ered architecture, e.g. the File Authorization pattern is a specialization
of the Authorization pattern at the system layer.

7.3.3 Security Pattern Community

Step by step the recognition of security as a new “branch” for the pattern
community got on its way. After our general discussion of security patterns
[208] the key persons started to work together more closely based on a mail-
ing list. Eventually, we have planed and organized the focus group “Think-
ing about Security Patterns” at EuroPLoP 2002 that represents the kick-off
meeting of the security pattern community [201]. There, the basics of security
patterns were discussed. The major results have been the identification of ex-
isting security patterns and candidates which we are going to publish in 2004
[204]. Since then, results of the security pattern community are published at
our corresponding Web-site http://www.securitypatterns.org where an
up-to-date list of security patterns and related work can be found.

7.4 What Is a Security Pattern?

From Chapter 2 we know what a “regular” pattern is. Proceeding from
Alexander’s informal definition of a pattern and its structure as presented
in Section 2.3 we can derive an analogous definition of a security pattern:
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Definition 12 (Security Pattern). A security pattern describes a partic-
ular recurring security problem that arises in a specific security context and
presents a well-proven generic scheme for a security solution.

Applying this definition to the example in Section 7.2 on page 98 we can
find all elements of this definition. The recurring security problem is that you
cannot remember strong passwords easily, the security context is chosing and
handling passwords and the security solution is to use visual or other helps
that play to your individual capabilities to remind you of such passwords. In
this section we introduce the key elements of patterns from a security point
of view. This includes the presentation of a typical security pattern template,
forces which usually occur in security environments, and different approaches
of how security patterns can be organized.

7.4.1 Security Pattern Template

In general, the structure of security patterns is identical to traditional pat-
terns. They have an expressive name, a context, a problem and a solution.
There are relations to other security patterns as well. Nevertheless, specific
security concepts can be assigned to these structural pattern elements. We
introduce our security pattern template in the following:

Security Context. Based on a scenario the context of the security pattern
is illustrated. As we discussed earlier, the life-cycle phases and the layer
of abstraction are important attributes of a security pattern context. This
context describes the general conditions under which the security problem
occurs. It can be useful to list context setting (e.g. the previous pattern in
our example in Section 7.2 on page 98) security patterns, too.

Security Problem. The problem statement defines the security problem that
occurs in the specified security context and will be solved by the security pat-
tern. In the field of security a problem occurs whenever a system is protected
in an insufficient way against abuse. Generally spoken we have to deal with
threats which represent a possible danger that something or someone violates
security. Generic threats are, for example, disclosure, deception, disruption
and usurpation. An attack is an action that materializes a threat. Usually,
there can be one or more attacks which lead to a specific threat. Within the
problem the forces have to be considered. As security related forces we can
consider the security objectives and other, non-security requirements. A se-
curity solution has to balance these requirements with other aspects such as
usability and performance.

Security Solution. Ideally, the security solution solves the overall security
problem. It is a set of one or more countermeasures which have to be applied
in order to reduce the risk. For each threat/attack there should be at least
one countermeasure. It is also useful to warn from typical pitfalls, e.g. how
could this pattern become an anti-security pattern. As the solution resolves
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the forces it is also important to discuss the consequences of the application
of a security pattern.

Security Pattern Relations. Some solutions may introduce new problems or
only a part of the problem might be solved. Thus, additional security pat-
terns should be considered. Similarly, problems could only be solved partly or
certain side-effects couldn’t be addressed within the given security pattern.
That way a pattern hierarchy will be formed.

As with regular patterns there can also be some optional elements that can
be used if they improve the comprehension of a security pattern (e.g. aliases,
diagrams for dynamical and structural aspects, examples, counterexamples,
etc.).

7.4.2 Application of Security Patterns

The elements of a security pattern also imply how they are supposed to be
used. The user reads the pattern. If he finds himself in the described context,
he has to decide whether the problem is important for him. If yes, he can
apply the solution knowing that he acts “on expert advice”. Furthermore,
he knows what has to be done next, as the pattern is linked to subsequent
patterns.

We illustrate this by the following example: recall the case studies we
have examined in Chapter 4. In Table 4.1 on page 51 we have summarized
the weaknesses, namely weak passwords, insufficient verification, weak or
no encryption, weak and no authentication, and weak or no filtering. These
problems could have been avoided, if the developers and users would have
had the chance to look at security patterns.

Vulnerability Security Pattern

weak password Password Patterns [183]

insufficient verification Authorative Source of Data [187]

weak or no encryption Cryptographic Patterns [27, 147]

weak or no authentica-
tion

Authenticator, I&A Patterns [31, 120]

weak or no filtering Access Control Patterns, Firewall

Patterns, Authorative Source of Data

[108, 207]

Table 7.1. Case studies resolved.

In Table 7.1 we show that security patterns for the described problems
would have been available, i.e. solutions for such well-known problems have
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already been captured in patterns. Furthermore, there are patterns which
increase the awareness for security problems and help to determine the right
security objectives [74, 73].

However, the following requirements have to be met: the patterns have
to be integrated into an overall set of security patterns. In particular, the
relations between the patterns have to be drawn as this is a precondition for
considering side-effects appropriately and for covering all relevant patterns. In
fact, such an integrative process is in progress since 2002 [201]. Furthermore,
it is necessary that the set of security patterns contains all relevant problems
(as in the above example). Our approach of specifying security patterns and
their relations is a contribution to meet this requirement. However, even an
incomplete pattern system has its value today, as the problem boundaries are
specified and can be identified by the user.

7.4.3 Forces Related to Security

The perception of threats is largely determined by both context and forces.
Only if we consider certain security requirements (= forces) in a given context
as important, a threatening situation can occur. For example, eavesdropping
is not a problem if confidentiality is not a security requirement. We briefly
introduce two sets of forces. First, we present a set of characteristics of a soft-
ware product defined in the ISO/IEC standard 9126 “Software engineering -
Product quality - Part 1: Quality model” [124]. Second, we discuss the func-
tional security requirements provided by the Common Criteria [121]. Finally,
we discuss some relations between these two sets of forces.
Software Quality Metrics. The ISO/IEC standard 9126 provides a set of soft-
ware quality characteristics and a corresponding quality model. These can be
used to specify and evaluate the quality of a software system using “validated
and widely accepted metrics” [124]. As illustrated in Figure 7.3, the product
quality is defined by six characteristics which are further split into several
sub-characteristics. For each main characteristic the compliance with “stan-
dards, conventions, or regulations in laws and similar prescriptions relating
to” the specific characteristic is also taken into account.

The focus of the quality characteristics introduced in ISO 9126 is to con-
sider all relevant aspects of a software product. As such, these characteristics
can be considered as forces which occur in any problem domain. Thus, se-
curity only plays a subordinate role within the set of all characteristics. It
is interesting that security is considered as sub-characteristic of functionality
(indicated by the shaded box in Figure 7.3)! This reflects the understanding
that a system cannot work properly if there is a security breach.
Functional Security Requirements. The Common Criteria define a set of func-
tional security requirements. Although the authors of the standard don’t
claim that they are complete, these requirements are considered as “well un-
derstood” and represent “the current state of the art in requirements speci-
fication and evaluation” [122].
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Figure 7.3. ISO/IEC 9126: product quality metrics.

As depicted in Figure 7.4 the requirements are organized by functional
“classes” such as Security audit or Cryptographic support. For each class there
can be subordinate class “families” which describe objectives and require-
ments of lower level functionalities (e.g. Security audit has the families Auto-
matic response, Data generation, etc.). These families are further subdivided
in “components”. Although this sounds a little bit complex, a hierarchical
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representation of functional security requirements is achieved that way. From
these requirements, forces for security patterns can be derived directly [200].
For example, the following statements are taken from the Common Criteria:

– Class: user data protection, family: data authentication→ A system should
“be capable of generating a guarantee of authenticity of the information
content of objects (e.g. documents).”

– Class: identification and authentication, family: authentication failures →
A system should “be able to terminate the session establishment process
after a specified number of unsuccessful user authentication attempts.”

As the Common Criteria also specifies some dependencies between the
functional security requirements, it is possible to find a convenient and com-
plete set of relevant sets of forces very efficiently.

Qualitative Balancing of Forces. In this section we looked at two different
possibilities of organizing the forces of security patterns by various points of
view. Thereby we can see that the forces are weighted in a different way. For
example, the product metrics described in ISO 9126 consider security as a
somehow subordinate functional requirement that is at the same level than
the other requirements. On the other hand, the Common Criteria don’t even
mention other requirements than security related ones. Instead they provide
a rich and fine-grained set of security requirements.

Apart from this observation we want to point out that the forces described
before have a certain impact on each other. Intuitively, we can examine a
qualitative balancing of forces. For example, a certain solution can be better
to learn, slower, more difficult to use, etc. This helps us to understand the
consequences of the application of a security mechanism in a better way.
Based on the user’s preferences (e.g. performance is an important issue) the
most suitable solution can be identified. Note, that it is hard to get precise
values for requirements such as usability and suitability (this can only be
achieved if “rigorous metrics are used” consistently throughout all life-cycle
phases of the system [124]).

7.4.4 Organizing Security Patterns

As we discussed in Section 2.5 patterns can be organized in different ways.
These approaches can also be applied to security patterns. One way is to
consider the context of a security pattern as classification criteria. For exam-
ple, you can classify them by the life-cycle phase, i.e. when should a security
pattern be applied? This is directly related to the question when a problem
effectively occurs. Another way is to use a layer approach, i.e. at what level
should security be considered?

It can be useful to combine such approaches. A multi-dimensional ap-
proach which combines both life-cycle and layer could be useful. Our ap-
proach is driven by the observation that many security activities take place
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Figure 7.4. Common Criteria: functional security requirements.

at the following levels of abstraction: enterprise, system and application. As
the most important life-cycle phases we consider architecture, design and op-
eration. That way, almost all security patterns can be classified today. For
example, Single Access Point [242] is an architectural pattern applied
during development of applications and White Hat Hack Thyself [187]
is a pattern at the any level of abstraction applied during operation. Such a
framework can be easily extended, e.g. by adding more life-cycle phases or
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levels of abstraction, and is similar to our approach of classifying security im-
provement artifacts in Chapter 5. The framework is illustrated in Figure 7.5.

POINT
SINGLE ACCESS

HACK THYSELF
WHITE HAT

Enterprise

Application

System

Architecture Design Operation

Figure 7.5. Two-dimensional organization of security patterns.

As a third dimension the problem domains of a security pattern are often
considered. For example, this can be structured analogous to the classes of
security requirements in the Common Criteria. Furthermore, different classes
of threats and attacks can be taken into account. As a supplement it could
also be useful to classify security patterns by the type of the provided solution
(e.g. prevention, detection, or reaction).

Such rather simple schemes are preferred in the pattern community as
they can be easily understood and applied [35]. We have used similar schemes
in order to compile a first overview of all security patterns [201].

7.5 Mining Security Patterns

In the following, we first discuss what the completeness of a system of secu-
rity patterns means and how this is going to be achieved. Then we identify
artifactual approaches for mining security patterns (see also Section 2.6.1).
Basically, we consider two different ways: on the one hand we can learn from
typical errors and try to find out how they could have been prevented in ad-
vance. Most of today’s security information providers follow this approach.
Security holes are discussed and solutions are provided after a new vulnera-
bility has been discovered. The opposite approach is to try and get security
right the first time. Following this paradigm, many security standards are
available as a source for mining security patterns.
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7.5.1 Completeness of Security Pattern Collections

In Section 2.4 we have discussed the evolution from pattern catalogs to pat-
tern systems to pattern languages. Thereby, the latter are a complete set of
patterns which belong to a given problem domain. In the next chapter we
take for granted to have such a complete set of all known security patterns.
Only then we can achieve protection against all known threats/attacks, i.e.
establish a state of security by applying patterns.

This statement can be examined from different points of view. Discovering
all known security patterns means that in principle there can be security
patterns which haven’t been identified yet. Therefore, it should be possible
to integrate them into a system of patterns as soon as they are discovered.

Another important issue is the principle of seeing patterns as a hypothesis.
This says that patterns are evolving, i.e. they are going to be refined and
improved constantly until they reach a stable, alive state [6, 5]. Therefore, all
collections of patterns should reach the state of a language eventually. Besides
it is better to have a rather “thin” security pattern than no security at all.
The pattern community processes should guarantee that all relevant patterns
of a given domain will be identified and captured over time. Later, we will
define the pragmatic criteria of “coverage” of a security pattern system (see
Section 8.6) which enables us to give evidence whether a system of security
patterns is complete or not under the assumptions given above.

7.5.2 Security Information Providers

Security-related information is offered by different sources. Typically, anti-
security cases are discussed as it is much easier to describe a failure and to
provide workarounds or long-term solutions after an incident occurred. There
are several types of security information providers which we have character-
ized by the following set of features: respectability, reliability, and speed of re-
action [207]. After we introduce representative security information providers,
we classify them according to the given attributes.

Computer Emergency Response Teams. Being engaged in security improve-
ment since the Morris Internet Worm incident in the late eighties, Computer
Emergency Response Teams (CERT) are counted among the most respected
security information providers. Very often, CERTs are non-profit organiza-
tions evolving from larger security projects or organizations. The ancestor of
all CERTs is the CERT Coordination Center (CERT/CC) at the Carnegie
Mellon University [37]. In Germany there are, for instance, the DFN-CERT
[62] evolving from the German Research Network (Deutsches Forschungsnetz,
DFN) and the RUS-CERT [188] established at the University of Stuttgart.
Another well-known example is the Australian CERT-AU [36].

A primary goal of any CERT organization is to assemble, process and
provide information about vulnerabilities. By means of advisories they warn
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regularly about severe vulnerabilities which could have a large impact. Be-
sides, they observe areas such as Viruses and Trojan Horses, too. As CERTs
attach great importance to the completeness of the information included in
the advisories, these are not always up-to-date. It always requires some time
to collect and verify all information about a specific vulnerability and how it
can be fixed. Furthermore, CERTs follow a non-disclosure publication policy,
i.e. they only publish an advisory when a fix or workaround is guaranteed.
Often this holds up the publication of an advisory, too.

Beyond advisories, CERT/CC offers two other types of notifications. On
the one hand there are vulnerability notes which contain information about
recently discovered vulnerabilities [41]. Basically, these notes can evolve to
advisories at a later point in time. On the other hand there are incident
notes [39] which contain information about the occurrence of exploitations
of potential vulnerabilities.

Beside these public, national CERTs there are a couple of other organi-
zations which provide security-related information and consultation. Often,
these are state-run organizations such as the Computer Incident Advisory Ca-
pability (CIAC) that is a service of the U.S. Department of Energy (DOE)
[47]. CIAC supports DOE facilities and contractors in case of any security-
related incidents. The Federal Computer Incident Response Capability (Fed-
CIRC) plays a similar role for the U.S. government and its facilities [80].

Hacker Groups. Other important security information providers are hacker
groups. Motivated in different ways and typically with high expertise these
groups of people are engaged in uncovering vulnerabilities. Some of them also
publish their insights. In contrast to CERT-like organizations they often don’t
care whether a too early disclosure of a vulnerability and its exploitation could
lead to severe damage. Exchanging information hacker groups often operate
WWW sites and sometimes public newsgroups in the USENET or instant
messaging channels. Hacker groups which offer their own Web content are,
for instance, the Chaos Computer Club (CCC), Phrack, and L0phT, which
have also been under contract for a security consultancy.

Security Companies. Many consulting companies for security as well as man-
ufacturers of security software publish security-related information on a reg-
ular basis. By nature this is not an unselfish act rather than a proof of
competence. In the case of a software manufacturer it can also be seen as
advertising for the own product portfolio.

For example, the Australian company INFILSEC Systems Security called
its vulnerability database a “vulnerability engine” that should serve as a tool
for manufacturers, system administrators, security consultants and analysts.
The idea was to develop and operate a central repository for vulnerabilities
of operating systems, applications, and protocols. Besides, information about
solutions should have been stored. As input a mailing list such as Bugtraq
should be used. A search engine was planned as interface for the resulting
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database. Furthermore, an online update interface was considered in order to
submit information to the system.

Another example is the company Internet Security Systems (ISS) which
sells security software and offers consulting services. They also operate the
vulnerability database X-Force (see also Section 5.7.1).

Software and IT Companies. Software and IT companies represent another
source of security information on their own. They publish information about
security problems and corresponding solutions concerning their products.
However, we can safely assume that almost no company publishes such in-
formation on a voluntary basis. Typically, information is only released, if a
vulnerability is publically discovered by a third party (CERTs, hacker groups,
etc). Thus, such information is usually available before an official announce-
ment of the affected company. As an example for such vendor-driven pub-
lications about product-related security information is Microsoft’s security
mailing list [154].

Newsgroups and Mailing Lists. Presuming that “real” hackers have always
up-to-date information about security holes, newsgroups in the USENET and
dedicated security mailing lists represent the most up-to-date information
sources which are publically accessible. Contributions come form hackers,
employees of IT companies and other IT professionals. As representatives for
such newsgroups we refer to the following examples:

– comp.security.unix
– comp.security.ssh
– comp.security.misc
– de.comp.security
– comp.lang.java.security
– comp.os.ms-windows.nt.admin.security
– comp.os.netware.security
– comp.security.firewalls

There are also several security mailing lists – Bugtraq [212] and Alert [229]
belong among the most considerable of them. A more complete list of both
security-related newsgroups and mailing lists is provided by Hurler [118].

Articles and Textbooks. Finally, we also discuss articles and textbooks as a
source of security information. By nature, articles and especially textbooks
cannot cover highly topical subjects. However, the required middle- and long-
term background knowledge is captured in such documents.

Findings. In Table 7.2 we summarize the findings of our examination of se-
curity information providers by classifying them qualitatively according to
the characteristics mentioned above. Regarding the respectability, CERT-
like organizations can be classified high whereas hacker groups have a rather
dubious reputation. With respect to the reliability, the quality of informa-
tion is at a high level from both CERTs and hacker groups whereas the other
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sources offer a broad fluctuation. The speed of reaction is remarkable in so
far as CERTs are rather slow and especially mailing lists operated under a
full-disclosure policy offer information very quickly - even if it isn’t complete
or verified.
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CERT (Advisories) high high low

CERT (other) high high medium

Hacker groups low usually high high

Security companies medium - high medium - high low - medium

News/mailing lists low - high low - high high

Articles and books medium - high medium - high very low

Table 7.2. Classification of security information providers.

In order to cope with the problem of security holes in a sufficient way,
it is necessary to call in more than one security information provider, i.e. a
balanced mix of sources is required. Our experience with training of both
students and professionals, however, revealed that this is a very time con-
suming task [207]. Furthermore, we can see that not enough effort is made
to fix solutions in running systems [181]. As a consequence it is even more
important to get security right the first time.

7.5.3 Security Standards as Sources for Pattern Mining

We consider security standards such as the German IT Baseline Protection
Manual [33] or the ISO/IEC Standard 17799 [123] as a source for the mining of
security patterns [199, 200]. Typically, relevant threats, examples for attacks,
security requirements and corresponding countermeasures can be found. As
we have discussed in Section 7.4.1, we can relate instances of these concepts
to the structural elements of security patterns. We show how this can be
achieved in this section.

A major advantage of using standards as a source of inspiration is that
experts usually clearly know solutions to given problems but if you ask them
to write down their know-how, they will run into trouble because they rely on
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knowledge that is a result of long lasting experience, i.e. this knowledge is not
explicitly available in their mind. Thus, security standards help to express
the rather “difficult” aspects of security patterns and the authors can fully
concentrate on the solution.

Other advantages of mining patterns in security standards is that you can
expect that security experts have written them. Public feedback helped to
improve them over time, i.e. they should be sound in both form and content.
One can also expect that following security standards contributes to the
completeness of a security pattern system.

Furthermore, security standards help to achieve a more standardized ter-
minology and a more formalized structure for security patterns. Additionally,
this approach might help to improve the integration of patterns from different
authors into a larger pattern system. Although many pattern practitioners
think that formalisms and standardization should not be applied to patterns
[35] such approaches are justified in the security domain as they help to
ensure that standard security requirements are indeed met.

Mining security patterns in those standards requires an assignment be-
tween concepts in the standards and the elements of security patterns. In the
following we show this by selected examples1. For each standard we provide
a table that summarizes what parts of the standard can serve as input for
security patterns.

Common Criteria. The Common Criteria define an international security
standard. National security organizations from the governments of the Nether-
lands, Canada, France, Germany, Great Britain, and the USA developed the
Common Criteria in order to merge their own security standards. In the fol-
lowing we show how context, problem and solution elements of a security
pattern could be more standardized and formalized according to the Com-
mon Criteria (see also Section 5.3.1). Note that the Common Criteria do
not provide possible solutions and hints for relations between patterns. The
overall relationship between security patterns and the Common Criteria is
illustrated in Table 7.3.

Security Pattern Common Criteria

Context Environmental assumptions, policy statements

Problem Security objectives, threats, attacks

Forces Functional security requirements

Solution -

Relations -

Table 7.3. Mining security patterns: Common Criteria.

1 A comprehensive study of relevant security standards was compiled by Project
Team 5 of Initiative D21 [210].
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The environmental assumptions describe security aspects of the environ-
ment in which the IT system is intended to be used. There are several as-
sumption categories that cover assumptions about administrators, users, data
protection, communications, physical protection and procedural protection.
The user assumptions do, for instance, help to determine what kinds of users
there are, i.e. what are their motives, attitudes and access privileges. Basically
such assumptions have to be assured by other security patterns on which the
given security pattern relies. Often the IT system must comply with security
policy statements. Thus an optional description of them helps to specify the
context more precisely. A general policy statement could be for example that
all information must be marked and labeled.

The security objectives address all of the identified security aspects. They
“reflect the stated intent and shall be suitable to counter all identified threats
and cover all identified organizational security policies and assumptions.”
Threats are directly related to the security objectives. One only perceives a
threat if a security objective applies to the environment or the IT system (and
vice versa). The security objectives are something one wants to achieve (i.e.
goal) whereas the threats are something one wants protection against (i.e.
non-goals). The Common Criteria provide certain categories of threats and
lists of detailed attacks. As such the security objectives, threats and attacks
can be assigned to the problem section of a security pattern.

Specifying the forces helps to clearly define what functional security re-
quirements have to be met by the IT system and its environment in order to
counter the identified threats in a reasonable way (see also Section 7.4.3).

IT Baseline Protection Manual. The German IT Baseline Protection Manual
offers default security countermeasures which should be considered for any
IT system. Thereby, overall threat scenarios are assumed. Furthermore, a
process for the establishment and preservation of an appropriate security level
is described. Besides, a straight-forward procedure for the determination of
the current security level conducting a plan/actual comparison is provided.
As such it is not necessarily limited to national usage and another valuable
source for mining security patterns. As illustrated in Table 7.4 the elements of
security patterns can be related to the elements of the IT Baseline Protection
Manual.

Basically, the IT Baseline Protection Manual provides countermeasures
against threats that can occur at different layers [33]. This seems to nat-
urally fit to the pattern terminology. However, there are several important
differences. Regarding the context, a 5-tier IT baseline protection model is
provided. This covers universally applicable aspects, the infrastructure, IT
systems, networks, and IT applications. Within these layers several modules
can be identified. For example, the module “UNIX system” belongs to the
layer of IT systems. Each module is assigned to a layer and a description
of the module specifies the context in more detail. Within this description
assumptions concerning the module and its environment are made.
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Security Pattern IT Baseline Protection Manual

Context Layer model, description

Problem Threat scenario, Threats catalog

Forces -

Solution Safeguard catalog

Relations Limited support

Table 7.4. Mining security patterns: IT Baseline Protection Manual.

Threats are organized in five catalogs where each of them represents a
class of threats which characterize them by their origin. Namely there are
threat catalogs for force majeure, organizational shortcomings, human fail-
ures, technical failures, and deliberate acts. There are several hundred indi-
vidual threats where about a third of them belong to the class of deliberate
acts. Beside a description of each threat references to related threats are pro-
vided. Furthermore, examples of recent occurrences of corresponding attacks
are given sometimes. Each module contains a threat scenario which is a list
of typical threats which are assumed regarding IT baseline protection of the
given module.

The safeguard catalogs which contain sets of countermeasures are also
organized in classes. The characteristic of each class is where a countermea-
sure is going to be applied. Namely there are safeguard catalogs for infras-
tructure, organization, personnel, hard- and software, communications and
contingency planning. For each safeguard a responsibility for initiation and
implementation is assigned. A description how to implement the safeguard is
provided. If available, relations to complementary countermeasures are listed.
Furthermore, additional controls are mentioned (like check-list questions).

As discussed in the previous paragraphs, the IT Baseline Protection Man-
ual features several types of relations. First of all, there are explicit relations
between the modules. This can be seen as a sort of precondition. That way a
sense of a hierarchy is implemented, i.e. countermeasures of a more general
module hold also for a lower-level module. Furthermore, there are relations
between threats as well as between countermeasures. However, each module
covers more than one problem and more than one solution in a given layer-
based context. This is not consistent with the pattern paradigm (one context,
one problem, one solution) and blurs the relationships between threats and
countermeasures. As a consequence each module contains more than one
pattern and the relations and dependencies between them are not obvious to
pattern authors. Although a matrix which shows the assignment of threats
and countermeasures is available, this additional knowledge cannot be used
in a straightforward way as one would always have to check explicitly which
countermeasures protect against what threats.
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ISO 17799. The focus of the ISO 17799 standard is the management of se-
curity [123]. The standard was developed by the British Standards Institute
(BSI) as the British Standard 7799. As it was widely used beyond the na-
tional level, however, it finally became an international standard adopted by
ISO. Today it is used all over the world and several tests and audits which are
compliant to ISO 17799 are available. In the following we discuss the over-
all relationship between security patterns and ISO/IEC 17799 statements as
illustrated in Table 7.5.

Security Pattern ISO 17799

Context Chapters and sections

Problem Rudimentary support

Forces Objectives

Solution Controls

Relations References

Table 7.5. Mining security patterns: ISO 17799.

The standard is organized in a Chapter/Section hierarchy which repre-
sents topics and sub-topics of security management. For example, the topic
“Physical and Environmental Security” is subdivided into “Secure Areas”,
“Equipment Security” and “General Control”. Pattern authors can refer to
this as an analogous context hierarchy.

Each sub-topic is introduced with a brief discussion of the objectives, i.e.
what should be achieved by the application of the subsequent controls. This
can be seen more as a description of forces than the actual problem as the
objectives describe requirements in a given context. The actual problem is
outlined in the description of each control. However, this is only a rudimen-
tary support for pattern authors as the level of detail doesn’t go beyond very
short (and sometimes vague) statements of what the problem actually is (e.g.
“Equipment should be sited or protected to reduce the risks from environ-
mental threats and hazards, and opportunities for unauthorized access”).

The controls describe best practices in the different areas of security man-
agement. By nature, these controls are at a rather high level and should be
supplemented with additional and more detailed documentation.

If available, relations to other controls are mentioned as references to the
corresponding section.

Findings. Our examination shows that is is necessary to have a look at more
than one standard as the required elements of a security pattern cannot
always be found in the desired level of granularity. Furthermore, the standards
have a different scope and can be seen as a supplement for each other. Note
that no standard mentions the consequences of the application of a control
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or countermeasure. Furthermore, the importance of relations doesn’t seem to
play a major role.

7.6 Summary and Conclusions

Security patterns are a solution to the problems stated in Chapter 4 and
Chapter 5: they capture the expertise of security professionals and assist
novices to get security right the first time in a systematic and generative
way. In this chapter we have specified the semantics of the core concepts of
security patterns and how security patterns can be identified.

7.6.1 Summary

From a syntactical point of view, security patterns are the same as regular
patterns for the development of software. Representing a specific view on
software there are, however, certain distinguishing features. The semantics of
the elements of security patterns is described in our security pattern template.
Typically, security has to be considered in different life-cycle phases and at
different layers of abstraction. Furthermore, problems in the security domain
are represented by threats and the corresponding attacks. Solutions to the
described kind of problems are countermeasures which provide protection
and help to establish a certain state of security. We have discussed these
relationships by introducing our security pattern template.

Then we have discussed forces which arise in the security domain. We
found out that security related forces have always an impact on other forces
such as usability and performance. Therefore, applying a security pattern has
always some consequences based on a qualitative balancing of forces. This can
be used to make statements about the quality of the state of security that
can be achieved with patterns.

After that we have introduced an organization scheme for security pat-
terns. This basically relies on categories for different classes of security pat-
tern contexts. Besides, we consider the problem domains of security as an
important criteria for classifying security patterns.

In the next section we have discussed different approaches for mining
security patterns which we have identified. First, we briefly discussed why we
can speak of a complete set of security patterns. This can be assumed if we
consider pattern collections as evolving knowledge. Over time, a collection of
patterns of a particular domain will be mature and complete.

In principle, we have identified two approaches: one can identify proven
solutions by learning from errors or one can mine patterns from collections of
established security solutions. The first type of information is offered by cer-
tain types of security information providers which we have classified by their
respectability, their reliability, and their speed of reaction. As none of the in-
formation sources satisfies all of these requirements it is necessary to monitor
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several of them. The other type of sources for mining security patterns are
security standards. These provide certain statements which can be directly
transferred to elements of security patterns. We show this by discussing sev-
eral examples of such standards. Our examination has also revealed that it is
necessary to look at more than one standard as these usually don’t contain
all elements required for describing a pattern.

7.6.2 Conclusions

In this chapter we have provided core definitions of security patterns and
how they can be identified. Our pattern template has been introduced first
at PLoP 2001 and is used since then. Our approach of mining patterns from
security standards has been adopted by the security pattern community and
is going to be applied in subsequent work on security patterns [200, 204]. For
example, Lehtonen and Pärssinen have found the right forces of their pattern
in the Common Criteria [147].

In particular, both authors and users of security patterns can benefit from
security standards. Although the patterns become more standard-oriented
and more formalized, they are still human-readable. As context, problem
and solutions can be identified more precisely, this increases trust in the
overall pattern which is important in the security domain. Our approach
helps to identify (i.e. find new patterns) and match (i.e. search and retrieve)
security patterns more precisely. Furthermore, our approach accelerates the
overall writing process as authors can rely on standard descriptions of context,
problem and forces while spending their full attention to the elaboration of
the solution. In particular, we have published selected patterns in order to
prove our point that security standards are a valuable resource for pattern
mining [200].

Our examination in this chapter has revealed that security information
providers and security standards are valuable sources for mining security
patterns. However, a repository of dedicated security patterns can be much
more helpful and specific than such sources of information: patterns are more
clearly structured and provide explicit linkage to other security patterns.
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A problem well-stated is a
probem half solved.

Charles Kettering

8.1 Introduction

Security patterns are best security practices. We identified them as a suitable
tool for novices supporting them in solving security problems more efficiently.
Nevertheless, there are still some features missing in order to take real benefit
from them (see Section 5.8.2). The basic problem is to find the “right” security
pattern. Due to a lack of defined syntax it is not possible to ask meaningful
questions and to get semantically meaningful results. Therefore, we develop a
theoretical model for security patterns in this chapter. The fundamental idea
is to share security patterns (and related information) utilizing the ontology
paradigm. Based on a security core ontology (see Chapter 6) we can define
the syntax of security patterns at a different level. The result is a model for
security patterns that helps to understand what security patterns precisely
are and that enables sophisticated search and retrieval of security patterns.

Outline. We proceed according to the following steps: we introduce related
work in the area of modeling patterns in Section 8.2. Hereby, we show that the
known approaches are not sufficient for security engineering. In Section 8.3
we give an introduction into our approach of modeling security patterns. In
Section 8.4 we provide syntactic definitions of core security pattern concepts,
i.e. context, problem, solution. Building up on this we define the syntax for
security patterns and security pattern systems in Section 8.5. Thereby, we
focus on refinements of the definitions for the specializes and requires security
pattern relationships. In Section 8.6 we explain the notion of coverage which
basically means that there must be a countermeasure for each threat in order
to achieve security. Equipped with this set of definitions we can derive the key
result of our formal model: based on our understanding of the term security
we prove that coverage implies security in Section 8.7. Finally, we provide a
summary and conclusions in Section 8.8.
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Results. In Chapter 5 we have found out that patterns don’t have defined
syntax and semantics. These limitations are the main reason for the restricted
usage of security patterns today. For example, the search and retrieval capa-
bilities don’t go beyond keyword-based searches. Thus, we have developed a
theoretical model for security patterns in order to overcome this shortcom-
ings. Our approach is unique and combines the ontology paradigm with the
pattern approach in order to make patterns suitable as a security engineering
tool. Hereby, we meet the requirement that patterns should remain prose as
we assign meta-information to the documents and operate on this syntactical
model.

8.2 Related Work

Borchers has introduced a formal syntactic notation for a generic pattern
system [25]. His intention was to clarify pattern concepts in general and
to lay down a foundation for computer support. He also implemented the
Pattern Editing Tool (PET). This software parses patterns prepared in XML
and displays them in a suitable way (i.e. each pattern element can be easily
recognized). It is possible to customize the representation of patterns, e.g.
show only context, problem, solution and hide details such as illustrations
and examples.

PET also supports a navigation through the pattern graph based on
hyper-links. Furthermore, PET automatically builds a graphical represen-
tation of the pattern graph that can be used for navigation, too. The PET
prototype serves as proof-of-concept and as feasibility study that a tool sup-
port is basically possible.

The above approach is a first step toward a generic, theoretical model of
patterns. However, it makes no use of the semantics which are provided by
patterns (in general as well as domain specific), Therefore, it isn’t possible to
get more meaningful answers from PET than from an ordinary search engine.

8.3 Modeling Security Patterns

In this section we motivate and introduce our approach of specifiying the syn-
tax and the semantics of security patterns. We discuss the notion of pattern
linguistics and show the mapping between ontology concepts and security
patterns. Furthermore, we outline the steps of our specification approach.

Motivation. As we have shown in Section 5.8 a theoretical model for security
patterns is required if we want to understand security patterns and make their
added values accessible. In particular, we use an ontology-based approach to
define a model for security patterns. By that way we can, for instance, achieve
tool support going beyond keyword-based search and retrieval of security
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patterns (see Chapter 3). The specification approach of security patterns
and the resulting model represent integral contributions of this book.

We advocate the usage of patterns for improving security, especially when
security novices are in charge. When we specify more precisely security pat-
terns, we are able to show the conclusiveness of our approach. Furthermore,
a such theoretical framework is required for any kind of tool support. Espe-
cially when we want to use security patterns in a more efficient way a model
is an indispensable precondition. Defining the intuitive and common sense
knowledge, we can also clarify the internals of security patterns, i.e. a the-
oretical model also contributes to an inter-subjective understanding within
the community.

Developing a formal framework makes the added-value of security pat-
terns accessible: we have a provable semantics and can find relationships
which might not be obvious. Beside our theoretical model the patterns them-
selves remain prose! However, they can be used more efficiently with corre-
sponding meta-information.

Pattern Linguistics. In this paragraph we introduce the notion pattern lin-
guistics. Being part of the domain of language science, linguistics provides
theories for the structure of human languages [137]. The overall goal is to
identify principles for classifying any language-related data. A branch of lin-
guistics focuses on the language system, i.e. form, function and structure of a
language. For our discussion it is important that this includes the examina-
tion of syntax and semantics of languages. As implied by the term “pattern
language” our goal is to find such principles for patterns, too.

As part of the grammar, the syntax describes the formal structure of a
language. The target of examinations is a set of rules which describe how
the words of a language can be combined. Following Alexander’s definition
as quoted in Section 2.3 a pattern is such a (three-part) rule that fixes the
core elements of a pattern (see Figure 8.1(a)). As such, a pattern is the basic
building block for bigger units reflected in the pattern language.

Beside syntax, the semantics of patterns are important. Again we can con-
tinue our linguistical consideration. Following de Saussure, a linguistic sign
(= a pattern) consists inseparably of a signifying and a signified element [57].
Accordingly a pattern consists inseparably of a name and the pattern concept
(as illustrated in Figure 8.1(b)). For example, assume that you develop a se-
cure application including the Single Access Point pattern [242]. In order
to conduct the right steps there has to be a link between your representation
of the pattern concept (“What does Single Access Point stand for?”) and
a representation of the verbal form of the pattern’s name. Therefore, one goal
of patterns is to establish them as “words” from the expert’s vocabulary.

Semantics basically arise from human interpretation. However, the unit
of identifier and concept has no meaning from a syntactical point of view
where only the structure is important. This is especially true for machine-
based processing of language structures, i.e. computers don’t understand the
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Problem

Context

Solution

Security Pattern

(a) Three-part rule.

(b) Expert’s vocabulary.

Figure 8.1. Patterns as linguistic signs.

concepts. The other way around the result of an automated processing has
to be formally correct in the first place. However, syntactically correct units
only make sense if they are also meaningful semantically. We pick up this
issue again in the next paragraph.
Security Patterns and Ontologies. If we speak of pattern linguistics and want
to process patterns with tools we have to think about machine-readable rep-
resentation and meaningful results: ontologies are one way to represent both
syntax and semantics. As illustrated in Figure 8.2 we apply the ontology
paradigm at two levels of abstraction:

1. At a higher level of abstraction we consider a “security pattern ontol-
ogy” (i.e. security pattern system). This ontology consists of patterns as
concepts and the corresponding relations between patterns.

2. The patterns themselves provide a structure for the structural elements of
a pattern: context, problem, solution. These elements consist of concepts
of the security ontology which are at a lower level of abstraction.

As stressed with the dotted lines in the middle of Figure 8.2 the elements
of the security pattern ontology define a structure over a composite of the
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elements of the security ontology. This “mapping” defines which pattern el-
ements are assigned to concepts of the security ontology. Later we use the
security ontology concepts and particular ontology relations between them,
namely the specialize and the protects against relation, to define the security
pattern ontology relations. The semantics of the former relation represents
a partial order of concepts which belong to the same class. That way, hier-
archical taxonomies can be described. The latter relation has been explicitly
specified between countermeasures and threats/attacks in the security core
ontology in Section 6.4.

Definition 13 (specializesont). If a concept x from the security ontology
specializes a concept y, we write x specializesont y.

We use this security ontology relation to define the relation specializespat

at the higher level of patterns (indicated as a directed dashed line).

Definition 14 (protects againstont). If a concept x (which specializes
the concept countermeasure) from the security ontology protects against
a concept y (which specializes the concepts threat or attack), we write
x protects againstont y.

We are going to use this security ontology relation to define requirespat

relationship at the higher level of patterns (indicated as a directed solid line).

countermeasure

threat
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relations
Pattern

Mapping

Ontology
relations
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hasContext
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Figure 8.2. Security patterns define a structure for ontology concepts.
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As a consequence of these definitions, the correctness of patterns depends
on correctness of the security ontology. The ontology is “correct” if the con-
cepts, relations and inferences match with the human intuition and interpre-
tation. For example, countermeasures are concepts that are the source of a
protects againstont relation that has to be met by the security ontology. This
is the case if the security ontology reflects the common sense of the users.
Thus, we kept the core of the security ontology rather simple in order to avoid
misunderstanding and ambiguity (see Chapter 3). However, any community
terminology which follows our definition (e.g. threat and attack taxonomies
can be derived from security standards as we have shown in Section 7.5) can
be integrated into the core ontology. We show some concrete examples in the
next chapter.

Approach. Our approach can be summarized as follows: we build on a security
ontology that defines core security concepts and semantic relations. Whether
these concepts and relations are valid in reality cannot be determined from a
syntactical point of view. As discussed in Section 7.5 we can assume, however,
that the ontology is correct as domain experts codify the knowledge (e.g.
the ontology is derived from an established security standard). As such we
consider the security ontology as basis for the truth values of statements
about security patterns.

The security patterns are a means of consolidating ontology concepts in
a certain kind of structure. With security patterns we can represent security
knowledge at a different level of abstraction than ontologies. The security
patterns create additional structures between subsets of ontology concepts:
concepts which describe context, problem and solution are put into a perspec-
tive. Furthermore, interactions such concepts can be considered as patterns
are related to other patterns. For example, the consequences of implement-
ing a countermeasure could introduce new problems which are covered by
another related pattern. In fact, such information comprises the added value
of security patterns.

The overall goal is to show that the application of a set of security pat-
terns helps to establish security. Thereby, we first define what it means for
a set of security patterns to be “secure”. This definition is based on our un-
derstanding of security as a state of being free from danger which is achieved
by countermeasures (as such the definition is based on a protects againstont

relation between concepts of the security ontology). Hereby it is important to
have only sets of security patterns that follow our definition of security. How-
ever, security is a more “global” criteria, i.e. we cannot prove this within the
security patterns themselves. Thus, we define “coverage” as a second, effec-
tive “local” criteria. The semantics of this criteria also rely on the ontology:
coverage means that there is at least one countermeasure for each security
problem. The next important step of our formal approach is to relate the
definitions of “coverage” and “security” and show the non-trivial implication
that a covered security pattern system leads to a state of security. If we then
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have such a covered security pattern system (i.e. the semantic relations which
define coverage hold true), the semantic relations which describe security are
true, too.

Proof Methodology. In this chapter we present proofs concerning the correct-
ness of certain clauses. The representation of the proofs follows a structured
notation that is comparable to an interactive theorem prover. This form has
been introduced by Lamport who claims that following this style it is much
more difficult to prove a clause which is wrong [143]. Such a proof is a se-
quence of numbered steps. Each step either contains a short justification why
the step is valid or the step itself will be refined to another sequence of steps.
The numbering follows the structure, e.g. step 1.2. is the second step at level
1. The structure allows to read a proof selectively, i.e. steps at lower lev-
els could be skipped when not required. Usually a proof starts with a proof
sketch.

8.4 Core Definitions

Before we can define a security pattern, we need to define its components.
Briefly spoken, a security pattern consists of a security context, a security
problem and a security solution. First, we specify these elements of a security
pattern. Based on that we are able to provide a theoretical model for security
patterns and security pattern system. We now define these terms.

Security Context. The term security context is used in many different ways.
Following the definition of pattern context we have to look at characteristics
which describe situations in which security problems occur, e.g. time and
location1. As described in Section 5.2 the time of the occurrence of a problem
is one important characteristic, i.e. when does a problem occur? Another
important characteristic is to narrow at which level of abstraction a security
problem occurs. Hereby, we refer to a layer approach as described in Section
2.5.

Definition 15 (Security Context). A security context Γ is a set of life-
cycle phases and hierarchical layers.

This notation can be extended freely as long as new characteristics are
disjoint. Values for both time and location are taken from the security core
ontology. Typical examples for life-cycle phases are analysis, design, imple-
mentation, integration, and operation (see Section 5.2.2). This fits perfectly
to the terminology of patterns, e.g. there are design patterns or idioms which
are related to particular implementation aspects (see Section 2.5). A layer

1 Researchers in the domain of Ubiquitous Computing also work on definitions of
context and context-awareness. They consider time and location as important
characteristics of context, too [61, 60].
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model can, for instance, be found in the IT Baseline Protection Manual. Ac-
cording to this model the context can be physical infrastructure, IT systems,
networks, and IT applications. Again, the elements of Γ , like those given
above, are concepts taken from the underlying ontology. For example, the
following would be a valid security context according to Definition 15:

Γ = {analysis, infrastructure}

Security Problem. In such a security context a security problem can occur.
As presented in Section 6 threats and attacks are counted among typical
security problems.

Definition 16 (Security Problem). A security problem Π is a set of
threats and/or attacks.

Basically, the elements of Π are again sets of concepts from the ontology.
For example,

Π = {denial of service, ping of death}
and

Π = {eavesdropping, sniffing}
are possible instances of a security problem. Both, threats and attacks can,
for example, be taken from community specific threat and attack taxonomies
which can be integrated to the security core ontology directly. Thereby,
threats represent a potential for a security breach and attacks are in fact
security breaches. Note, that one or more attacks can lead to a specific threat.

Security Solution. The security solution solves the security problem that oc-
curs in the security context. Intuitively, a security solution should contain
only countermeasures which are concepts from the ontology that stand for
solutions to particular threats or attacks.

Definition 17 (Security Solution). The security solution Σ is a set of
countermeasures.

The countermeasures are also concepts of the ontology. For example,

Σ = {asymmetric encryption}
and

Σ = {mandatory password protection, restrictive access rights}

are possible instances of countermeasures. Countermeasures can address
one or more problems. However, the proper assignment of countermeasures
and threats also depends on the context. Thus, such an assignment can only
be made at the level of the security pattern itself.
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Security Pattern. Based on the previous definitions of the elements of a se-
curity pattern we can now provide a definition of a security pattern, too.

Definition 18 (Security Pattern). A security pattern is a triple P :=
(Γ, Π, Σ), where Γ is a security context, Π is a security problem, Σ is a
security solution.

The security pattern intuitively relates countermeasures (stated in the
solution) to threats and attacks (stated in the problem) in a given context.
A possible instantiation of P would be for example:

P = ({local area network}, {eavesdropping, sniffing}, {encryption})

In fact, this can be seen as a rudimentary thumbnail of a security pattern
consisting of the relevant meta-information in the correct syntactical nota-
tion. Whether this description is true depends, however, on the underlying
security ontology which actually captures the semantics.

As described in Section 2.3, the name of a security pattern is an important
property in order to identify and use them efficiently - the name is the sign
that signifies the pattern concept. Being formal the name is, however, only a
symbol without further semantics. Thus we don’t consider the name in our
theoretical notation. In fact, the semantics are contained in the concepts and
relations of the corresponding security pattern ontology (see also Chapter 3
and Section 9.3.1) and how they are mapped to security patterns (see the
security pattern template in Section 7.4.1).

Security Pattern System. As regular patterns, security patterns don’t exist in
isolation, too. There are many interactions with other security patterns, e.g.
one pattern requires that another pattern has to be applied before. Similarly
one pattern can be more special (or more general) than another pattern.

Although the relationships are usually listed in the text of the security
pattern, they can be assigned to the security pattern system where the em-
phasis is on the relationships. As we draw the analogy between ontologies
which consist of concepts and security patterns, we provide a corresponding
definition:

Definition 19 (Security Pattern System). A security pattern system is
a directed acyclic graph PS = (℘,�) with nodes ℘ = {P1, . . . , Pn} and edges
� = {R1, . . . , Rn}. Each node P ∈ ℘ represents a security pattern. There is
a relation between two nodes P, Q ∈ ℘ if and only if there is a directed edge
leading from P to Q.

Some natural relations between security patters are induced by some se-
mantic relations between them. The two main relations are “requires” and
“specializes”. Both are defined in the following section. Apart from that,
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other relations can be defined by a user of a security pattern system. A cycle
of relations having the same type should not occur2.

8.5 Primary Security Pattern Relations

As for example depicted in Figure 7.2 on page 100 there can be different
kinds of relations between patterns. Noble showed, however, that all pattern
relations can be traced back to a set of primary pattern relations, i.e. all “sec-
ondary” relationships can be expressed in terms of the primary relationships
namely refines, uses, and conflicts (see Section 2.5) [165]. Currently we focus
on the first two relations and discuss conflicts again in Section 9.4.1. We refer
to the relation refines as specializes. Similarly, we refer to uses as requires.
We now define these relations building on the security ontology.

Specializing Security Patterns. Making a security pattern more special basi-
cally means to make both the context and the problem of the pattern more
specific. As an example we consider a pattern with a network context where
a typical problem is the protection of the confidentiality of transmitted data
against eavesdropping attacks. If we now step into a context of an Ethernet-
based Local Area Network (LAN) that is obviously more special than the
network context we can also see more specific attacks: in an Ethernet-based
LAN it is possible to capture and interpret packets intended for other sta-
tions. Such sniffing attacks are for example typical in Ethernet-based LANs.

To define what it means for a security pattern to specialize another secu-
rity pattern, we first define a specializes relationship on contexts and prob-
lems. As discussed before, the specializesont relationship can only be applied
to concepts that share a common class of the security ontology, e.g. the rela-
tionship {local area network} specializesont {analysis} does not hold true.

Definition 20 (Γ1 specializescon Γ2). Let Γ1 be the context of a security
pattern P1 and Γ2 be the context of a security pattern P2. We say that Γ1

specializes Γ2 (written as Γ1 specializescon Γ2) if and only if

∀x ∈ Γ2 :
[
x ∈ Γ1 ∨ (∃y ∈ Γ1 : y specializesont x)

]

Intuitively, a context Γ1 specializes a context Γ2 if all elements of Γ2 occur
in Γ1 or a specialization (in terms of the ontology) of the elements in Γ2 occur
in Γ1. For example, we consider four contexts Γ1 = {Ethernet, Bank, Linux},
Γ2 = {Network, Bank}, Γ3 = {Ethernet, Bank}, and Γ4 = {Network}. For
these sets holds that Γ1 specializescon Γ2 but not Γ3 specializescon Γ4. The
terms Ethernet, Bank, Linux, and Network are taken from a part of an on-
tology that contains definitions of possible context concepts. In a similar way
we can define what it means for a problem to specialize another problem.
2 A cycle would indicate a “hen & egg” problem, e.g. P1 requires P2 . . . Pn requires

P1.
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Definition 21 (Π1 specializesprob Π2). Let Π1 be the problem of a security
pattern P1 and Π2 be the problem of a security pattern P2. We say that Π1

specializes Π2 (written Π1 specializesprob Π2) if and only if

∀x ∈ Π2 :
[
x ∈ Π1 ∨ (∃y ∈ Π1 : y specializesont x)

]

As an example, the following relation holds:

{Sniffing, Denial of Service}specializesprob {Eavesdropping, Denial of Service}
but the following relation does not hold:

{Sniffing} specializesprob {Denial of Service}
Hereby, the terms Sniffing, Denial of Service, and Eavesdropping would be-
long to an attack taxonomy described by the ontology. With Definitions 20
and 21 we can now define what it means for a security pattern to specialize
another security pattern.

Definition 22 (P1 specializespat P2). Let P1 = (Γ1, Π1, Σ1) and P2 =
(Γ2, Π2, Σ2) be security patterns. We say that P1 specializes P2 (written
P1 specializespat P2) if and only if Γ1 specializescon Γ2 and Π1 specializesprob

Π2.

Changing the context of a security pattern basically means to change
the level of abstraction. The above definitions show that there are several
possibilities to specialize a security pattern depending on whether the con-
text and/or the problems are made more specific. This is illustrated by the
following examples.

1. The context is specialized and the problems remain the same:

P1 = ({Ethernet LAN}, {Eavesdropping}, Σ1)

specializespat

P2 = ({Network}, {Eavesdropping}, Σ2)

This helps to distinguish solutions for a problem that occurs in different
contexts. Depending on the context different solutions could be given,
e.g. encryption at the network layer and encryption at the link layer.
This case is an indication that the problem section might not be detailed
enough.

2. The context remains the same and only the problems are specialized:

P1 = ({Network}, {Sniffing}, Σ1)

specializespat
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P2 = ({Network}, {Eavesdropping}, Σ2)

This helps to distinguish solutions for more specific problems. Whereas
encryption generally protects against eavesdropping, a switched network
usually helps against sniffing attacks. This case indicates that the as-
sumptions in the context of the pattern might not be detailed enough.

3. Both, context and problems are specialized:

P1 = ({Ethernet LAN}, {Sniffing}, Σ1)

specializespat

P2 = ({Network}, {Eavesdropping}, Σ2)

This is the most natural application of the specializespat relationship as
the level of abstraction changes in a homogenous way: the more specific
the context the more detailed threatening events (i.e. attacks) can be
described.

4. Both, context and problems remain the same. As the solution is un-
ambiguously determined by context and problem statement, this case
doesn’t seem to make sense as both patterns should be identical then.
However, this fact can be indicated by a tool and the user of the pattern
repository can get a hint that a new pattern covers the same topic as an
existing one. If the solution differs, an additional pattern that is more
general than both patterns, could be necessary. It could also be possi-
ble that a conflict can be detected that way, i.e. you detect competing
patterns. If the solution is the same, pattern aliases can be detected and
double entries in a pattern repository can generally be avoided.

Although example 3 seems to be the most reasonable implementation of
specializespat we decided to go beyond such a rigid subset relationship. That
way the pattern author’s freedom can be respected and the piecemeal growth
of a security pattern repository can be better supported.

Requiring Security Patterns. Requiring another security pattern has the fol-
lowing intuitive interpretations. First, a particular threat or attack is not
addressed by the pattern and has to be solved in another pattern. Second,
the application of a pattern can lead to a new problem. We will illustrate this
in some examples.

Assume a security pattern that solves the problem eavesdropping with
the countermeasure encryption. Although this problem is obviously solved,
the threat of a traffic flow analysis still remains [208]. This problem has to
be solved in another pattern in order to achieve a high level of security.

Another example is the protection against eavesdropping in a local area
network on a lower layer. The basic problem here is the usage of a shared
medium, i.e. network stations are able to capture any packet including those
which are not intended for them. This is usually solved by using a Switch



8.5 Primary Security Pattern Relations 133

device. However, this introduces new problems such as protection of the ad-
ministrative interfaces and manipulation of the Switch’s address register (e.g.
ARP cache flooding and poisoning) [207].

In order to define what it means for a security pattern to require another
security pattern we rely on relation protects againstont which comes from the
security ontology again.

Definition 23 (P1 requirespat P2). Let P1 = (Γ1, Π1, Σ1) and P2 =
(Γ2, Π2, Σ2) be security patterns. We say that P1 requires P2 (written
P1 requirespat P2) if and only if

∃p ∈ Π1 : [∀s ∈ Σ1 : ¬(s protects againstont p)]
∧ [∃s′ ∈ Σ2 : s′ protects againstont p]

From this definition follows that a pattern P that includes countermea-
sures for each problem within the pattern doesn’t require another pattern.
We discuss this in more detail in the next section. Note that this relation
can also be defined transitively. For example, if for patterns P , P ′ and P ′′

holds that P requirespat P ′′ and P ′′ requirespat P ′ then we would say that P
requires not only P ′′ but also P ′. This is the case when there is a chain of
requirements which have to be considered subsequently in order to achieve
protection against a set of related problems as discussed above.

P

P’’

P’

Figure 8.3. Transitive closure of a set of depending patterns.
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Definition 24 (P ˜requirespat P ′). Let P , P ′ and P ′′ be patterns. We say
that P requires P ′ transitively (written as P ˜requirespat P ′) if and only if

P requirespat P ′ ∨ [∃P ′′ : P ˜requirespat P ′′ ∧ P ′′ requirespat P ′]

Note that Definition 24 is recursive. Intuitively, a pattern P requires an-
other pattern P ′ transitively if there is a “path” from P to P ′ using just
the relation requirespat (see Figure 8.3). Using definition 24, it is possible to
define the transitive closure of a set of security patterns with respect to the

˜requirespat relation. For any security pattern P we define PM(P ) as the set
of patterns including P which is closed under ˜requirespat, i.e.:

PM(P ) = {P ′|P ˜requirespat P ′} ∪ {P}
A central assumption we must make is that for a given problem domain a

security pattern system contains “all known and useful” patterns. Basically
this means that for a given security pattern system PS = (℘,�), if a pattern
P ∈ ℘ requires a pattern P ′, then P ′ ∈ ℘ as well. We formulate this as an
axiom.

Axiom 1 (Containment Axiom). Let PS = (℘,�) be a security pattern
system. Then for all P ∈ ℘ holds that if P ˜requirespat P ′ then P ′ ∈ ℘.

The Containment Axiom is not difficult to justify. In practice, all security
patterns which have proved useful to provide countermeasures to particular
attacks should be integrated into the security knowledge base (i.e., the secu-
rity pattern system) of the problem domain. In fact, we discussed in Section
7.5.1 that our assumption holds. Without the axiom it would be impossible
to achieve security with applying patterns.

The following lemma, which will be used in our final theorem, is a simple
reformulation of the Containment Axiom. Intuitively, the lemma states that
there cannot be a pattern “outside” a security pattern system that provides
a solution for a problem stated in a pattern inside the security pattern sys-
tem. We consider this lemma that is inline with the previous definitions as a
shortcut for this statement.

Lemma 8.5.1 (Containment Lemma). Let PS = (℘,�) be a security
pattern system. Then the following holds:

∀P ∈ ℘ : ∀P ′ ∈ PM(P ) : P ′ ∈ ℘

Proof. Assume: P ∈ ℘ and P ′ ∈ PM(P )
Prove: P ′ ∈ ℘

Proof sketch: The proof follows almost directly from applying the Con-
tainment Axiom.
1. P ′ ∈ {P ′|P ˜requirespat P ′}

Proof: Follows from the assumption that P ′ ∈ PM(P ) and the definition
of PM(P ).
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2. P ˜requirespat P ′

Proof: Follows from step 1.
3. P ′ ∈ ℘

Proof: Follows from the assumption that P ∈ ℘, step 2 and the Contain-
ment Axiom.

4. Q.E.D.
Proof: Step 3 states the consequent of the lemma.

8.6 Internal and External Coverage

According to our understanding, a state of security “is achieved by a set of
safeguards and countermeasures applied to maintain the condition of being
safe from threats.” However, this is intuitively only true if there is a coun-
termeasure that addresses each threat. We define this as the coverage of a
security pattern.

In the following we distinguish between internal and external coverage. In-
tuitively, a pattern is internally covered if it does not require another pattern
to provide countermeasures to all of its problems (i.e. threats and option-
ally a set of corresponding attacks). Again we rely on the protects againstont

relation of the security ontology.

Definition 25 (Internal coverage). Let P = (Γ, Π, Σ) be a security pat-
tern. We say that P is internally covered if and only if

∀p ∈ Π : ∃s ∈ Σ : s protects againstont p

Not all security patterns are internally covered. All patterns that require
another pattern are not internally covered. For these patterns we define what
it means for a security pattern P to be externally covered by the set PM(P )
of required security patterns. This is the case if either P is internally covered
or, in case there is a problem p without a solution in P , there is another
security pattern P ′ in PM(P ) that provides a countermeasure to p.

Definition 26 (External coverage). Let P = (Γ, Π, Σ) be a security
pattern. Then we say that P ist externally covered relative to PM(P ) if and
only if

∀p ∈ Π : [∃s ∈ Σ : s protects againstont p]
∨ [∃P ′ ∈ PM(P ) : ∃s′ ∈ Σ′ : s′ protects againstont p

]

The internal coverage is a special case of external coverage when PM(P )
is an empty set. The defintion of coverage can now be applied to an overall
security pattern system, too.

Definition 27 (Coverage of a Security Pattern System). Let PS =
(℘,�) be a security pattern system. We say that PS is covered if and only if

∀P ∈ ℘ : P is externally covered relative to PM(P )
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In the next section we use the definitions for coverage in order to prove
why coverage implies security. This is an important step because coverage is
a “local” property and security (as defined in the next section) is a “global”
property.

8.7 Why Coverage Implies a State of Security

Intuitively, the fact that a security pattern system is covered should mean
that there is a solution for every problem within the security pattern system.
In fact, this property follows from the above definitions and is proven in the
following theorem. For a security pattern system PS = (℘,�) we define

problems(PS) =
⋃

P=(Γ,Π,Σ)∈℘

{p : p ∈ Π}

and
solutions(PS) =

⋃

P=(Γ,Π,Σ)∈℘

{s : s ∈ Σ}.

Thereby, problems(PS) is the set of all problems which occur in the pattern
system, and solutions(PS) is the set of all solutions (or countermeasures)
occurring in the pattern system. Based on the security ontology, we can now
define what security of a security system means.

Definition 28 (Applying security patterns implies a state of secu-
rity). The application of pattern from a security pattern system PS implies
a state of security if and only if

∀p ∈ problems(PS) : ∃s ∈ solutions(PS) : s protects againstont p

In the following we prove that a covered security pattern system implies
a state of security according to our definitions. The theorem shows that it
is sufficient to speak about coverage in order to draw conclusions about a
state of security. This takes for granted that the security pattern system
contains all known problems of a problem domain (see Section 7.5.1) and
that the underlying security ontology meets the ontology requirements (see
Section 3.4.1). We conjecture that the implication can be strengthened to an
equivalence.

Theorem 8.7.1 (Coverage Theorem). Let PS be an arbitrary security
pattern system. If PS is covered, PS implies a state of security.

Proof. Assume: PS = (℘,�) is covered.
Prove: PS implies a state of security.
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Proof sketch: We need to show that PS implies a state of security, i.e. that
for every problem p ∈ problems(PS) there is a solution s ∈ solutions(PS)
that protects against p. The proof takes an arbitrary problem p from a secu-
rity pattern P and then applies the definition of coverage which yields two
cases: either p is catered for in the same security pattern it came from (i.e.
P ), or there is a security pattern P ′ which is required by P (i.e. P ′ ∈ PM(P ))
and protects against p. In the latter case, we apply the Containment Lemma
to show that P ′ must be part of the original PS. Therefore, every problem
has a solution in PS, and hence, PS implies a state of security.

1. All P ∈ ℘ are externally covered relative to PM(P ).
Proof: Follows from the assumption and Definition 27 (Coverage of a
security pattern system).

2. Take an arbitrary security pattern P = (Γ, Π, Σ) and any problem p ∈ Π .
Then p ∈ problems(PS).
Proof: Follows from the definition of problems(PS).

3. For p holds that either (a) ∃s ∈ Σ : s protects againstont p, or (b) ∃P ′ =
(Γ ′, Π ′, Σ′) ∈ PM(P ) : ∃s′ ∈ Σ′ : s′ protects againstont p.
Proof: Follows from step 1 and Definition 26 (external coverage).

4. Assume: ∃s ∈ Σ : s protects againstont p
Prove: Q.E.D.
Proof sketch: This is case (a) which was identified in step 3. We need
to show that p has some solution in PS, which is rather easy in this case,
since the solution is contained in the same security pattern as the problem.
4.1. s ∈ solutions(PS)

Proof: The solution s guaranteed in the case assumption is in Σ which
is the set of solutions provided by P . From the definition of solutions(PS)
follows that s ∈ solutions(PS).

4.2. s protects againstont p
Proof: Follows directly from the case assumption.

4.3. Q.E.D.
Proof: We needed to show that s ∈ solutions(PS) and that s protects
against p. The former was shown in step 4.1 and the latter in step 4.2.
This completes the proof for this case.

5. Assume: ∃P ′ = (Γ ′, Π ′, Σ′) ∈ PM(P ) : ∃s′ ∈ Σ′ : s′ protects againstont

p.
Prove: Q.E.D.
Proof sketch: This is case (b) from above. We need to show that the
solution s′ guaranteed by the case assumption belongs to solutions(PS).
This can be shown by applying the Containment Lemma.
5.1. s′ protects againstont p

Proof: Follows directly from case assumption.
5.2. P ′ ∈ PM(P )

Proof: Follows directly from case assumption.



138 8. A Theoretical Model for Security Patterns

5.3. P ′ ∈ ℘
Proof: Follows from step 5.2 and the Containment Lemma.

5.4. s′ ∈ solutions(PS)
Proof: Follows from step 5.3 and the definition of solutions(PS).

5.5. Q.E.D.
Proof: From step 5.1 we know that s′ protects against p and from
step 5.4 we know that s′ ∈ solutions(PS) which concludes the proof for
case (b).

6. Q.E.D.
Proof: Step 3 guarantees that steps 4 and 5 cover all cases, i.e. in any
case there is a solution s in the set of solutions provided by PS such
that s protects againstont p. By Definition 28 this means that the security
pattern system PS implies a state of security, completing the proof.

As said above, coverage is a “local” criteria, i.e. a tool could systemati-
cally check all “requires” relations for solutions to a given problem. It is not
necessary to search in the overall pattern system. Whenever a pattern system
is not covered, either a “requires” relation is missing or the pattern system
is not yet complete. Note, that we consider patterns as means of establishing
and maintaining a state of security. So far, we haven’t made any assumptions
about the quality of such a state, e.g. is a particular solution more secure
than an alternative solution. However, it is possible to extend the model in
that way: one the one hand, the problem statement of patterns is narrowed
by forces which express security requirements and other attributes. On the
other hand, the solution resolves these forces in a certain way, e.g. confiden-
tiality is increased but performance and usability are decreased. We show an
example for this approach in the next chapter.

8.8 Summary and Conclusions

Establishing patterns as a source of security improvement, especially suitable
for non-experts, requires to think about a way to make the added values of
patterns available. As tool support is one important requirement, we have
identified the need for a theoretical model that lays down the basics of syn-
tax of security patterns. Considering tool support another important bound-
ary condition is that the patterns considered as written piece of knowledge
shouldn’t be touched in order to respect the author’s freedom writing expert
knowledge in the most suitable way.

8.8.1 Summary

Proceeding from the notion of pattern linguistics we draw an analogy between
ontologies (consisting of concepts and relations) and pattern systems (con-
sisting of patterns and relations). In order to establish patterns as “linguistic
signs” it is necessary to define both syntax and semantics of patterns.
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This analogy represents the starting point for our formalization approach.
We have defined core definitions of security patterns referring to concepts of
the security ontology, namely security context, security problem and security
solution. These elements are part of each security pattern. Furthermore, we
defined a security pattern system as a directed acyclic graph which consists
of patterns (= nodes) and relations (=edges).

Accordingly, we have defined the primary security pattern relations “spe-
cialize” and “requires” referring to concepts and relations of the security
ontology. Based on that we have been in the position to define the Con-
tainment Axiom which demands that all security patterns which provide
countermeasures to particular threats/attacks should be integrated into the
security knowledge base. Furthermore, we have proved the corresponding
Containment Lemma which proves that there cannot be a pattern outside
the pattern system providing a solution for a problem occurring within the
pattern system.

Equipped with the core definitions and primary relations of security pat-
terns we have introduced the concept of “coverage”. We have distinguished
between internal coverage (i.e. no other pattern to provide countermeasures
to all problems within a given pattern is required) and external coverage (an-
other pattern is required to “cover” all problems). Again, we have relied on
concepts and relations of the security ontology.

The coverage of a security pattern system is a “local” criteria that can be
checked by referring to concepts and relations which are assigned to security
patterns. Following a common sense definition of security which basically
states that security can be achieved by countermeasures against all threats,
the coverage criteria can be used to conclude that a pattern system implies a
state of security (which is a “global” criteria). Based on our definitions given
before, we have been in the position to prove this statement.

8.8.2 Conclusions

As we have discussed in Section 5.8.2 patterns can be applied as a security
improvement artifact. Especially for security, the pattern approach has to be
extended in order to understand security patterns and to take advantage of
the added value that they basically offer. The important drawbacks are that
there are no sophisticated search and retrieval capabilities for the majority of
patterns. One reason is that patterns are understood as prose today and, as
a consequence, that there has been no applicable model for security patterns
available. Thus, our theoretical model for security patterns and some basic
relations between them is an important contribution for both the security
and the pattern community.

The benefit for security engineers and security novices is that security pat-
terns help to integrate security into software development tasks in a natural
way - assuming that patterns are used during development anyway. Further-
more, security patterns complement any other security improvement artifact
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as they can virtually be applied in any life cycle and at different layers of
abstraction.

The benefit for the pattern community is that we don’t touch the pat-
terns themselves respecting the author’s freedom and creativity in selecting
an appropriate pattern template and writing proven solutions in a convenient
way. Enhancing security patterns with corresponding meta-information helps
to transfer the core concepts of security into the pattern world. With defined
syntax (and semantics) sophisticated tools are now possible that show, for
instance improved search and retrieval capabilities. Thus, users can take ad-
vantage of pattern features more efficiently. Furthermore, defined terminology
and structures can also support authors of patterns by writing the parts of
a pattern which are rather difficult to write according to the author’s expe-
rience.

Recall that any theoretical model is vulnerable if the suitability of the
modeling approach will be questioned. Thus, our definitions rely on common
sense statements that are typically used in the security domain. Furthermore,
we have applied the pattern approach in a straight-forward way without
changing the core concepts. As a proof of concept we discuss several new
applications of security patterns in the next chapter. We even show that
it was possible to develop a security engineering tool that can fulfill the
expectations of the intended group of users (i.e. security experts, security
novices, and authors/maintainers of security patterns).
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The value of an idea lies in the
using of it.

Thomas A. Edison

Failure is simply the
opportunity to begin again, this
time more intelligently.

Henry Ford

9.1 Introduction

The intention of this chapter is to show the conclusiveness of our approach by
presenting new applications of security patterns which were all implemented
with a prototype for a security pattern search engine. Before we step into
this proof of concept, we briefly summarize the problems and how we have
solved them.

The core premise of this book is that the human factor has to be consid-
ered by any security improvement approach. In fact, patterns support this
requirement as they help to reduce complexity. Problems are divided in man-
ageable parts and can be solved in a structured way. Thereby, side-effects
and time-dependencies can be considered as patterns are related to other
patterns. In order to make these added values usable, it was necessary to
represent the pattern elements appropriately and to model the structure and
the rules of security pattern systems. After doing this, we are now enabled to
build a tool which can support both professionals and novices by improving
the security level of their systems in a structured and comprehensive way. As
patterns come from software engineering, we also achieve a certain level of
integration between security and traditional software development.

Outline. The outline of this Chapter is as follows: first of all we introduce
our approach for implementing a “security pattern search engine” in Section
9.2. Section 9.3 deals with the representation of the security core ontology,
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the integration into the structure of security patterns as well as the rules for
deriving new information and queries which are used to access the knowl-
edge base. We also show first basic applications of our model: annotating
patterns, supporting pattern authors and integrating non-pattern sources.
In Section 9.4 we step into more sophisticated applications of security pat-
terns. We introduce improved search and retrieval capabilities for security
patterns. Furthermore, we show advanced techniques such as the considera-
tion of side-effects or the maintenance of security pattern repositories. Finally,
we summarize our results in Chapter 9.5.
Results. This chapter proves that the theoretical model developed in the pre-
vious chapter can also be implemented. Even more important is that we can
show several new applications of patterns which make them useful as a secu-
rity improvement tool. With a rather loosely structured meta-information we
are able to make the added values of security patterns available and develop
a prototype of a security pattern search engine. That way we can show that,
for instance, security patterns help to solve problems in a structured way,
help to consider side-effects and time dependencies.

9.2 A Security Pattern Search Engine

In order to demonstrate the applicability of our pattern-based security im-
provement approach we developed a so-called “security pattern search en-
gine”. In this section we discuss in how far this system can be called an
expert system, present the main use cases, introduce the architecture of the
prototype and discuss related work.

9.2.1 A Pattern-Based Expert System?

Basically, security patterns help to solve recurring security problems in a
proven way. As such a corresponding tool should support the users in doing
so. Thus, the question arises whether our security pattern search engine can
be called an expert system.

Figure 9.1. General architecture of an expert system.

As illustrated in Figure 9.1 the key components of an expert system are
the knowledge-base, the inference engine and the user interface [68, 126].
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Discussing these components we can introduce our tool and its relation to
expert systems.

Knowledge Base. Generally spoken the knowledge base contains a symbolic
representation of the specific knowledge of the given problem domain. This
includes concepts, instances (or facts), relations as well as rules which can be
used to derive additional knowledge from facts. In our case this is the security
core ontology with additional taxonomies taken from a specific terminology,
the mapping between the structure of security patterns and the security core
ontology, and rules which express our theoretical model.

Inference Engine. The inference engine processes the user’s queries, applies
them to the knowledge base and presents corresponding answers according
to the implemented reasoning mechanism. Based on both the facts and the
rules it is possible to derive knowledge that might not be obvious. In fact we
used such an inference engine in order to implement the prototype.

User Interface. The user interface is responsible for input from the user (i.e.
queries) and for displaying both intermediate and final results. In our case
the user interface is implemented with a Web browser and a remote Web
server which interacts with the inference engine which in turn interacts with
the knowledge base.

Findings. After all, we can say that our search engine can be called an
expert-system as it shows all required components. However, the notion of a
knowledge-based system seems to be more feasible: First, this term is more
general as “any system which performs a task by applying rules of thumb to
a symbolic representation of knowledge” is in fact a knowledge based system
[126]. Second, we expect that the practical focus of our approach is not on the
rules written by experts. Particularly, the rules are fixed by our theoretical
model. Thus, the expert’s main task is to add new facts (i.e. new security
patterns) to the knowledge base.

9.2.2 Use Cases

In this book we apply the pattern approach to security engineering, e.g. to
solve typical security problems at different layers of abstraction. In this con-
text we discuss use cases which are, for instance, derived from the competence
questions we gathered while defining the task of the security core ontology
(see Section 6.3 and Appendix C). A more general view of use cases for our
system is illustrated in Figure 9.2. This is derived from our work within the
Pattern Editing Toolkit (PET) project [24] and represents a subset of possible
use cases.

As major roles we identified the expert, pattern authors and regular users
(which can be subdivided into further categories such as manager, developer,
end-user, etc.). In the following we outline the use cases assigned to these
roles.
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Figure 9.2. Security engineering with patterns: use cases.

On the one hand, the task of experts is to implement and maintain the
knowledge base which represents the theoretical model. Thus, they should be
able to edit concepts, edit rules and edit queries. Namely, they should be able
to modify, add and delete these items. As we expect the knowledge base to
be stable, the interventions of experts shouldn’t occur very often.

On the other hand, both pattern authors and users will use the system
frequently. Another obvious task of authors is to edit patterns. In our case
this includes the annotation of patterns with meta-information. Thereby, they
can access a library which contains predefined pattern elements, e.g. threats,
forces or countermeasures. The intention of a hierarchy builder is to identify
relations between patterns. Thus, a pattern hierarchy can be computed. Fur-
thermore, pattern authors would like to search patterns that are somehow
related to the pattern they are going to write.

This is also a key use case for regular users. In the end they want to
find the pattern(s) that solve their problems. Thereby, it is useful to explore
patterns, i.e. browse a pattern hierarchy in order to get an overview of the
dependencies between patterns. Furthermore, it could be useful to simulate
scenarios, i.e. conducting some sort of “what-if” experiments.
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9.2.3 Prototype

Before we implementing the prototype we have had to make certain decisions
with respect to the architecture and the actual implementation environment.
We will outline this in the following.
Conceptual Decisions. Basically, several conceptual approaches can be imag-
ined. Our prototype can be classified as a problem-specific tool as it integrates
security knowledge (the ontology) and provides a strategy for problem-solving
(the pattern approach) [174]. Thereby, further criteria should be taken into
account. First, we prefer to use open components and interfaces whenever
possible as this helps to extend and integrate the tool in an existing envi-
ronment. Furthermore, it is easier to exchange certain components. Second,
it should be possible to design an attractive user interface as the prototype
should help the user to solve problems in a convenient way. Thus, the time
for adjustment for using the tool should be minimal, too.
Architecture. We can implement the prototype following a centralized or de-
centralized approach. A strictly centralized implementation would mean that
the content is collected, maintained and published by a single authority. This
could work if the users have trust in such an organization. An example could
be Hillside.net as non-profit corporation which promotes the pattern move-
ment. Especially, a pattern repository dedicated to a particular topic such
as security can be realized in that way. Taking into account the results of a
general survey on vulnerability databases we expect that this approach could
be acceptable for a majority of potential users [107]. Therefore, we decided
to use this variant for our prototype.

A decentralized approach would mean that several authorities appear as
providers of security patterns. If we assume that they work together, certain
agreements regarding a common interface, similar structures, etc., have to
be made. Especially for our ontology-driven approach it is important that
different groups work together and exchange knowledge. That way the real
benefits can be made available when such subcultures are joined together. In
the long run this should be the more suitable approach [20].

We expect, however, a mix of these generic approaches. From presenta-
tions of our approach in certain companies as well as discussions at various
conferences of the PLoP-series we conclude that most organizations will keep
patterns related to internal problems/solutions and only contribute generally
applicable security patterns to a public security pattern repository.
Implementation Aspects. As shown in Chapter 3 we have examined several
ways of representing ontologies and corresponding tools for the development
and application of ontologies. Gathering practical experience with the tools
revealed that it is required to use different tools as all of them have different
strengths. For example, K-Infinity (see Section 3.4.4) has a very powerful
graphical tool for designing ontologies but the inference capabilities are lim-
ited. The requirement is, however, that the tools share a common represen-
tation such as RDF. As this didn’t appear as a straight-forward task (e.g.
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considering availability and interoperability), we decided to use an integrated
set of tools, namely OntoBroker and related tools. In particular, OntoBroker
is shipped with an inference engine which plays an important role in the pro-
totype. As this platform features the export to popular open representations,
however, this decision doesn’t restrict the applicability of our approach: the
prototype is basically independent of the platform as the knowledge base and
not a particular API or programming language is the key to our solution.

The prototype itself passed through several iterations. We started with
a command-line interface (CLI) version. The client reads the queries from
a file, sends them to the inference engine server which in turn operates on
the knowledge base. The next stage of extension included again the inference
engine, a Web-server containing several Java servlets for interacting with the
inference engine, and a browser-based query interface. The queries themselves
were integrated within the Web-pages as JavaScript. The user could compose
the queries with drop-down menus as well as selection check boxes. Due to
the known limitations of this approach the final platform was completely
implemented with Java servlets, i.e. it can be accessed with any browser.
This should be convenient for users as they are accustomed to browser-based
user interfaces. The overall usability of the interface is, however, out of the
scope of this book.

For the maintenance of the knowledge base we have used OntoEdit, On-
toAnnotate and OntoMat (for generating facts from given pattern docu-
ments). Furthermore, we have used the customized tool “Neptune” which
has been developed during an accompanying Master Thesis for generating
the meta-information for security patterns [17].

In particular, Neptune can be used to annotate security patterns by se-
lecting corresponding entries from an ontology. As proof of concept, we an-
notated about 20 security patterns. Hereby, we could chose from predefined,
hierarchical concept catalogs which cover entries for context, problem, forces,
solution and consequences. The tool can also be used to specify the relations
between patterns. As proposed in Section 7.5 the underlying ontology has
been derived from standards such as the IT Baseline Protection Manual, the
Common Criteria and ISO 9126.

9.2.4 Related Work

Bhambhani presented an expert system for suggesting design patterns [22].
The prototype was implemented with Gamma’s design patterns [93]. The
system is based on if/then rules and offers a question/answer interface, i.e.
the user answers a sequence of questions and the expert system suggests the
most appropriate design pattern. These questions are classified in several lev-
els. There are questions to select the category of the pattern (i.e. creational,
structural or behavioral design patterns) and sub-categories. Other questions
are provided in order to determine the intent of a design pattern. Further-
more, there are pattern specific questions which deal with the conditions
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for applying a pattern. Eventually, there are auxiliary questions which are
derived from sub-conditions. Having compiled the questions, thresholds are
assigned to each pattern. A threshold determines how many weights or points
are required for a certain pattern to be suggested. It is planed to gather sta-
tistical data in order to assign higher priorities to patterns which are used
more frequently.

We consider the above approach (in contrast to ours) as a traditional ex-
pert system, i.e. experts write the rules and regular users apply the system.
The current version only considers design patterns, however, the author men-
tioned that more patterns will be included. A problem could be that at least
one additional distinguishing question is needed for each new pattern. This
could reduce the applicability if users are not willing to answer several couples
of questions before a pattern is suggested eventually. Furthermore, Bhamb-
hani treats patterns in isolation, i.e. one dedicated pattern is suggested and
the relations to other patterns aren’t considered.

9.3 Enhancing Security Patterns with Meta-information

In this section we show how the theoretical model can be implemented in the
selected symbolic representation: the F-Logic syntax. Based on the knowledge
base (i.e. the security ontology and the mapping between the concepts and
the pattern elements) we can already show some basic applications of our
model.

9.3.1 Codifying the Knowlege Base and Inference Rules

In this Section we show by examples how the security pattern meta-infor-
mation is represented internally. Our knowledge base consists of the security
core ontology and additional ontologies derived from community terminology.
Besides, we have a “pattern mapping” which assigns elements of the ontolo-
gies to the pattern elements. Furthermore, we show how the inference rules
are implemented. That way, we codify the premises of our theoretical model
and make it usable for requests to the knowledge base.

The native language of OntoBroker is F-Logic which is a powerful ontology
representation language. As we provide certain F-Logic examples, a brief
introduction to the used language primitives is provided in Appendix D. For
the sake of readability we only provide those parts of the listings which are
required for understanding the given representation or functionality.

Representing Ontologies. The definitions of the theoretical model can be
represented as an ontology. At the top-level this is modeled in F-Logic by
expressions as shown in Figure 9.3 on the following page. For example,
Countermeasure is a sub-class of SecuritySolution. Furthermore, we can
represent attributes of concepts, e.g. a SecuritySolution protects against
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at least one SecurityProblem. Note that each concept has to be a sub-class
of a default root concept1.

The relation protects againstont between countermeasures and threats is,
for instance, the key relation between the concepts of our security core ontol-
ogy. This means that a countermeasure protects against one or more threats.
Other concepts and the relations between them are represented accordingly,
such as the Attack realize Threat relation.

Countermeasure :: SecuritySolution.
Threat :: SecurityProblem.
Attack :: SecurityProblem.

SecuritySolution[protectsAgainst =>> SecurityProblem ].
Attack[realize =>> Threat ].

Figure 9.3. Representing concepts and relations.

The next step is to include taxonomies derived from terminologies of
certain communities. For example, we implemented that for the threat and
safeguard catalogs of the IT Baseline Protection Manual as illustrated in
Figure 9.4 on the next page.

As long as such taxonomies show the protects againstont relation, virtu-
ally any terminology can be integrated. In fact we expect that any security
approach adopts this understanding. As we will show later, it is also possible
to combine several terminologies as long as there is no generally accepted
“super security ontology”. As such, our solution can be easily customized
for different user groups. In our example we also provide a natural language
description for each instance. This can be either a link to an external source2

or encoded directly using another attribute.

Pattern Mapping. In Section 8.4 we provided the core definitions for the ele-
ments of a security pattern. This can be directly codified in the F-Logic syn-
tax, too. In Figure 9.5 we show the definition of the security context as an
element of a security pattern. Note that each entry has again a natural lan-
guage description which can be either text or a link to an external document.

Basically it is possible to declare the relations explicitly or to identify
them according to our definition of the core relations between security pat-
terns. This is illustrated in Figure 9.6. The regular user will, however, work
with meta-information which contains the explicit relations, mainly due to

1 For example, SecurityConcept is a subclass of Root as well as SecurityPattern.
However, we don’t show this in the following listings.

2 In our example a link to the corresponding threat entry of the IT Baseline Pro-
tection Manual is indicated.
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ForceMajeure :: Threat.
OrganisationalShortcomings :: Threat.
HumanFailure :: Threat.
TechnicalFailure :: Threat.
DeliberateActs :: Threat.

Theft:DeliberateActs.
Theft[

description ->" http ://www.bsi.bund.de/.../ t501.htm"
].

DataMediaControl:Countermeasure[
protectsAgainst ->> Theft

].

SafekeepingDataMedia:Countermeasure[
protectsAgainst ->> Theft

].

Figure 9.4. Integrating community terminology.

performance reasons: it is “cheaper” to follow explicitly declared relations in-
stead of calculating them first. Basically, any other type of relation can also
be annotated that way. We will define the implicit variant later as inference
rules which will be used for maintaining security pattern repositories (see
Section 9.4.3).

Inference Rules. The inference rules represent the definition of the primary
security pattern relations, the definitions for internal and external coverage
and the Coverage Theorem. These are going to be used to send sophisticated
queries to the inference engine which will derive results that are not explicitly
encoded in the security patterns themselves. Beside this more complex rules
we can, for example, apply a straight-forward implementation of the relation
that computes the transitive closure of all security patterns which are required
by a specific security pattern. This is shown in figure 9.7.

9.3.2 Basic Applications

Equipped with the knowledge how ontologies and inference rules can be im-
plemented in principle, we are already able to show some basic applications
(i.e. we don’t even need the inference rules) of our approach: a precondition
for further applications is the annotation of security patterns. Furthermore,
we show how pattern authors can benefit from our approach when they write
new patterns. Finally, we show, how non-pattern sources can basically also
be added as facts of the knowledge base.
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Context[
description => string;
hasLayer =>> Layer;
hasLifeCycle =>> LifeCycle

].

SecurityPattern[
name => STRING;
hasContext => Context;
hasProblem => Problem;
hasSolution => Solution;
description => string

].

Figure 9.5. Mapping between concepts and patterns.

SecurityPattern[
requires =>> SecurityPattern;
specialize =>> SecurityPattern

].

Figure 9.6. Explicit declaration of pattern relations.

FORALL X,Y,Z X:SecurityPattern[requires ->>Z]
<- X[requires ->>Y] AND Y[requires ->>Z].

Figure 9.7. Example for an inference rule.

Annotating Security Patterns. A key premise of our approach is not to
touch existing patterns. Particularly we expect that authors will not follow
a mandatory, predefined pattern template. However, our approach allows to
keep the patterns untouched and to assign corresponding meta-information
instead. With tools such as OntoMat and OntoAnnotate new facts can be
derived from patterns. With our customized application Neptune, security
patterns can be annotated according to the entries in the knowledge base.
That way, new instances (especially new security pattern nodes of the overall
repository) are added to the knowledge base. Usually, the author opens a
given pattern document (e.g. a HTML-page), can browse through it, selects
the corresponding concepts and adds these facts by using, for instance, drag
& drop mechanisms. Some tools also allow to export the resulting facts in a
separate file or to write them directly into the source document. Certainly, it
is also possible (and convenient) to edit this information manually. Examples
for such meta-information can be found in Appendix B.
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Supporting Pattern Authors. The knowledge base allows also to support pat-
tern authors during writing patterns. We proposed the following approach:
the author can to refer to catalogs containing predefined concepts which de-
scribe context (e.g. layer and life-cycle), problem statements (i.e. threats and
attacks), forces as well as the solution and the consequences. As proof-of-
concept we published some example patterns [200] and other authors found
this approach useful (e.g. Lehtonen and Pärssinen [147, 204]). That way, au-
thors can be sure that their pattern contains the most important elements. As
the ontology relates the concepts to each other, a certain level of completeness
can be achieved more easily. We can imagine to implement this function as a
dedicated authoring tool. In fact, the security pattern search engine already
contains a functionality that allows to browse context and problem entries
of the ontology. This can already be a sufficient support as the author gets
inspired and can basically check whether he missed essential parts.

Integrating Non-Pattern Resources. Another basic application of the theo-
retical model is to annotate non-pattern information resources which fit in
the defined structure. We examined this approach for security improvement
artifacts as discussed in Section 5.6.2. Recall that each block usually contains
countermeasures against threats which occur in certain “modules”. However,
the lists of threats and security objectives as well as the corresponding coun-
termeasures cover not only a single aspect. In contrast, patterns have one
context, one problem, one solution, i.e. they are more focused. Covering an
overall problem domain is realized with a set of related patterns. That way,
the relationship between problems and solutions, the dependencies between
problems and the consequences of applying certain countermeasure is repre-
sented in a more comprehensive way.

Annotating non-pattern resources makes this advantage accessible for the
user. Besides, such meta-information helps to maintain the consistency of
such non-pattern resources. Finally, it is always useful to provide linkage
from patterns to external resources (e.g. by hyper-links). That way known-
uses of the pattern and specific implementation aspects can be considered
more easily. A practical aspect is that copyright issues have not to be taken
into account, e.g. we provide hyper-links to the original sources. In fact, we
compose such external knowledge in a different way and generate additional,
new information. For example, we applied this approach by mining patterns
from the IT Baseline Protection Manual, the CERT Security Improvement
Modules and related sources [207].

9.4 Advanced Techniques

In this section we present selected advanced applications which show how
security patterns can support security engineering. First, we show how the
search and retrieval capabilities for security patterns can be improved. Then
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we discuss how security patterns can be used in order to consider the side-
effects of the application of a solution appropriately. Finally, we outline some
ways how an overall collection of security patterns can be maintained more
efficiently.

9.4.1 Improvement of Search and Retrieval Capabilities

With our security pattern search engine the search and retrieval capabili-
ties for security patterns can be improved significantly. As selected examples
we discuss how a pattern hierarchy can be browsed and how conflicting or
respectively alternative and duplicate patterns can be detected.

Browsing the Pattern Hierarchy. As we have annotated (or can detect) the
relations between security patterns, we can browse the pattern hierarchy
more efficiently. Without meta-information it would be required to read each
pattern, look at the relationships and search the related patterns (particu-
larly if the relations refer to external documents). Furthermore, our search
engine can deliver the transitive closure of related patterns which shows, for
example, all required patterns as illustrated in Figure 9.8 (thereby pattern
is the identifier for a particular instance of a security pattern). This is a clear
advantage as the user immediately knows what else has to be done when
implementing a solution. Accordingly, it is also possible to find more general
or more special security patterns. That way, the user can browse the overall
pattern collection more conveniently than with conventional keyword-based
searches.

FORALL X,URL <- pattern:SecurityPattern[requires ->>X]
AND X[description ->URL].

Figure 9.8. Finding and refering to all required security patterns.

The inference engine returns an array where each row represents a security
pattern and each column contains the value of the requested variables (X and
URL in our example). This array can be processed further. For example, we
displayed the result as a table on a web-page. Furthermore, we are able to
show the resulting set of patterns graphically. From here, further requests
can be submitted.

Detecting Conflicts, Alternatives and Duplicates. In Section 8.5 we defined
the specializespat relation between security patterns. A special case of this
definition can be interpreted as a conflict between two patterns (another
primary pattern relation according to Noble’s definition [165]). A conflict
between two patterns occurs when both context and problem are identical and
the solution is different. This can be called either a conflict or an alternative
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- its up to the user to decide this in the end. The corresponding query which
returns an array of all conflicting patterns can be implemented as shown in
Figure 9.9. Similarly, identical patterns can be detected. In that case the
solution is identical, too.

FORALL X,Y,CONTEXT,PROBLEM,SX,SY
<- X:SecurityPattern AND Y:SecurityPattern

AND X[hasContext -> CONTEXT]
AND Y[hasContext -> CONTEXT]
AND X[hasProblem -> PROBLEM]
AND Y[hasProblem -> PROBLEM]
AND X[hasSolution ->SX]
AND Y[hasSolution ->SY].

Figure 9.9. Detecting conflicting and alternative patterns.

That way, regular users can look for alternative or alias patterns. Further-
more, this type of query is very useful for pattern authors who submit a new
pattern. If they see that there is a conflict they can try to make context and
problem statements more distinguishing. If they detect identical patterns,
one of the patterns can either be replaced, the two patterns can be merged
or one of them can be deleted.

9.4.2 Considering Side-Effects

In Section 4.3 we found out that people tend to a repair-service behavior and
to ad-hoc solutions in complex situations. Applying our theoretical model we
can use security patterns to consider side-effects appropriately and to solve
problems more professionally. We show this by two examples, namely the
propagation of errors and the qualitative comparison of security patterns.

Propagation of Errors. Considering possible side effects of the application of
a solution is important, especially if such side-effects would lower the overall
security level or - even worse - breach the security of an asset (see Section
4.3). Thus, we envisioned that security patterns can be used to determine the
propagation of errors [208, 207]. The basic idea are the worst case assumption
that errors basically propagate in two directions. First, errors in the more
general system usually propagate to the specialized systems. Second, errors
of a system can have an impact on systems which depend on the broken one
(i.e. they require it).

We implemented such a functionality referring to the relations between
security patterns. If we want to find out how an error propagates along the
specializespat relation we have to calculate the transitive closure of all security
patterns which specialize the “broken” security patterns. In fact, this means
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that the actual implementation of the pattern is broken. This can have sev-
eral reasons, e.g. a new bug is discovered and the assumptions for applying
the pattern do not hold anymore. That way, time-dependencies can also be
considered, i.e. as soon as the assumptions of a pattern don’t hold any longer,
the user can determine the impact on other patterns.

If we want to determine how errors propagate from a pattern which is
required by others, we have to follow the reverse direction of the requirespat

relation and calculate the transitive closure again. Basically, the result can be
a graphical representation where all affected security patterns are highlighted
(e.g. colored red).

Users have now the possibility to conduct what-if experiments and see
what would happen in case of a failure. Another scenario could be to inte-
grate our system into a real-time alerting system: in case of a failure one
would immediately know what other systems could be compromised. This
would improve both the incident handling and recovering capabilities of an
organization.

Qualitative Comparison. The previous applications of security patterns are
a result from a security point of view, i.e. patterns are used to establish and
maintain a state of security. However, we can also consider more pattern-
related aspects. An interesting aspect of considering side-effects is to examine
the impact of the application of two related security patterns regarding a
particular property. As described in Section 7.4.3 the forces of a pattern can
describe such desired properties. For example, one could say that users prefer
a usable (i.e. usability) application over a fast one (i.e. performance).

As a solution solves these forces it has an impact on these properties, i.e.
each solution has certain consequences. Thus, it would be nice to find out
what happens if two subsequent patterns are applied. Is the overall result
faster, slower or is there no significant change? In order to implement such a
functionality it is sufficient to look at the values of properties qualitatively.
According to the principles of qualitative reasoning the actual values can be
abstracted as symbolic values, e.g. negative, zero and positive [28]. Then we
can specify the qualitative trend when two of these values are added, e.g.
positive + zero = positive.

With this approach it is possible to make statements about the quality
of a particular solution. Implementing this functionality we extended the
pattern mapping (without changing existing relations) and added forces and
consequences accordingly. Then we could put together a corresponding query
according to the following steps: first, we determined a set of neighboring
patterns, for example, by looking for a required pattern (we assume that
these are applied in a sequence). Second, we determined the values of a specific
force in each pattern. This and the resulting trends were defined as inference
rules. Finally, we could ask which of these combinations have a positive (or
negative) trend. The extension of the pattern mapping, an example inference
rule and the query are shown in Figure 9.10.
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Trend(negative,zero,positive ).

Consequence[
resolveForce =>Force;
hasValue => Trend.

].

FORALL RESULT,FORCE,CX,CY,X,Y X[hasTrend -> positive]
<- EXISTS Y

X[requires ->>Y] AND
X[hasConsequence ->>CX] AND
Y[hasConsequence ->>CY] AND
CX[resolveForce ->FORCE] AND
CY[resolveForce ->FORCE] AND
CX[hasValue -> positive ] AND
CY[hasValue ->zero].

FORALL X,Y,FORCE,TREND
<- X[hasTrend ->TREND;

requires ->>Y;
hasForce ->> FORCE

].

Figure 9.10. Qualitative comparison.

By nature, such a qualitative reasoning is a gross abstraction of reality, i.e.
the results have to evaluated with certain care. However, the determination
of trends is often sufficient or the only way to reason about the consequences
of the application of a pattern as it is difficult to determine the exact nu-
merical values of a property and to apply them to models of reality. In fact,
the qualitative comparison approach reflects the pattern paradigm which is
usually not at such a numerical level. Users can take advantage of this func-
tion as they can quickly decide whether a particular combination meets their
demands or not.

9.4.3 Maintaining Security Pattern Repositories

So far we have relied on explicitly drawn relations between security patterns.
However, it is possible to detect the primary relations by inferring them
from rules which correspond to our definitions. Furthermore, we can conduct
certain sanity checks by applying the Coverage Theorem. Furthermore, it is
possible to analyze the overall security pattern collection as well as the user
behavior in order to assign different priorities to security patterns. All of these
applications are useful for the maintenance of a security pattern collection
and are discussed in the following.
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Detecting Relations between Patterns. We defined two primary relations be-
tween security patterns in Section 8.5. Based on these definitions we can
express corresponding inference rules. For example, a part of the definition of
the specializespat relation, namely the specialization of the context, is shown
in Figure 9.11. The remaining definition for the specialization of the prob-
lem can be codified accordingly. The inference engine will then consider both
rules while evaluating requests. The query itself remains basically the same,
i.e. we are looking for a pattern X which specializes a pattern Y . Note that
we have to distinguish between the specializespat between security patterns
and the specializesont relations between security concepts.

FORALL X,Y X[spezialize ->>Y] <->
(X:SecurityPattern[hasContext ->CX] AND
Y:SecurityPattern[hasContext ->CX])

OR
(Y:SecurityPattern[hasContext ->CY] AND
CY[spezializeONT ->CX]).

Figure 9.11. Detecting relations between security patterns.

The pattern authors or the maintainer of a security pattern repository
clearly benefit from this functionality. Assuming that the patterns are anno-
tated appropriately the search engine can automatically detect what patterns
are related. Note that it is also possible to detect a cycle, e.g. when a secu-
rity pattern requires itself transitively. Furthermore, the functionality can be
extended easily by the ontology expert if there will be more relations.

Conducting Sanity Checks. The Coverage Theorem says that a set of security
patterns implies a state of security if the patterns are covered, i.e. there is a
countermeasure against each threat. This is a condition which should always
be true (an axiom), i.e. we implemented it as an inference rule which is
considered for each request. If we negate the rule body and include it in a
query the result will be the set of security patterns which are not “covered”.
This is shown in Figure 9.12. As we have proven the theorem we can be sure
that the result of queries will be meaningful.

FORALL X,PX,Y <-
NOT (X:SecurityPattern[hasProblem ->PX] AND
Y:Countermeasure[protectsAgainst ->>PX]).

Figure 9.12. Determine the coverage of security patterns.
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Such sanity checks are a very powerful tool for both pattern authors
and users. The authors can use it in order to ensure that a new pattern is
in fact covered. Pattern users can ask whether a set of selected patterns is
covered, i.e. whether the planned system will be secure assuming that the
overall security pattern system contains all relevant patterns of the problem
domain.

9.5 Summary and Conclusions

In this chapter we have shown how security patterns can be used for secu-
rity engineering. Hereby, we have always referred to our theoretical model for
security patterns. In particular, the implementation of selected new applica-
tions of security patterns serves as a proof of concept.

9.5.1 Summary

The security pattern search engine provides meaningful answers to the com-
petence questions (see Section 6.3). With the prototype we have been in the
position to show several new applications of security patterns which would
not be possible without our theoretical model.

First of all, we have clarified the relationship between our security pattern
search engine and expert systems. As the tool has all components of an
expert system it can be counted among them. However, we prefer the term
knowledge-based system as the practical focus of our approach is not on
the rules (which are fixed) but on the maintenance of the knowledge base.
Based on that we have discussed selected use cases. As actors we consider
experts, pattern authors and regular user. That way, we can implement the
search engine with a focal point on the management and the application
of security knowledge. Regarding the prototype we made certain conceptual
decisions. Namely, we have decided to rely on open and free technologies as
far as possible in order to achieve flexibility and extendibility. Furthermore,
we built a browser-based user interface in order to achieve a certain level
of familiarity. In particular, we have implemented a traditional three-tier
architecture consisting of the browser interface, a web-server with servlets and
the inference engine which also contains the knowledge base. Beside certain
third-party annotation tools we also have implemented the customized tool
Neptune which can be used to annotate security patterns. As far as we know
there is only one other contribution regarding an expert system in relationship
with patterns. However, the intention of this work is to propose certain design
patterns based on a kind of decision trees. Our ontology-driven approach is
different as it is based on inference rules, relies on a security ontology and
takes advantage of the syntactial structure of security patterns. Thus, our
approach is a unique contribution.
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Equipped with the prototype of the search engine and our theoretical
model we have shown how security patterns can be enhanced with meta-
information. Hereby, the first step is to codify the knowledge base, the in-
ference rules and the queries. We have mapped key security concepts to the
elements of patterns. The ontology as well as the inference rules have been
implemented in a declarative way. With this approach we have already been
in the position to show some basic applications of our theoretical model. The
annotation of security patterns is the requirement for further applications.
For example, we can support pattern authors during writing patterns as we
can offer them a library of key pattern elements. Another example is the
integration of non-pattern sources into the pattern structure. That way, the
relation between problems and solutions can be made explicit and accessible
for users.

The theoretical model also enables more advanced techniques. A major
limitation of patterns today is that they are distributed all around the world
and that keyword-based search is often the only way to find a particular
pattern. Using the relations between patterns we can, for instance, browse
the pattern hierarchy and find all related patterns. Another application is
the detection of conflicts, alternatives and duplicates which is useful for both
pattern authors and users. Furthermore, we can now use security patterns
in order to consider side-effects of the implementation of a security solution.
In particular, we have been able to show how errors propagate along the
relations between patterns through the overall graph of patterns. Another
interesting application is the qualitative comparison of related patterns con-
sidering the resolution of a particular force. We have extended the pattern
mapping accordingly and could determine the consequences of the application
of security patterns. That way, statements about the quality of the state of
security achieved with patterns can be made. More sophisticated functional-
ities are the automatic detection of the relations between patterns according
to our definitions. Furthermore, we have been enabled conduct sanity checks
referring to the Coverage Theorem.

The prototype of our security pattern search engine has been presented
at the CeBIT exhibition in March 2003.

9.5.2 Conclusions

In summary we have implemented selected use cases and competence ques-
tions. This serves as a proof for the feasibility of a search engine for security
patterns which makes the added values of security patterns usable. Further-
more, we have implemented more queries which correspond to the identified
competence questions in several accompanying master theses [17, 97].

As we have outlined before, the pattern mapping can be extended in
order to consider the more pattern-specific aspects. For example, we can
imagine more (i.e. secondary) types of relations between patterns. We can also
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imagine to extend the theoretical model, especially regarding the qualitative
comparison of patterns.

Concretely, the next steps are to work on a more customized search engine
for day-to-day usage. For example, this means to design a more task-specific
interface which can be integrated into the development work-flow. Another
important aspect is a security model for the search engine itself (e.g. authen-
tication and access control). Based on that it would be nice to have additional
supplementary services such as a chat system for online writer’s workshops or
a rating system in order to determine how mature a pattern is. Furthermore,
working sequences of security patterns could be provided in order to show
how certain patterns should be applied.

Expecting that the search engine will have a certain user community,
it makes sense to analyze both the knowledge base and the dynamic user
behavior. For example, we could count the relations that point to a particular
pattern and assign a higher priority to patterns which are required frequently
by other patterns. Similarly, usage profiles can be used to determine weights
for specific patterns. Such data allows also a feedback to the pattern’s author
as he sees how often the given problem really occurs.

In the long run our pattern-based approach can be integrated with other
security improvement concepts. As we rely on a security ontology we can ba-
sically integrate any information source which follows our information model
of the security domain. For example, we suggest to apply filters to security
mailing lists which scan the text and assign it to the corresponding security
patterns. Similarly, entries of vulnerability databases can be clustered. Then
the patterns can be seen as a means for structuring the overall problem do-
main. Beside such indexing approaches [228] it is also possible to integrate
new facts automatically [77, 78].

Other interfaces can be built for risk analysis and attack modeling tools.
Hereby, the interface for risk analysis is bi-directional. A set of estimated
risk values assigned to certain assets serves as an input for selecting the
right security patterns. By nature, the application of such patterns should
increase the security level and decrease the risk. That way, a feedback loop
for a security engineering process can be implemented. Another approach for
selecting security patterns would be to treat attack trees as input for the
security pattern search engine. In fact, such sub-trees are already codified in
the ontology.

The question remains whether the above results will be accepted and
applied by a user community. However, this chapter shows the feasibility of
implementing a security pattern search engine which makes the added-values
of security patterns as a security improvement approach usable.
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Complexity is the worst enemy
of security.

Bruce Schneier

There’s no other way to handle
the complexity than by breaking
it up into manageable pieces.

Bruce Schneier

The trustworthiness of IT systems remains an important prerequisite for the
success of today’s and future business in the digital world. As one of the
challenges we identified to establish an acceptable security level. Hereby, we
identified recurring and well-known errors as a major reason for the steadily
increasing number of security incidents. Furthermore, we identified patterns
as a suitable approach for capturing expert knowledge and make it available
to novices. In principle it should be possible to avoid known errors and to
apply proven countermeasures on them. That way, protection against known
threats can be achieved which is by definition a state of security.

Security patterns are an evolving sub-discipline within the pattern com-
munity. As put by Bruce Schneier they are a way to break up the problem
domain into smaller pieces and making the complexity of IT systems and
the environment manageable. Furthermore, people begin to apply security
patterns today. In this book we clarify the key concepts of security patterns,
define syntax and semantics of them and show new applications. In order to
improve the unsatisfying security level we have to close a gap between theory
and the code of security practice. We also have to close a gap in the security
knowledge process and make proven solutions available in a suitable way.
That way, we are able to close the knowledge feedback loop. We consider this
book as a contribution to this problem.

In the following we summarize the results and findings of the chapters
containing the specific contributions of this book in more detail.
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Chapter 5: Security Improvement Artifacts. In Chapter 5 we have examined
selected security approaches and techniques which are commonly used to
improve security according to the experiences of the author. Hereby, the focus
was on a comparison based on criteria which consider the human factor: how
can non-security experts manage security appropriately?

We have drawn the following conclusions: especially the approaches at
earlier phases of a systems development cycle are not suitable for novices.
This is not convenient as errors in the earlier phases are hard to handle later
– if at all. Another finding was that such approaches are basically suitable
for tool support if they show a certain degree of structure. As such, they
are also often suitable for novices. A major drawback is, however, that many
approaches don’t consider side-effects and time-dependencies appropriately.
That way a false sense of security can be perceived. Based on these results
we have been in the position to identify the added values of a pattern-based
security approach:

They are suitable for novices and can basically be used at all phases
of a system’s life-cycle. In principle they can also be included in tools and
help to consider side-effects. However, security patterns have features which
cannot be used efficiently. On the one hand there are no search and retrieval
capabilities which go beyond keyword-based search. On the other hand there
is no theoretical model for defining the syntax of such patterns which would
allow to take advantage of the added-values of security patterns. Hereby, an
important boundary condition for a solution is that patterns should remain
prose! Otherwise they would be no longer patterns and not accepted by the
user community.

Chapter 6: Security Core Ontology. In Chapter 6 we have shown how we
developed a security core ontology based on a collaborative approach for
ontology design. On the one hand we have defined the key security concepts
as used throughout the document. On the other hand this ontology is a major
building block for defining the syntax of security patterns.

Designing the ontology has revealed that a collaborative approach is suit-
able as it helps to identify blind spots and to eliminate ambiguities. The
resulting ontology is small and consists of pragmatic definitions. It contains
only the core concepts which we identified by gathering competence ques-
tions, i.e. what task should the user be able to conduct with this ontology?
However, it is possible to extend the ontology and to integrate specific com-
munity terminology assuming that the understanding of security is identical.

Chapter 7: Foundations of Security Patterns. In Chapter 7 we have given
an overview over the history of security patterns. Since their introduction
in 1997 a couple of single patterns and pattern languages dealing with secu-
rity have been published. Then we have introduced the structure of security
patterns and their distinguishing features. Our security pattern template is
compliant to a common understanding of security and has served as a model
for subsequent security pattern contributions.
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The key premise of the template is that the problem statement of secu-
rity patterns deals with threats and attacks whereas the solution should pro-
vide corresponding countermeasures. We also have discussed security-related
forces and how they are resolved applying a particular pattern. We have
concluded that security has always an impact on other requirements and a
solution has to balance such forces. Furthermore, we have briefly introduced
a simple, extensible model for organizing security patterns.

Finally, have identified two basic approaches for mining security patterns:
pattern authors can either look at “solutions” which failed or consider proven
approaches which are usually provided in security standards. Beside identi-
fying these approaches, we have also classified relevant sources for pattern
mining and discussed practical issues of using our mining approach. Namely,
it is necessary to consider more than one source as a single source doesn’t
contain all elements required for describing pattern.

Giving a thorough introduction to security patterns we have concluded
that a set of security patterns is more helpful and specific than the sources
for mining patterns: security patterns are more clearly structured and pro-
vide explicit linkage to other security patterns. Furthermore, they explicitly
state the problem (thus they are suitable for novices which don’t know the
solution but only the problem), they specify the context (i.e. assumptions
and preconditions which describe the situation in which the problem occurs),
and they show how a solution changes the context (i.e. the application of a
pattern has consequences the user should know).

Future contributions will show how our approach for mining security pat-
terns will be adopted by both the security and the pattern community. Be-
sides, it remains for future work to identify other approaches for mining
security patterns and making the overall landscape of security patterns as
complete as possible.

Chapter 8: Theoretical Model. Chapter 8 is a central contribution of this
book. First, we have specified the core elements of security patterns. Hereby,
we have referred to the security core ontology introduced before. Then, we
also modeled the primary relations between security patterns, namely spe-
cializes and requires. Based on that we have defined the coverage of security
patterns. This local criteria basically says that there has to be at least one
countermeasure which protects against each threat occuring in the problem
statements of patterns. Finally, we have provided a proof that the coverage of
an overall security pattern system implies the security of the corresponding
assets according to the given definitions.

In summary, we have developed a theoretical model for the syntax of
security patterns (based on the semantics of security patterns introduced
before). That way, the solutions and in particular the problems (which are
more difficult to explain for a domain expert than the solutions) can be
specified more precisely. With a set of intuitive assumptions, we have been
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able to implement the preconditions for using the added values of security
patterns.

With our model, it is now possible to use patterns as means of security
improvement. In particular, they show all properties we have introduced in
Chapter 5: the effort for using them is reduced as we are enabled to look up
security patterns based on pattern-specific queries. In particular, we added
more structure to the patterns. This is an important prerequisite for achiev-
ing tool support. Based on that, we can also consider side-effects and time-
dependcies of the problem domain captures with security patterns. Hereby,
we have met the boundary condition to keep the pattern documents them-
selves untouched and to process the corresponding meta-information instead.

An notable conclusion is that security patterns can also be used a com-
plementary approach for some of the security improvement artifacts we have
classified before. We show this by the following examples:

As we have shown in Section 7.5, security patterns are more specific than
evaluation criteria and security management standards which don’t contain
all relevant elements for solving security problems. Security patterns provide
linkage to context, problem, solution and related patterns and are therefore
more complete than such standards. Security patterns can also be used as
a means of describing a security policy in a structured way. The patterns
help to address all relevant issues and - even more important - help to keep
a policy up-to-date.

Security patterns can also be combined with security improvement arti-
facts for the analysis phase of the security engineering process. For example,
goal trees represent a part of the problem ontology and can be either used
to annotate security patterns or to select the relevant ones. Similarly, an in-
terface to risk analysis and prioritization approaches can help to identify the
solutions for specific problems efficiently. As input we consider a prioritized
list of risks. A risk is derived from the value of specific assets (covered by
the context of patterns) and corresponding threats/attacks (contained in the
problem statement of patterns). As ouput we expect a set of relevant patterns.
As these are related to other patterns, dependencies to other threats/attacks
can be considered, too.

Regarding architecture and design of a system, patterns are a natural
way of complementing modeling techniques and formal methods. The for-
mer are part of specifying solutions of patterns (e.g. UML sequence charts,
class diagrams, use cases, etc.). The latter can be integrated if more formal
attributes are assigned to specific elements of patterns. For example, there
are patterns dealing with security models or cryptographic solutions. Beside
showing how a proven solution works we can even prove that a particular
solution is correct.

Secure programming guidelines, security building blocks, and best security
practices can benefit from the additional structure that patterns provide.
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As another input for security patterns we see testing approaches based on
vulnerability databases and runtime tests. Such examinations help to validate
whether the assumptions captured in security patterns are still valid. If not,
we are able to simulate how a “broken” pattern would affect other patterns.

The question remains whether our formalization approach is applicable
for other pattern domains and we think that it cannot be answered today.
However, we can derive a methodology for developing such models. The first
step is to identify a set of core concepts and to find a few important relations
between them. That way, the core semantics of a domain can be captured.
The next step is to assign these concepts to corresponding pattern elements.
Then one has to reason how the ontology semantics can be used to specify
the pattern semantics. That way it could be possible to build other models
for more pattern domains.

Chapter 9: New Applications. In this chapter we have described our proto-
type for a security patterns search engine. We have shown that it is possible
to implement the theoretical model of security patterns. Selected new appli-
cations of security patterns proved that they are a suitable tool for security
engineering. The prototype also proves that our approach relies on a stable
and sound standing methodology which leads to a demonstrable improvement
of security.

It is left for future work to annotate enough patterns and to reach a
sufficient level of the coverage of the pattern system. Hereby, the person who
annotates the patterns (e.g. the author) has to take care to use the theoretical
model correctly. Besides, the limitations of our search engine lies in the quality
of the security ontology and its extensions (and in particular the community
terminology that extends it) as well as the quality of the security patterns
and the annotations.

Another question is whether security patterns lead to a false sense of secu-
rity. This highly depends on the completeness of a security pattern systems.
If relevant problems are not contained, the user would falsely believe to be
secure. However, the community processes and the suggested approaches for
mining security patterns should prevent this. During shepherding and writer’s
workshops a group of experienced software people have a critical look on the
pattern candidates. This helps to ensure that both the structure and the con-
tent of patterns are correct. Besides, mining patterns from standards helps
to draw an overall landscape of security patterns and to identify blind spots.
That way, security pattern systems can even be used if they are not com-
plete: knowing the landscape, the author can provide hints what else has to
be considered and how the user can get further information.

In summary, new applications of security patterns are only possible if our
definitions and rules are applied. The implemented sanity checks can help
here to detect ambiguities, cycles, or other blind spots within the security
pattern system. As the theoretical model is, however, based on an intuitive
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understanding of security concepts and patterns, we expect a high value for
practical usage.



A. Sources for Mining Security Patterns

Introduction

The intention of this Appendix is to introduce some information sources
which were observed while looking for representative case studies as exam-
ined in Chapter 4. Alternatively, we could enumerate representative incidents
which occurred recently. However, Bruce Schneier motivated his book “Se-
crets & Lies” that way keeping logs of security events from different sources
[194]. The introduction of his books covers a time period from seven days (in
March 2000) and contains only the “highlights” (about 16 announcements
with news character, 13 severe vulnerabilities and 65 defaced Web sites). He
came to the conclusion that “the first seven days of March 2000 were not
exceptional.” Furthermore, he presumed that the situation will get worse. In
fact, he was right - there is no week without alarming security news. There-
fore, we abandoned the idea of keeping similar logs in order to motivate the
hypothesis in Chapter 4. Instead we selected two representative case studies
and analyzed them thoroughly. We also decided to introduce some interesting
information sources. Once more this underlines several statements we made
before (e.g. in Section 7.5.2): first, it is very time consuming to observe all
relevant source. Second, a published security incident is usually very embar-
rassing for the victim, maybe the loss of reputation can never be regained.
This holds especially when errors are tolerated or security aspects are ignored
in a negligent way.

BugTraq

BugTraq is one of the most respected security mailing-lists with over 27.000
subscribers. It is hosted at SecurityFocus, a company which was taken over
by Symantec in July 2002. Fortunately, this acquisition seems to have no
effect on the overall high quality of BugTraq. According to the Web site the
objectives of BugTraq are the following [211]:

“Bugtraq is a full disclosure moderated mailing list for the detailed
discussion and announcement of computer security vulnerabilities:
what they are, how to exploit them, and how to fix them.”
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The publication of the following vulnerability is typical for BugTraq. A
severe bug (or feature) was uncovered and a group of subscribers identified
almost all affected systems and more related “hidden features”.

Accesspoints disclose WEP Keys, Password and MAC Filter. A company
who develops Wireless Access Points for OEM customers had obviously for-
gotten a testing routine in the firmware of the system’s chip. Monitoring
the traffic of such a system revealed the security problem: when a broadcast
packet was sent to UDP port 27155 containing the string gstsearch the ac-
cess point returned the WEP keys, the MAC filters and the adminstrator
password. This worked both on the WLAN and the LAN side of a network.
Another string of this type even allowed to set the above values.

Findings. One can call it Security by Obscurity or just a forgotten test-
ing routine. In any case, such a problem should never occur as it subverts
any security precautions taken by the owner of the affected systems. Even
worse, those people think that they are secure but they aren’t! This is one of
the benefits of BugTraq - but only if you are subscribed and read the rele-
vant messages. As SecurityFocus also operates a corresponding vulnerability
database it is possible to look for such vulnerabilities in a well-directed way.
Nevertheless, you have to know all your systems and have to monitor such
information sources regularly.

The Register

The Register is owned and operated by a British publishing company and
offers any kind of IT-related news including a dedicated section for security
news. They publish e-mails from subscribers, press releases and articles from
third-parties. Furthermore, subscribers can send comments to the articles
(either directly to the author or to The Register). A slogan at the Web site
says that The Register is “the biting the hand that feeds IT.” This indicates
that news which are published at The Register are not very pleasant for the
company concerned. Often, the articles are cynical and/or ironical pointing
with fingers at the embarrassing details of a security incident. We consider
the following article as typical for The Register.

Recording Industry Association of America website defaced. The RIAA be-
lieves that the success of P2P platforms is the reason for a steadily in-
creasing loss of sales. Thus it works against any kind of music piracy. In
September 2002 the Web site of Recording Industry Association of Amer-
ica (RIAA) was defaced two times. Thus it is very embarrassing, that the
attackers were able to install pirate music files on the site for download.
The reason was that they did not care for even an elementary security
level of the own Web site: the robots.txt file which is meant to block
web crawlers away from certain folders contained reference to a adminis-
tration module of the Web server. The attacker could simply to follow this
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link and could (mis)use the administration module as is wasn’t protected
with a password. Furthermore, there was no filter configured which could
have prevented the upload of mp3 files. You can find the original article
as a humorous dialog between Dr. Watson and Mr. Sherlock Holmes at
http://www.theregister.co.uk/content/archive/27230.html.

Findings. Again, this article shows that security is very important - not only
for protecting intellectual and physical properties but also the reputation
of the own company. This is even more important if an organization fights
against a crime and the own platform is misused for committing exactly an
offense of this kind. This time it was no hidden feature or a programming
fault - it was wrong (or no) configuration and the basic security features
which are shipped with any Web server were not used appropriately.

Slashdot.org

Since 1997 the Web site Slashdot is online and provides “news for nerds”
and “staff that matters”. Slashdot is operated by the Open Source Developer
Network (OSDN) and offers several million pages to several hundred thou-
sand readers. In an editorial Slashdot is decribed as an “omelette” which
contains many components: Linux-related news, technical stories, scientific
discoveries, toys, book reviews and many more (read the full editorial “The
Omelette” here: http://slashdot.org/faq/editorial.shtml.). “By mix-
ing and matching these things each and every day, we bring you what I call
Slashdot.” That means that Slashdot basically publish anything. Further-
more, readers can submit feedback. This is important as Slashdot doesn’t
check the accuracy of published stories. The following example shows how
this works.

Buggy Bugging Backfires On German Police. A reader submitted that the
BBC published an accident happened to the German police. They were
caught when they bugged cellular phones as the suspect found an unknown
and inaccessible voicemail number in their bills. In fact, this number was
used in order to record the calls. According to Telecommunications au-
thorities about 20.000 were tapped to that time. You can find the origi-
nal posting here: http://yro.slashdot.org/article.pl?sid=02/11/06/
1912232&mode=thread&tid=158.

Findings. This clearly represents the character of Slashdot as the news (staff
that matters) refer to an external source. As so many people are subscribed
or read the Web site day-by-day, such news spread very quickly. The above
story shows that even state-run facilities make errors which should never
occur.



B. Example Security Patterns and Annotations

Introduction

In this Chapter we present two examples for security patterns which have
initially been presented at EuroPLoP 2002 [200]. In contrast to the original
paper, we present a few patterns here in an often-used pattern form which is
similar to Alexander’s original template: Each pattern is divided into three
parts which are separated by three diamond symbols (♦♦♦). Hereby, name
and context create the introductory part, problem statement, forces and so-
lution build the central part and the references to other patterns present the
closing part.

Each pattern begins with a name (i.e.the heading of the section). The
next few sentences are in a “you” form. They describe a context in which you
may or may not find yourself. If you don’t find yourself in such a context, the
pattern probably isn’t relevant for you. Then we provide a brief description
of the problem in bold face (highlighting core elements of the pattern instead
of giving them separate headings increases the readability). Afterwards, a
number of forces that must be considered are discussed (now with a regular
font face). The next section begins with a bold face “Therefore” and contains
the core of the solution. This may be followed by additional information
about the pattern, how the forces are resolved and how to use or implement
the pattern. Finally, we include references to related patterns.

We followed the convention that each pattern should start at a new page.
That way, it can be identified more easily. After the presentation of the
pattern examples, we show how they could be annotated according to our
theoretical model. The original patterns submitted to EuroPLoP were more
structured and less prose (as we wanted to prove our point that security
standards can be used for pattern mining). Thus, they were not as readable
as the rewritten pattern in this chapter. With our approach we can reach
both goals. The patterns remain prose and are still readable as we followed
a template with limited structure. However, as we can annotate the patterns
accordingly, we define both syntax and semantics of the patterns more pre-
cisely and in a machine-readable form. That way we can show how the added
values of the patterns are now available for improved search and retrieval.
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Handling Cookies

You are planning to access a third-party Web-site in order to conduct some
sort of business. The site you want to access is using Cookies in order to store
and retrieve information about you.

♦♦♦

Enabling cookies affects the privacy and especially the anonymity
of users. Since the introduction of the cookie technology the pos-
sibilities for such a misuse have been discussed over and over again.

To protect the identity of users some rules have been prescribed. First, a
cookie can only be read from the server that created it. Second, only infor-
mation provided either by the client or by the server can be exchanged with
the cookie mechanism.

However, this rules can be subverted if several Web content providers work
together. For example, Web service providers track users visiting their pages.
They can do user profiling which ignores privacy concerns of many users. Fur-
thermore, user data gathered at several sites can be combined and/or sold to
other companies. The most prominent examples are advertisement compa-
nies such as Doubleclick which place banners at a large number of Web sites
and so are able to collect a huge amount of user data. Besides, HTML-based
E-Mail messages can be used to set a cookie with user related information
and personalize cookies that way.

The following forces should be considered: service providers and other users
should be unable to determine the identity of a user bound to a HTTP re-
quest. Besides, a service should be provided without soliciting any reference
to the real user name. Furthermore, a user should be able to make multiple
HTTP requests to Web resource or services without others being able to link
these uses together. Moreover, many Websites do not offer access if cookies
are not accepted by the browser. Finally, a user might not want to buy, install
and configure additional software.

Therefore, don’t trust the service providers and restrict the usage
of cookies on the client side. That way you can control what will
happen to private information. It could happen, that you cannot
use some sites any longer.

There are several strategies to implement this solution. Note that each alter-
native resolves the forces in different ways:

1. In almost all Web browsers cookies can be enabled case-by-case (e.g. turn
on the “Warn me before accepting a cookie.” option in Netscape). Then
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the user has to decide whether he trusts the WWW service provider or
not with every request. Typically it is possible to accept a cookie only
for the current session or to accept a cookie from a given server forever
(i.e. as long as the cookies are not deleted). The consquence is that this
approach slightly decreases the usability of Web applications. When you
visit sites that make heavy use of cookies you’ll have to make many case-
by-case decisions. On the other hand this is often only a one-time effort if
you store your decisions. Furthermore anonymity cannot be guaranteed if
the user’s assessment of a Website turns out to be wrong, i.e. the service
provider was not trustworthy and created/sold profile information. When
you decide to reject a cookie some sites could not be used.

2. Another option is to delete cookies periodically, e.g. at every start-up
of the operating system. That way a service provider has no chance to
trace the user’s requests. Tools such as Opera or Junkbuster allow to
configure such a cookie management. Hereby, the comfort of browsing
is more decreased than with case-by-case enabling of cookies. As the
cookies are deleted, web applications that rely on cookies cannot be used
appropriately. On the other hand this solution protects against misuse
of cookies as it is not possible for a service provider to trace the user’s
behavior across several sessions.

3. The most consequent way to handle cookies is to disable cookies at all.
This solution provides the highest degree of protection against misuse.
However, you cannot access any site that requires cookies to be enabled.

♦♦♦

This pattern has several relations to other security patterns. For example,
a Secure Access Layer should be used in order to protect authentic-
ity and confidentiality of exchanged information, too. Besides, a Security

Provider could be used in order to integrate information providers which
are a Authorative Source of Data securely.
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Pseudonymous E-Mail

You use E-Mail as means of online communications which have become a
day-to-day tool for almost all Internet users. You want to use email services
anonymously.

♦♦♦

How can you use an email service without revealing the own iden-
tity?

There are certain circumstances where you cannot afford to send E-Mails
using your real identity. For example, this includes the following scenarios:

– Free speech in countries with oppressive governments.
– Embarrassment, harassment, or loss of job due to sensitive topics such as

advice on alcohol addiction.
– Prevention of unforeseen ramifications of email messages.
– The recipients should not be biased by identity of the sender.
– . . .

Despite the desire for anonymity users may be required to authenticate to
the email service, e.g. to receive answers to email messages later.

In particular, the following forces should be considered: offering individual or
personalized services requires authentication or registration. However, people
want to use services anonymously. On the other hand, people may want to
be recognized by the service or other users or to receive private messages,
e.g. on a message board.

Therefore, send your E-Mails from a pseudonym server. The us-
age of pseudonyms are an established approach for communication
without revealing the user’s identify.

The user sends an email to the pseudonym server which replaces the sender’s
address with the pseudonym. Answers are sent back to the pseudonym ad-
dress which will then be replaced with the original address. It is basically
possible to cascade such servers in order to increase the efforts for exposing
the message path.

An example is nym.alias.net which is an email pseudonym server that al-
lows to create an email pseudonym without revealing the user’s identity. Such
a pseudonym “appears as an ordinary email address to the rest of the world”
[151].
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However, the usage of a pseudonym server could lead to some new problems.
For example, the strength of the pseudonym depends on the security of the
pseudonym server. If an attacker can gain access to the system he can reveal
the user’s identities. Besides, there are certain known attacks such as flooding
or mail bombs that can decrease the performance of the pseudonym server or
interrupt its overall operation. Moreover, pseudonym E-Mail servers can be
used to send offensive messages or spam mails to people who don’t want to
receive it. Even worse, pseudonym servers can be misused by criminals e.g.
for child pornography or other illegal activities. Finally, it could happen that
the users configure their message chains in such a way that a loop occurs, i.e.
somewhere the replaced E-Mail points back to the initial pseudonym.

♦♦♦

This pattern requires some other security patterns. For example, you should
be sure that the providers use a Hardened Host. Besides, Intrusion De-

tection would help to detect misuse of the server at protocol level. In com-
bination with a properly configured Firewall this could help to prevent and
stop attacks. In order to prevent crimes, it is necessary to activate the Au-

diting facilities of the server. In case of a crime a Disclosure to Legal

Authorities might be necessary. This should, however, be described in the
terms of use of such a server.



176 B. Example Security Patterns and Annotations

Example Annotation

In the following we introduce the corresponding annotations for the pattern
Handling Cookies that we presented before. Step by step we discuss some
parts of this meta-information and show how it can be used by our imple-
mentation of a security pattern search engine. The examples below are not
complete but illustrate once more the idea of keeping the patterns as they
are (e.g. prose) and representing syntax and semantics (i.e. making them
computer-processable) separately. By that way, non-pattern sources can be
integrated into a pattern repository, too.

Pattern Structure

handlingCookies:SecurityPattern[
name -> "Handling Cookies";
hasContext -> context_10;
hasProblem -> problem_10;
hasSolution -> solution_10;
description -> "http://www.securitypatterns.org/"

].

This part contains the top-level information: the name, a link to the orig-
inal pattern document and some more references to other ontology nodes.
The internal identifiers such as handlingCookies or problem 10 are auto-
matically assigned by our pattern annotation tool Neptune. For a meaningful
human interpretation we always provide a short natural language description.

Context

context_10:Context[
description -> "Access of a third -party Web -site

which uses cookies";
hasLayer ->> www;
hasLifeCycle ->> usage;
hasLifeCycle ->> operation

].

This part shows how the context of the pattern is composed. Again, it con-
tains a description as well as references to instances of layers and life-cycle
phases (these instances contain again a description). Now we are able to clas-
sify the pattern according its context entries. Furthermore, we can already
use this information to ask specific questions such as “Show me all usage-
related patterns in the context of the World Wide Web.”
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Problem

problem_10:Problem[
description -> "The privacy and the anonymity of

users are at stake .";
hasThreat ->> threat_2;
hasThreat ->> threat_11;
...
hasForce ->> commoncriteria_unl_1;
hasForce ->> usability_2;
...

].

threat_2:SecurityProblem[
description -> " Personalization."

].

threat_11: SecurityProblem[
description -> " Profiling of users."

].

cc_fpr_unl_1:Force[
description -> "A user should be able to make

multiple requests to resource
or service without others being
able to link these."

].

iso_usability_2:Force[
description -> "Users don ’t want to buy , install

and configure additional software."
].

The problem statement is built accordingly. Moreover, we assigned several
threats to the pattern. Note that these could also be taken from external
sources such as the threat catalogs of the IT Baseline Protection Manual.
In fact, we relied on the Common Criteria (e.g. the force cc fpr unl 1 cor-
responds to the security requirement ”Unlinkability” of the class ”Privacy”)
and ISO 9126 in order to assign appropriate forces to this and other patterns.
This also underlines, that such standards are useful for mining patterns. Be-
sides, a corresponding tool (such as Neptune or any ontology browser which
supports F-Logic or RDF) can be used to support authors during writing
patterns as they can browse the different ontology entries.
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Solution

solution_10:Solution[
description -> " Restrict the usage of cookies.";
hasCountermeasure ->> c1;
hasCountermeasure ->> c2;
hasCountermeasure ->> c3;

].

c1:SecuritySolution[
description ->> " Enable cookies case -by-case.";
protectsAgainst ->> threat_11;
protectsAgainst ->> threat_2

].

The solution is also more a part of the security ontology (and not necessarily
the higher-level security pattern ontology). The ontology contains a map-
ping between countermeasures which protect against certain threats and/or
attacks. Again, this can be derived from security standards (e.g. the IT Base-
line Protection Manual contains a table which contains such relations).

Relations

handlingCookies[
requires ->> secureAccessLayer;
requires ->> securityProvider;
requires ->> authorativeSourceOfData;

].

Finally, we provide links to related patterns which can have links to fur-
ther patterns (provided from different authors, located at different sources).
That way, we can browse the pattern hierarchy efficiently, conduct what-if
experiments, etc.
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Introduction

In this appendix we provide additional material regarding the development
of the security core ontology in Chapter 6. In particular, we present the
competence question which were used to define the task of the ontology.
Hereby, we show how we implemented some of these questions within our
security pattern search engine (see also Chapter 9). Furthermore, we briefly
present the results of the two feedback rounds which once more justify the
overall approach of designing an ontology collaboratively with a small group
of participants.

Competence Questions

In this section we provide a list of generalized competence questions. They
were collected through a couple of interviews with several security experts
after giving a brief introduction to security patterns. The purpose of these
questions were to determine the tasks one should be able to perform with the
resulting ontology. Thus, we show for each question how we actually imple-
mented (or how could we implement) corresponding queries. The numbering
of the questions is only given for reference purposes rather than indicating an
order. Usually, the result of a request to the knowledge base is a single pat-
tern or a set of patterns which matches the query and as well as the current
inference rules.

1. Assume an attack X.
a) What is problem?
b) What protects against X?

We implemented this scenario. The user can select an attack and the
search engine looks for all security patterns which address this attack.
That way, both questions at once can be answered as the pattern contains
the corresponding problem description as well as the solution.

2. Assume a problem X.
a) What solutions are available?
b) Are there dependencies to other problems?
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This is also implemented. The user can either select a threat (which is
part of the problem) or the correspending security pattern directly. The
search engine can then look for alternative solutions and it can calculate
the transitive closure of all required security patterns.

3. Assume a solution X.
a) What are the side-effects?
b) Are there more general corresponding problems?
c) Are there more special corresponding problems?
d) Are there dependencies to other solutions?
e) Show examples for X.
f) How can the solution be implemented?

Again, it makes sense to select a security pattern first. We implemented
the propagation of errors as well as a qualitative comparison of security
patterns. This are examples for a determination of side-effects. As we
also can browse the pattern hierarchy, we can easily identify more spe-
cial, more general and depending security patterns. If the pattern con-
tains examples and/or implementation details, they can be displayed, too
(however, we didn’t implement this in the current prototype). In fact, we
have implemented a function that shows all annotations in a configurable
view.

4. Assume a context X and a solution Z.
a) Am I (still) vulnerable?
b) Is there a solution missing?
c) What side-effects has the solution?

This function was not implemented but it is possible to do so. Basically,
the use could select a set of security patterns he implemented. Then the
system can calculate the missing (=required) set of security patterns. It
can also show which parts of the problem (i.e. attacks and/or threats)
are not yet addressed. Moreover, we can calculate certain side-effects.

5. Assume a topic X or a context X.
a) What information is available?

This is a basic search function. Given a certain context the search engine
returns all matching security patterns and the user can inform himself.
It is possible to filter the list of security patterns for most of the other
queries according to a set of context entries. Again, the user can display
information selectively.

6. Assume a solution X.
a) Is there another solution which is faster, cheaper, etc.?

7. Assume a solution is implemented.
a) Is it still secure? or: Is there a new problem?
b) How would an error propagate?

This is not implemented but an envisioned use case. It would mean that
we integrate other information sources (e.g. vulnerability databases) to
the pattern search engine. Assuming that such information can be in-
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dexed with ontology entries automatically, we could find out whether a
particular implementation of a security pattern is still secure. The prop-
agation of possible errors is implemented.

8. Show different levels of detail for each pattern for ...
a) administrator’s
b) regular users
c) knowledge-engineers
d) novices

This is not fully implemented as we can only select different views manu-
ally. However, the meta-information can be used to achieve such a func-
tion easily.

Evaluation Results

In this Section we present the results of the two feedback rounds for the
design of the security core ontology as presented in Chapter 6. The goal was
to identify blind spots, ambiguities, and inconsistencies by asking selected set
of participants. The overall evaluation which also shows the relative frequency
distribution of the participant’s ratings as well as the answers in detail are
available as technical report [202].

We have captured the opinions of the participants with a simple Likert-
scale schema, i.e. the participants can rate each item as strong agree, agree,
undecided, disagree or strong disagree. Besides, we have asked for additional
free-form responses. Especially if a participant has been dissatisfied with a
specific definition we have asked how the definition can be improved or if an
alternative definition can be provided.

Results of the 1st Feedback Round

In this section we show the consequences which arised out of the feedback
of the participants. Besides, we briefly discuss the feedback for the relations
between the concepts. Finally, we summarize the feedback of the 1st round.

Improving the Concept Definitions. In this paragraph we show how we im-
proved each concept definition. Hereby, we show the original definition and
the conclusion we have taken after evaluating the feedback of the partici-
pants. Note, that the intention was to identify ambiguities and blind spots in
the ontology. It was not the intention to come to an ontology that is accepted
by all participants (which is basically impossible, even by the rather small
group of participants.

Asset: Assets are information or resources exposed to threats. Examples are
documents, applications, and networks.
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Some participants wanted to restrict the definition to the software area
whereas other wanted a broader scope. We decided to include the aspect
that an asset is something that is required for someone (a organization or
person) doing his business as the core of the definition. In fact, it doesn’t
matter, if an asset is threatened or not - it’s still an asset.

Owner: The owner of an asset is responsible for its security. He defines se-
curity objectives, requirements, and the countermeasures.

This definition was obviously too far from reality. It is clear that someone
must care for security, but this is not necessarily the owner. As this term is
indeed misleading, we used the term Stakeholder instead. This should express
that there is someone (organization or person) who puts some value in an
asset.

Security Objectives: The primary security objectives are confidentiality,
integrity and authenticity.

It seems to be non trivial to find out what “qualities” are security objectives.
Instead of extending the given list, we decided therefore to define security
objectives as a statement of intent to counter certain threats and to meet
certain security requirements (whatever these are).

Threat: A potential for the violation of security which exists when there is a
circumstance, capability, action, or event that could breach security or cause
harm.

This definition seemed to depend on too many other concepts. In order to
make it less confusing we decided to define it simply as a potential for a
security breach of an asset.

Attack: An intelligent act that is a deliberate attempt to evade security ser-
vices and violate the security policy of a system. Attacks are a threat to assets.

Again we clarified the definition making it more specific. We adapted the
suggestion that an attack doesn’t necessarily to be intelligent. However, we
still think that it is a deliberate act (in opposite to human errors/accidents
- these are just other ways to realize a threat).

Attacker: Attacker carry out certain actions in order to misuse a assets.

It seems to be sufficient to define the attacker as someone/something who
carries out the attack. We can still extend the ontology if we want to con-
sider further attributes of an attacker (motivation, skills, location, equipment,
etc.).
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Requirement: A requirement is a quality an asset must have in order to be
valuable for its owner. Requirements can be contradicting, e.g. usability and
security.

This definition was not accepted. Therefore, we decided to skip it (especially
as we don’t necessarily need it for the current theoretical model).

Vulnerability: An asset is vulnerable if it is weakly protected or without
any protection against misuse. If vulnerabilities are exploited, the security of
an asset is jeopardized.

Again we brought this definition more in line to the other definitions. In or-
der to avoid the “relativity” discussion of vulnerabilities, we define it - as
suggested - as flaw or weakness that could be exploited in order to misuse an
asset.

Countermeasure: A countermeasure is an action taken by the owner of
assets in order to weaken the effect of an attack or to make it harmless.

Again the owner discussion came up. As we changed this definition we also
adapted the definition for countermeasure as an action taken in order to pro-
tect an asset against a particular threat.

Risk: The risk is the expected loss that is derived from the probabilities for
a particular attack that exploits a certain vulnerability and leads to a specific
damage.

As we had a balanced view here, we only tried to clarify this definition a
little bit. It seems to be acceptable that risk depends on the likelihood for
the occurrence of a threat as well as the expected loss.

Relations between Concepts. The participants were also asked to rate small
graphs which show some relations between the concepts introduced before.
These relations were accepted assuming the definitions given before. Most
comments were similar to the ones given by the definitions of the comments.
The overall idea of drawing such graphs was found to be useful. Therefore,
we adapted the graphs according to the comments and presented the new
version in round 2.

Summary. The first round was very helpful. It helped to make the defini-
tions more precise and to identify misleading definitions. We changed the
concept Owner to Stakeholder which better reflects the real situation. Fur-
thermore, we deleted the term Requirement from the ontology as we don’t
need it currently. Comments considering missing concepts were not taken
into account as we want to keep the ontology small. It should only contain
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core concepts, details can be added/integrated later. Furthermore, we didn’t
consider remarks without suggestions for improvements.

Results of the 2nd Feedback Round

During the second feedback round only 10 participants provided some input.
As we found out, this was not lack of interest but unfortunately a lack of
time. However, the results still helped to get the definitions more precisely.

Improving the Concept Definitions. Some participants remarked that the def-
initions are a definite improvement over last time. In particular they were
logically more consistent than before. This corresponds to the predominant
agree and strongly agree ratings of the concept definitions.

Relations between Concepts. Again, the participants were asked to rate small
graphs which show some relations between the concepts introduced before.
This time, we presented screen shots taken from a visualization of the con-
cepts and relations between them. As the tool had not shown the meaning of
the arrows between the concepts, some participants suggested to add labels
again to each edge of these graphs. Thus, we returned to manually drawn
figures for illustrating the relations.

Summary. The evaluation revealed that no more major changes of the on-
tology were necessary. Most participants accepted the definitions and made
only minor suggestions for improvements. As a trend we could determine
that most participants prefer short, rather abstract definitions (instead of
long definitions which might be ambiguous).

Our experience with the collaborative approach to ontology design was
good: even a small group of people can help you to improve an ontology
significantly. A face-to-face workshop might be, however, even more efficient
as you get immediate response interacting with the participants directly. On
the other hand you might not have so much time for evaluation and the
participants might be biased by other participants.
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Introduction

As discussed in Section 3.4.3, F-Logic is a knowledge representation language
based on first-order predicate calculus and frames. F-Logic is a deductive,
object-oriented database language. In this appenix we introduce only a sub-
set of F-Logic as our approach should be independent of the representation
language and its special features. For example, we did make no use of built-
in features such as string handling, type conversion, method overloading or
access to databases. More detailled introductions to F-Logic are available
[133, 96]. This chapter is organized as follows: first of all we briefly introduce
the syntax of F-Logic based on the basic alphabet of the language. Then
we briefly show how classes and their signatures are described. Besides, we
describe how facts of an ontology can be represented with objects. Finally,
we outline how inferencing rules and queries are written in F-Logic .

Syntax

Formally, the alphabet of F-Logic contains a set of object constructors (F),
a set of variables (V), auxiliary symbols (e.g. ’(’, ’)’, [, ], →, ⇒, etc.) as well
as logical connectives and quantifiers (∧, ∨, ¬, ←, ∀, ∃)1. Any information
about classes and objects is expressed by so called F-atoms. This is illustrated
by the following example that shows how information about an object nadja
can be written with F-atoms:

nadja:woman.
nadja[age->6].
nadja[name->"Nadja"].
nadja[friend->>johanna].

In this case, the objects has an attribute name with the value “Nadja” and an
attribute age with the value ’6’. Besides, the object has an attribute friend
1 Presenting the F-Logic examples we use a textual representation of the math-

ematical symbols (e.g. => instead of ⇒) as the statements are taken from exe-
cutable code.
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which refers to another object johanna. Furthermore, nadja is of the class
woman. Note that the terms attribute and method are used synonymously.
In practice it is usual to collect several F-atoms in a so called F-molecule.
The same information as given above can be represented as a F-molecule as
follows:

nadja:person[
age->6;
name->"Nadja";
friend->>johanna

].

It is also possible to denote objects with predicate symbols in the same way
as in predicate logic2. Such P-atoms can be used equivalently to F-atoms:

age(nadja,6).
name(nadja,"Nadja").
friend(nadja,johanna).

Note that the double-headed arrows ->> and =>> are used for set-valued
attributes. Besides, the single-headed arrows -> and => are used for scalar
attributes. Furthermore, the double-shafted arrows => and =>> specify types
of an attribute and the single-shafted arrows -> and ->> the values of an
attribute. Furthermore, every F-Logic expression ends with dot.

Class Signatures

With so called is a F-atoms, the class membership of an object can be de-
noted, whereas subclass-F-atoms denote a subclass relation. In F-Logic ’:’
is used for specifying class membership and ’::’ is used for representing the
subclass relation. This is illustrated by the following example:

james:man.
john:man.
sarah:woman.
man::person.
woman::person.

In the example, james and john belong to the class man and sarah belongs
to the class woman. The two latter F-atoms denote that man and woman are
subclasses of person.

The subclass relation specifies a partial order on the set of classes. Thus,
the class hierarchy corresponds to a directed acyclic graph.

2 In order to preserve the compatibility with predecessors of F-Logic .
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In order to express the methods for objects of a particular class, signatures
are added to the class definition. The signatures declare the method and
specify the type of parameters and results3. It is possible to define scalar or
set-valued methods as shown in the following example:

person[
name=>string;
friend=>>person;
age=>integer

].

For example, the above class definition says that the class person has a scalar
method name which returns a value of the built-in type string. The method
friend returns one or more objects of the type person.

Defining Facts with Objects

As usual the objects populate the database which is represented by F-
Logic statements. Hereby, the objects must comply with the signatures de-
fined in the corresponding classes, i.e. the arity and types of the return values
of methods must match. The objects are used to define the facts of an ontol-
ogy. This was illustrated by the first example of this chapter. Recall that the
object nadja instantiates the class woman.

Inferencing with Rules and Queries

Rules can be used to derive new information from a set of objects (or facts):
if the conditions of a rule are true, the conclusion is also true. Hereby, the
condition is called the head of a rule and the conclusions is called the body
of a rule.

The rule body consists of F-molecules which can be logically connected.
Variables in the rule body can be quantified universally or existentially. The
rule head consists of a comma-separated list of the occurring variables (each
variable has also to occur in a F-molecule or F-atom in the body) and F-
molecules which specify the conclusion. The head of a rule is separated from
the body by the symbol <-. Assuming a set of objects which define the friend
for persons. Then, the following rule computes the transitive closure of all
friends of a given object and defines a new method clique:

FORALL X,Y,Z X[clique->>Z]
<- X[friend->>Y] AND Y[friend->>Z].

3 We don’t use methods with parameters as is is difficult to translate this feature
in other representation languages.
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Now we can send query request to the database which consists of facts and
rules. A query can be called a rule without a head. The following rule would,
for instance, ask for the clique of the object nadja:

FORALL X <- nadja[clique->>X].

The result will be all variable bindings which represent an instance of the rule
body. Assuming that the object johanna has also a friend lisa the following
variable binding would be returned:

X = johanna
X = lisa

Together with the rules, new information can be derived from the knowledge
base. In this case we know who the members the clique of nadja are.
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Introduction

Security patterns capture knowledge of security experts. Security patterns
contain solutions for recurring security problems. Besides, they don’t exist
in isolation and show relations to other security patterns. Thus, it requires a
certain degree of expertise to understand the nature of security patterns, to
define syntax and semantics of them and to contribute to an overall security
pattern system. In this chapter we show different ways the author followed in
order to gain security know-how and practical skills. Hereby, the education
of students played an important role. In particular, he planed, organized and
carried out the security workshop Hacker Contest and supervised a couple of
security-related Master Theses. Furthermore, he worked in certain research
projects analyzing, developing and implementing security solutions. These
efforts are briefly introduced in the following.

Educational Work

Since 1998, the author has been in a position to conduct certain experiments
heading toward new security approaches. In particular, he planned, organized
and carried out the security workshop Hacker Contest. Besides, he planned
and supervised a couple of security-related master theses from which he could
extract important input for this thesis.

Hacker Contest

The security workshop Hacker Contest is part of the curriculum at the De-
partment of Computer Science at Darmstadt University of Technology since
1999. Moreover, a condensed version of the workshop is offered as advanced
vocational training for IT professionals since 2002.

The overall goal of this workshop is to understand security problems from
the attacker’s point of view. The participants get familiar with the motives
and techniques of attackers. As they know the “enemy” they should be able
to protect their own systems more efficiently. Another aspect was to consider
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side-effects of security solutions (e.g. the impact on performance or the intro-
duction of new problems) and to be aware of the residual risk (e.g. a packet
filter firewall doesn’t protect against malicious code). The topics cover differ-
ent areas of computer science such as operating systems, networks, forensic
analysis, intrusion detection, firewalls, PKI, Web-server, Denial of Service
attacks, development and implementation of a virtual Honeynet, wireless
networks and many more.

We also consider the Hacker Contest as an experiment in order to under-
stand why we have to face so many security incidents today. Our hypothesis
was that the increasing complexity of IT systems and applications, lack of
time as well as a lack of security know-how and awareness are main reasons
for security problems. This hypothesis was confirmed by both participating
students and IT professionals. This was an important motive for examining
security patterns as means of conveying knowledge in a structured way.

The results of the Hacker Contest are published in a journal and an ac-
companying book [206, 207]. Besides, several newspapers and magazines re-
ported about the Hacker Contest. For instance, the author of a computer
magazine refers to the Hacker Contest as a remarkable model for computer
science education [149]. Furthermore, the Humboldt-University Berlin and
the Otto-von-Guericke University Magdeburg adopted the concept of the
Hacker Contest.

Supervised Related Master Theses

During the way toward this thesis, the author supervised several related
master theses. Hereby, the goals were of different nature – the results of
selected theses are summarized in the following.

Security Improvement Process.. Some theses directly contributed concepts
and components which support a security knowledge feedback loop as for
example discussed in Chapter 3.2. The examination of vulnerability databases
which play a central role in the overall security improvement process can
be seen as one focal point of the author’s research [118]. The results of this
work were a survey on recent vulnerability database approaches, an improved
design for a vulnerability database as well as a prototype implementation with
a graphical administration interface. Later, more sophisticated interfaces with
a corresponding security model were developed.

Building up on this, two other components were developed and imple-
mented. First, we worked on a rating scheme for vulnerabilities [171]. A
flexible, multi-dimensional and extensible rating scheme could be applied
to a snapshot of a given IT system. Another new feature was that relations
between vulnerabilities could be considered. In summary, the high-risk vul-
nerabilities could be identified more easily and fixed first.

The system snapshot was delivered by another component that relied
on results of forensic analysis tools and system-specific information utilities
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[189]. Together with the vulnerability database and the rating component the
user has a powerful tool to monitor the security level of a given system and
to derive required actions from that (e.g. applying a patch or updating the
software).

Security in Distributed Systems.. Another set of master theses dealt with
gathering some general security insights of operating systems and distributed
systems.

For example, we analyzed security aspects of the Windows NT operating
system [94]. The results were used to analyze the security level of a given
system and to give advise how to fix problems. Hereby, we relied on a simple
predecessor of the vulnerability database mentioned before.

A focal point of our research was the examination of security in dis-
tributed systems. In particular, we did some accompanying work within a
research project dealing with CORBA security. Hereby, we analyzed general
problems within the CORBA security service. As part of analyzing this ser-
vice, we implemented a working version of the non-repudiation function and
integrated it in an application scenario [30]. We also analyzed typical attacks
to CORBA-based systems - even if they use the CORBA security service -
and identified suitable countermeasures [76]. In fact, this was the first time
we were systematically looking for solutions for known security problems in
a specific context.

Security Patterns.. A third series of master theses contributed directly to the
knowledge about security patterns. The first work focused both on a general
overview of security patterns and, in particular, a set of security patterns for
secure payment systems [142]. A couple of security patterns were developed
and a prototype of a system built with these patterns was implemented.

The second contribution dealt with security patterns from a knowledge
representation and knowledge management point of view [97]. A pattern-
based approach was put into perspective with knowledge engineering ap-
proaches. Besides, development tools and methodologies were studied and
compared. Based on that, a first prototype of a security pattern search en-
gine that was based both on security and pattern ontologies was designed
and implemented.

Equipped with a first prototype we could evaluate its strengths and weak-
nesses in order to improve the concept and the implementation [17]. It turned
out that the information model for security patterns was suitable but the user
interface could be improved significantly. Furthermore, we integrated facts de-
rived from the IT Baseline Protection Manual which build a base for further
pattern entries of an overall security pattern system. The second prototype
helped also to prove that the competence questions (see Appendix C) could
be answered by the ontology.
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Selected Research Projects

Since 1998, the author has been in a position to gain further security experi-
ence during some research projects. Hereby, the focal point was on both the
examination of existing systems as well as the development of new security
solutions. In the following we briefly discuss selected results.

Secure CORBA

The focus of the project Secure CORBA lied on OMG’s Common Object
Request Broker Architecture (CORBA) as a basis technology for developing
distributed systems and on the Security Service specified for it, since this
seemed to be the most promising technology in the field.

The followed approach was thereby twofold. At first, a thorough analysis
of the specification itself and known implementations thereof was performed,
based also on experiences in the broader area of distributed systems security.
We identified several problems such as covert channels within the architec-
ture, weaknesses in the authorization model, and incomplete specifications.

At a second, more practical stage, an own, prototypical implementation of
CORBA Security was undertaken, with the main objective of gaining as much
practical experience as possible and experimenting with possible alternatives
to find solutions to the problems encountered. The software was integrated
within the open-source CORBA implementation MICO.

As proof of concept this prototype was used to secure an online auctioning
system that will make use of all implemented parts of the security service,
e.g. authentication and message protection. We could also integrate a limited
non-repudiation service. The auctioning application, which was implemented
in C++, was accessible through many platforms supported by MICO, such
as Tcl/Tk based clients written for Windows or Linux systems. In addition,
we integrated mobile devices like the Compaq Ipaq by Wireless LAN at a
later stage of the project.

The results of this project were published in a paper [7] and also presented
at the CeBIT and LinuxWorld exhibitions in 2001, each time in cooperation
with the project’s customer T-Systems Nova and the company ObjectSecu-
rity.

Security for Operation Support Systems

The goal of this project was to design and implement a security framework
for distributed systems. The specific application scenario were the Opera-
tion Support Systems (OSS). Hereby we assumed that such systems should
be interconnected across organization boundaries. Security for OSS intercon-
nection was thereby a mandatory requirement covering not only traditional
channel-oriented security but also application-oriented security such as user
authentication and message-based non-repudiation.
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The framework for secure OSS interconnection comprised two new con-
cepts. One concept was a security policy model that employed a classified set
of security configurations named Class of Protection (CoP). Using commonly-
defined sets of CoPs, security administrators can refine their security policies
into flexible and fine-grained security policy rules that map appropriate CoPs
to messages. The other concept was a security platform architecture that con-
sists of a Basic Security Service Layer (BSSL) and a Security Policy Manager
(SPM). The BSSL was a layer lying between management applications and
the communication layer, and it carried out security-related tasks on behalf
of the applications. The SPM stored the security policies, managed them,
and distributed appropriate CoPs to BSSL. As a result, this framework en-
ables efficient management of security policies and flexible control over both
channel-oriented and application-oriented security while keeping security op-
erations transparent to the applications. We also implemented a prototype
of the platform on top of CORBA.

During this project the author had the chance to visit Fujitsu Laboratories
in Kawasaki, Japan. During his first stay in 2000, his task was to integrate
the first BSSL prototype and a simple Demonstrator of an OSS application
with the SPM software developed at Fujitsu Laboratories. During his second
stay in 2001 he was invited as Visiting Researcher to do research in the field
of network management. In particular, he worked on the subject of “security
of operations support systems interconnection”.

Some results of this project were published at international conferences
[156, 169]. Furthermore, some patents were filed in Europe, Japan and USA
of which the author contributed in one patent [72].

Developing and Implementing a Security Policy

In 2002, the Darmstadt University of Technology initiated the work on de-
veloping and implementing a security policy for the campus. The author
participated in the early discussions, identified suitable models (the draft of
the policy was taken from the Technical University in Vienna, Austria) and
set up a project for the further implementation.

Security Analysis

Other tasks were to analyze security solutions developed and/or implemented
by customers. Hereby, we played the role of either an external or an internal
attacker.

Taking the external point of view, we assumed to have no internal knowl-
edge and followed typical steps of external attacks. This included the analysis
of external information sources (e.g. search engines, newspapers, etc.), the
analysis of the target networks and systems, and specific penetration tests.
If appropriate, selected attacks were conducted (as inappropriate we usually
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considered attacks which disturb or interrupt the operation of the target
system).

Carrying out internal attacks included the study of specifications and was
usually supported by the customer’s IT staff. That way, we could simulate
the knowledge of an internal attacker. Besides, co-operative attacks with an
outsider were possible.

A variant of such an analysis were studies at the level of the specifications
of the target systems. Hereby, we tried to identify known weaknesses in the
design before the actual system was implemented.

Besides, we offered a catalog of prioritized countermeasures which should
be implemented by the customer. This included technical countermeasures
but also improvements in the personnel environment, i.e. we offered security
awareness training.

These projects were an opportunity for the author to validate his security
knowledge, verify some of his working hypotheses (the human factor) and to
gather practical experience.

Secure Network Topologies

As member of a project for the central Siemens CIO Information Security
Department we worked on the topic of secure network topologies. The task
was to identify security solutions on the network level. Solutions for a vari-
ety of topics such as securing business partner access, connecting local area
networks to the corporate network, or secure office networks were developed.

In order to accomplish a defined and unified approach, a common frame-
work for all identified scenarios was developed. Furthermore, templates for
each scenario were provided.

In a certain way, the resulting set of security solutions could be seen as a
rudimentary basis for security patterns as they captured the security expert
knowledge within the customer’s company. The resulting “IS Framework” as
well as the manuals for the identified standard scenarios have continuously
been improved and are still in use today.

Controlled Uniform Security Concept for eServices

In this project we worked on a reasonable security level for selected eServices
and related platforms/infrastructures both in planning, implementation as
well as routine operations [190]. For this we developed user tested security
models and (attack-)simulators, an electronic security inspector as well as an
experienced based security database. The author contributed especially to the
latter providing input from his vulnerability database experience. Further-
more, he contributed to the design and the implementation of the electronic
security inspector.
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